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The 1920s began in chaos. Cata-
clysmic disruption resulting from 
the first world war and the Spanish 
flu shuttered businesses and pro-
voked xenophobia. Technological 
marvels like the radio, refrigerator, 
vacuum cleaner, moving assembly 
line and electronic power trans-
mission generated new growth, 
even as the wealth gap widened. 
More than two-thirds of Ameri-
cans survived on wages too low to 
sustain everyday living. The pace 
of scientific innovation—the dis-
covery of insulin, the first modern 
antibiotics, and insights into theo-
retical physics and the structure of 
atoms—forced people to reconsid-
er their cherished beliefs. 

The sheer scale of change, and the 
great uncertainty that came with 
it, produced two factions: those 
who wanted to reverse time and 
return the world to normal, and 
those who embraced the chaos, 
faced forward, and got busy build-
ing the future. 

It’s difficult not to see striking 
parallels to our modern world. A 
tumultuous U.S. election, extreme 
weather events and Covid-19 
continue to test our resolve and 
our resilience. Exponential tech-
nologies—artificial intelligence, 
synthetic biology, exascale com-
puting, autonomous robots, and 
off-planet missions to space—are 
challenging our assumptions about 
human potential. Under lockdown, 
we’ve learned how to work from 
our kitchen tables, lead from our 
spare rooms, and support each 
other from afar. But this disruption 
has only just begun.

With the benefit of both hindsight 
and strategic foresight, we can 
choose a path of reinvention. Our 
2021 Tech Trends Report is de-
signed to help you confront deep 
uncertainty, adapt and thrive. For 
this year’s edition, the magnitude 
of new signals required us to cre-
ate 12 separate volumes, and each 
report focuses on a cluster of relat-

ed trends. In total, we’ve analyzed 
nearly 500 technology and science 
trends across multiple industry 
sectors. In each volume, we discuss 
the disruptive forces, opportunities 
and strategies that will drive your 
organization in the near future.

Now, more than ever, your organi-
zation should examine the poten-
tial near and long-term impact of 
tech trends. You must factor the 
trends in this report into your stra-
tegic thinking for the coming year, 
and adjust your planning, opera-
tions and business models accord-
ingly. But we hope you will make 
time for creative exploration. From 
chaos, a new world will come.  

Amy Webb

Founder
The Future Today Institute
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Macro Forces and 
Emerging Trends

00 01 02 03 04 05 06 07 08 09 10 11 12

2. Key Insight
Concise description of this trend 
that can be easily understood and 
repeated to others.

3. Examples
Real-world use cases, some of 
which should be familiar to you.

1. Years on the List
We track longitudinal tech and 
science trends. This measurement 
indicates how long we have 
followed the trend and its 
progression.

For nearly two decades, the Future Today Institute has meticulously re-
searched macro forces of change and the emerging trends that result. 
Our focus: understanding how these forces and trends will shape our 
futures. Our 14th annual Tech Trends Report identifies new opportunities 
for growth and potential collaborations in and adjacent to your business. 
We also highlight emerging or atypical threats across most industries, 
including all levels of government. For those in creative fields, you will find 
a wealth of new ideas that will spark your imagination.

Our framework organizes nearly 500 trends into 12 clear categories. 

Within those categories are specific use cases and recommendations for 
key roles in many organizations: strategy, innovation, R&D, and risk.  

4. Disruptive Impact
The implications of this trend on 
your business, government, or 
society.

5. Emerging Players
Individuals, research teams, 
startups, and other organizations 
emerging in this space.

6. Action Scale
FTI’s analysis of what action your 
organization should take. Fields 
include:

Watch Closely

Mounting evidence and data, but 
more maturity is needed. Use it to 
inform your vision, planning, and 
research.

Informs Strategy

Strong evidence and data. Longer-
term uncertainties remain. Use it to 
inform your strategic planning.

Act Now

Ample evidence and data. This 
trend is already mature and 
requires action.

1

6

2 3 4 5

Each trend offers six important insights.
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Scenarios Describe Plausible Outcomes

You will find scenarios imagining future worlds as trends evolve and 
converge. Scenarios offer a fresh perspective on trends and often chal-
lenge your deeply held beliefs. They prompt you to consider high-impact, 
high-uncertainty situations using signals available today. 

1. Headline
A short description offering you a glimpse into future changes.

2. Temporal and Emotive Tags
A label explaining both when in the future this scenario is set and whether it is 
optimistic, neutral, pessimistic, or catastrophic. 

3. Narrative
The descriptive elements of our imagined world, including the developments 
leading us to this point in our future history.

Scenario sources: The Future Today Institute uses a wide array of quali-
tative and quantitative data to create our scenarios. Some of our typical 
sources include patent filings, academic preprint servers, archival re-
search, policy briefings, conference papers, data sets, structured inter-
views with experts, conversations with kids, critical design, and specula-
tive fiction. 

Macro Forces and 
Emerging Trends

1

2

3
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Methodology

The Future Today Institute’s Seven-Step 
Forecasting Funnel

The Future Today Institute’s strategic forecasting 
model uses quantitative and qualitative data to 
identify weak signals and map their trajectories 
into tech trends. Our seven steps alternate be-
tween broad and narrow scopes, which include: 
framing your work, identifying weak signals at 
the fringe, spotting patterns, developing trend 
candidates, calculating a trend’s velocity, devel-
oping scenarios, and finally, backcasting pre-
ferred outcomes.

The steps of our methodology can be used inde-
pendently to surface new trends or to generate 
scenarios, or they can be used to guide your 
strategic planning process. To identify trends, use 
steps 1 – 4. To imagine future worlds, use steps 1 
and 5.

1.   Converge: Determine your questions, time horizons 
and stakeholders.

2.  Diverge: Listen for weak signals at the fringe. Make 
observations and harness information from the 
broadest possible array of sources and on a wide 
variety of topics.

3.  Converge: Uncover hidden patterns in the previous 
step. Use FTI’s CIPHER framework to identify trends. 
Look for contradictions, inflections, practices, 
hacks, extremes and rarities.

4.  Diverge: Ask questions to learn how the trends 
you’ve identified intersect with your industry and all 
of its parts.

5.  Converge: Calculate the velocity and trajectory of 
change that are both internal and external to your 
organization.

6.  Diverge: Write scenarios to describe impacts and 
outcomes in the future.

7.  Converge: Backcast preferred outcomes. Define 
your desired future and then work backwards to 
identify the strategic actions connecting that future 
to your present.

Discovering

Framing

Analyzing

Clarifying

Calculating

Planning

Action

02
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Describe our futures
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Macro Forces
Shape our world

These 11 Macro Forces represent external uncertainties that 
no one entity has control over but that play a critical role in 
how our futures develop. These factors broadly influence 
business, governing, and society. They can skew positive, 
neutral, and negative. These are primary source shifts. 
Developments in each of these 11 Macro Forces impact the 
world we live in.

FTI Senior Foresight Associate Marc Palatucci refers to this 
framework as our “Wheel of Disruption.” This framework 
illustrates how disruption tends to stem from 10 major 
influential sources of macro change, with technology, the 
11th source, underpinning all others. When we are analyzing 
the future of anything, we think about each area of potential 
disruption.

We also consider each of the macro sources to ensure that 
our framing includes areas beyond one industry and its direct 
adjacencies. The result is a diverse set of clear drivers we use 
to guide our research and analysis.
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Wealth Distribution:  
The distribution of income across 
a population’s households, the 
concentration of assets in various 
communities, the ability for individuals 
to move up from their existing financial 
circumstances, and the gap between 
the top and bottom brackets within an 
economy.

Education:  
Access and quality of primary, 
secondary, and post-secondary 
education; workforce training; trade 
apprenticeships; certification programs; 
the ways in which people are learning 
and the tools they’re using; and what 
people are interested in studying.

Infrastructure:  
Physical, organizational, and digital 
structures needed for society to operate 
(bridges, power grids, roads, Wi-Fi towers, 
closed-circuit security cameras) and the 
ways an infrastructure of a city, state, or 
country might impact another’s.

Government:  
Local, state, national, and international 
governing bodies; their planning cycles; 
their elections; and their regulatory 
decisions.

Geopolitics:  
The relationships among the leaders, 
militaries, and governments of different 
countries, and the risk faced by investors, 
companies, and elected leaders in 
response to regulatory, economic, or 
military actions.

Economy:  
Shifts in standard macroeconomic and 
microeconomic factors.

Public Health:  
Changes in the health and behavior of 
a community’s population in response 
to lifestyles, popular culture, disease, 
government regulation, warfare or 
conflict, and religious beliefs.

Demographics:  
Observing how birth and death rates, 
income, population density, human 
migration, disease, and other dynamics 
are shifting communities.

Environment:  
Changes to the natural world or to 
specific geographic areas, including 
extreme weather events, climate 
fluctuations, rising sea levels, drought, 
high or low temperatures, and more. (We 
include agricultural production in this 
category.)

Media and Telecommunications:  
All of the ways we send and receive 
information and learn about the world. 
These include social networks, news 
organizations, digital platforms, video 
streaming services, gaming and eSports 
systems, 5G, and the boundless other 
methods for connecting with each other.

Technology:  
We recognize technology not as an 
isolated source of macro change but 
rather as the connective tissue linking 
business, government, and society. 
For that reason, we always look for 
emerging tech developments, as well as 
tech signals within the other sources of 
change.

Macro Forces
Shape our world

00 01 02 03 04 05 06 07 08 09 10 11 12
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Signals
Indicate emerging change

Weak Signals are...
•	A small innovation, incremental development, or R&D 

advancement, or other minor development that has the potential 
to grow as it matures

•	A new technology development that has not yet entered the 
mainstream, or a new market strategy, product, or service 
entering a noncompetitive space

•	Evidence of an existing thing becoming obsolete, or evidence of 
a novel thing emerging

•	A recently revealed problem or state of affairs that does not 
directly or immediately impact your business

Strong Signals are...
•	A bigger innovation, significant development or R&D 

advancement, or other big development that is maturing

•	A new market technology, strategy, product, or service entering a 
competitive space, where others are likely to follow fast

•	Factors that challenge current beliefs or assumptions and have 
the momentum to mature or grow fast

•	Obvious advance warning indicators
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Trends
Describe our futures

Trends emerge from the intersection of macro forces and 
signals. They are new manifestations representing the 
collisions of new developments, and they form steadily over 
many years. Importantly, they do not necessarily follow a 
linear path from the fringe to the mainstream.

The Four Laws of Tech Trends

1.	  Trends are driven by primary forces of change and our  
 basic human needs.

2.	  Trends are timely, but they persist in the wake of new    
 developments.

3.	  Trends are the convergence of weak and strong signals  
 over time.

4.	  Trends evolve as they emerge.

The Four Laws of Tech Trends were first introduced in The Signals Are 
Talking: Why Today’s Fringe Is Tomorrow’s Mainstream by Amy Webb.

© 2021 Future Today Institute

00 01 02 03 04 05 06 07 08 09 10 11 12

The 11 Sources

13



© 2021 Future Today Institute14

Sometimes it can be a challenge to distinguish between something that is trendy (i.e., a 
fad that comes and goes) and a genuine “longitudinal” trend that will have significant 
lasting impact on the world, and on your business. We can validate the latter type of trend 
by confirming it meets most or all of the Four Laws of Tech Trends.

Trendy phenomena (or fads) are much more transient. They appear suddenly, capture 
our attention, and distract us with intense possibilities—only to burn out just as quickly 
as they arrived. Fads move along a common cycle—insider discovery, trending on social 
networks, influencer bragging, media hysteria and mainstream acceptance—until we are 
disillusioned because the fads never meet our broader expectations.

The output is a verified trend or set of trends that can then be accounted for in the stra-
tegic plans of your organization. The Four Laws can help you avoid spending time and 
resources adapting to what may appear to be a strong signal, only for it to prove inconse-
quential in the near future.

00 01 02 03 04 05 06 07 08 09 10 11 12

Trend vs. Trendy: Knowing the Difference
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Fringe Sketching

The Fringe Sketch is FTI’s first step in looking for emerging signals and trends. It is a net-
work map connecting signals to macro forces. We build the sketch using a digital white-
board, and add data sources, images, videos, and other relevant bits of information as 
we go.

We begin by adding a wide array of relevant idea “nodes” to the sketch—these can 
include concisely described current events, emerging tech trends, societal phenomena, 
even additional questions—and drawing lines between each node and those to which it 
is most closely related. This process takes the form of an active brainstorm, with thoughts 
flowing freely and most, if not all of them, making it into the sketch. We keep at it until we 
have an explosive amount of ideas on the board, each forming a node and spawning its 
own sub-nodes in a many-layered web of information.

The result is a map of direct and orthogonal relationships between diverse technolog-
ical and cultural phenomena, all with the central topic as their nucleus. This collection 
of structured data can then be analyzed to reveal unexpected interactions and surface 
overarching trends that are likely to play a role in the future.
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Recognizing Patterns

CIPHER provides a tool to categorize 
the signals we surface during our Fringe 
Sketch, but we also use it for our regres-
sion models. 

Six key factors indicate trends, and they 
are represented by the CIPHER acronym. 

Contradictions, inflections, and practices 
are the most common. Hacks and ex-
tremes tend to be outliers or strong trends 
when they appear. Rarities are exactly 
what they sound like: rare and unusual, so 
when we see them we tend to pay close 
attention to their influence.
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Escalation Triggers

Signals and trends aren’t useful within 
an organization unless strategic action 
of some kind is taken. Teams sometimes 
have a difficult time aligning on which 
trends to share with executives—and 
when. 

We customize this Escalation Triggers 
matrix for our FTI clients to help them 
determine when they should take ac-
tion, when a strategic decision is need-
ed, and when to continue monitoring 
a signal or trend (or constellation of 
signals and trends). With each new sig-
nal discovered, they use this matrix to 
determine the category. If the answer 
in a category is predominantly yes, they 
know when to escalate the signal to 
other departments, executive teams, or 
boards of directors. 

Action Criteria
•	Inflection point is imminent

•	Immediate opportunity for competitor

•	Impacts our partners

•	Great internal momentum/support in
our organization

Decision Criteria
•	High importance and/ or high impact

•	Could cause disruption to our model

•	Financial, operational or market risk

•	Meaningful impact on brand positioning

•	Tied to an existing strategic initiative

•	Pending regulation

•	Strong interest from within our organization

Monitoring Criteria
•	Potential for financial, operational or 

market disruption

•	Some importance and/or impact, but more
time is needed

•	Interest from within our organization

00 01 02 03 04 05 06 07 08 09 10 11 12 Overview, Methodology and Frameworks
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Time Cone

TACTICAL VISIONSTRATEGIC
PLANNING

SYSTEMS-LEVEL DISRUPTION  
AND EVOLUTION

  More          
          

         	
          

      	    
      	

      D
ata, Evidence and Certainty          

          
         	

          
      	    

      	
          

          
 Less

12 - 24 months 2 - 5 years 5 - 10 years 10+ years

Example time ranges

The Future Today Institute’s Time Cone shows 
how the range of possible paths forward ex-
pands as we look further into the future and the 
availability of current, reliable, and actionable 
data decreases. Timelines are useful for tracking 
the progress of a project toward a finite goal, but 
for an organization faced with a broad range of 
potential futures, you need to factor in uncertain-
ty. The time span of the cone (Tactics, Strategic 
Planning, Vision, and Systems-Level Evolution) 
are modulated to suit different foresight projects, 
and foreseeable waypoints can be plotted di-
rectly on the framework. We also map trends on 
the Time Cone to gain deeper insights into how 
they could impact organizations.
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How to Do Strategic Planning Like a Futurist

Tactical decisions must fit into 
an organization’s strategy. At this 
point in the cone, we are a little 
less certain of outcomes, because 
we’re looking at the next 24 months 
to five years. This area should be 
most familiar to strategy officers 
and their teams: We’re describing 
traditional strategy and the direc-
tion the organization will take. Our 
actions include defining priorities, 
setting resource allocation, making 
any personnel changes needed, 
and the like.

Lots of teams get stuck cycling 
between strategy and tactics, and 
that makes their organizations vul-
nerable to disruption. If you aren’t 
simultaneously articulating your vi-
sion and a systems-level evolution, 
another organization will drag you 
into its version of the future.  

For any given uncertainty about the 
future—whether that’s risk, opportunity, 
or growth—it’s best to think in the short 
and long term simultaneously. As we 
think about the future, we build a cone 
with four distinct categories: (1) tactics, 
(2) strategic planning, (3) vision, and (4) 
systems-level evolution.

We start by defining the cone’s edge 
using highly probable events for which 
there is already data or evidence. The 
amount of time varies for every proj-
ect, organization, and industry. In the 
Time Cone graphic in this book, we’ve 
used 12–24 months as a place to start. 
Because we can identify trends and 
probable events (both within a com-
pany and external to it), the kind of 
planning that can be done is tactical in 
nature, and the corresponding actions 
could include things like redesigning 
products or identifying and targeting a 
new customer segment.

Think 
exponentially.
Act 
incrementally.

00 01 02 03 04 05 06 07 08 09 10 11 12 Overview, Methodology and Frameworks
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Scenarios

Scenarios are narrative snapshots de-
scribing possible futures. Scenarios are 
strategic tools designed to catalyze 
what-if conversations. They require 
teams to confront their cherished beliefs, 
develop shared visions, and sharpen 
their focus, and refine their expectations. 
Scenarios do not predict the future. They 
reduce uncertainty so that better deci-
sions can be made in the present. Done 
well, scenarios inform what actions must 
be taken to shape the future.

The Future Today Institute’s scenario 
modeling process relies on many rounds 
of research, analysis, and writing. 
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Axes of Uncertainty

We tend to underpredict or overpredict change. The reason: Imagining plausible outcomes 
forces us to confront our expectations and cherished beliefs. 

We use a 2x2 matrix to rapidly prototype scenarios. They are short but detailed narratives 
describing plausible outcomes of high-impact, high-uncertainty events. 

We begin with a prioritized list of signals and trends. Then we generate an additional list of 
uncertainties using STEEPLE factors: Social/Demographic, Technological, Economic, Envi-
ronmental, Political, Legal, and Ethical. We add in additional uncertainties that intrigue us 
and relate to our current project.

We write uncertainties along opposite axes to explore what scenario might emerge. Quad-
rants reflect the signals, trends, STEEPLE factors, and other curiosities we’re exploring. In 
each quadrant, we answer “What if these two factors are present?” and continue probing 
until we have a short but deep story. We finish with a headline describing that future state. 

As a last step, we label each quadrant using one of six categories: near-term opportunity, 
long-term opportunity, near-term risk, long-term risk, neutral, and existential risk to help us 
prioritize the quadrant for the next phase of our scenarios work.

00 01 02 03 04 05 06 07 08 09 10 11 12 Overview, Methodology and Frameworks
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S-SWOT Analysis

We adapted the traditional SWOT analysis as a way to frame scenarios for organizations 
new to foresight. (Hence, Scenarios-SWOT.) Because this framework is already known to 
most organizations, it reduces some of the frustration that can sometimes be associated 
with data-rich scenarios. 

SWOT stands for Strengths, Weaknesses, Opportunities, and Threats, each of which occu-
pies a quadrant, and the quadrants are further classified as internal versus external to the 
organization, and as favorable or adverse. 

In the context of foresight, we use this tool with teams new to scenario writing. It helps 
them prepare to write scenarios with optimistic and catastrophic framings. A completed 
SWOT matrix helps teams develop the components to include in narratives. The optimis-
tic scenario will describe a future in which teams capitalize on their strengths and seize 
the opportunities identified, while a catastrophic scenario will describe a future in which 
the weaknesses they identified are exploited or prevent them from succeeding, and the 
threats they surfaced are actualized.
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Future States

As we develop scenarios, we first deter-
mine the time horizon, the types of data 
we’ll use to support the narrative, and 
the strategic purpose they will serve.

00 01 02 03 04 05 06 07 08 09 10 11 12 Overview, Methodology and Frameworks
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Assumptions vs. Knowledge

This is a tool we use to check our in-
stinctive biases—a scale we call AvK, 
short for Assumptions vs. Knowledge. 
It can be used any time an assertion is 
made to determine whether it’s based 
on fact or feeling. On one end of the 
spectrum are Assumptions (1), pure 
hunches that are not supported by any 
substantial data, and on the other is 
Knowledge (4), declarations made with 
ample evidence from multiple sources 
to back them up. With two intermedi-
ate steps—limited evidence or insight 
but still significant uncertainty (2), and 
meaningful corroborating data or mod-
els but still some doubt (3)—the scale 
is a great way to keep sentimental bias 
from clouding our strategy.

1. Pure Gut

• No evidence affirming or negating
• Hopeful thinking
• Intuition

2. Familiarity

• Some evidence
• Some insights
• Lots of remaining questions

3. Evidence

• Mounting evidence
• Models are built
• A few remaining questions

4. Knowledge

• Extensive evidence
• Established models
• Questions answered

00 01 02 03 04 05 06 07 08 09 10 11 12 Overview, Methodology and Frameworks
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Scoping and Refining

We ask clients whether they need 
actions or insights. We also assess their 
tolerance for risk and uncertainty. This 
strategic assessment is used to scope 
our work with clients at the beginning 
of projects and to refine the questions 
organizations are seeking to answer. 

© 2021 Future Today Institute
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Tactical Actions

Find incremental actions that can 
be taken and measured under 
current conditions.

Big Bets 

Architect “big bets” that could help 
the organization achieve its goals 
in the future. Reverse-engineer 
those big bets to the present for 
incremental actions.

Inform Strategy

Determine how these trends support 
or challenge the organization’s usual 
strategic direction. Data, evidence, 
and models will help the ideas land 
internally.

Explore Ideas 

Explore the recently plausible using 
an array of adjacent sources of 
ideas and inspiration. Look for new 
opportunity spaces to unlock, or 
emerging threats that haven’t yet 
been considered.
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Foresight

© 2021 Future Today Institute

Strategic foresight reduces uncertainty about the future.  
It’s about preparation, not predictions. 

Foresight is a strategic activity that uses quantitative and 
qualitative data, frameworks and tools to build plausible 
visions of the future so that management can make in-
formed decisions today.

Accounting data, competitor intelligence, market share, the success or failure of 
past initiatives, campaigns or products, and consumer research covering near-
term supply needs can be accurate in the present, however they are often unre-
liable predictors of the future. Likewise, presumptions that the future will merely 
be a continuation of the present does not accommodate the chaos, uncertainty 
and disequilibrium that develop during periods of rapid change.

What is 
Strategic 
Foresight? 
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Foresight 
Creates Value 

33% Higher Profitability
Companies with a dedicated strategic foresight 
methodology and resources outperformed the 
average by a 33% higher profitability.

200% Growth
Companies with a dedicated strategic foresight 
methodology and resources outgrew their 
competitors 200%.

25% Improvement
Companies say that strategic foresight improves 
business objectives and planning, helps define 
new markets, and builds flexible mindsets among 
executives, even in times of deep uncertainty
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Foresight 
Compliments 
Existing Work 
Streams

Existing Work Streams Foresight Work Streams
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Why FTI

We support executive leaders and their teams.

The Future Today Institute works closely with executive leadership and management 
teams to transform their strategic thinking on the future. Advisory services include 
signal mapping, trend identification, scenario development, risk modeling, visioning, 
and strategic planning.

We answer your most challenging questions using data, 
creative inquiry, and strategic foresight.

•	 What are plausible deep (20+ years), long-range (10+ years), and near-term 
(2+ years) futures?

•	 What scenarios describe our futures?

•	 What’s happening outside my industry that I should know?

•	 What companies, startups, and partners make up our future value network?

•	 What new products, services, or businesses should we build?

•	 Which tech trends should we monitor? When should we act?

•	 How can we build an early warning system to see the next disruptive event?

•	 How do we reduce uncertainty about our futures?
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About the Future Today Institute

Contact Us

The Future Today Institute
33 Irving Place
10th Floor
New York, NY 10003

hello@futuretodayinstitute.com

267-342-4300

www.futuretodayinstitute.com

Founded in 2006, the Future Today Institute researches, mod-
els, and prototypes future risk and opportunity. As the lead-
ing strategic foresight and futures management consultants 
to executive leadership teams worldwide, FTI’s data-driven 
applied research reveals trends and calculates how they will 
disrupt business, government, and society. 

Together with our clients and partners, FTI is helping leaders 
achieve their preferred futures. Our pioneering, data-driven 
forecasting methodology and tools empower leaders to make 
better decisions about the future, today. 
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Disclaimer

The views expressed herein are the authors’ own and are not representative of the 
greater organizations in which they have been employed. The names of companies, 
services, and products mentioned in this report are not necessarily intended as en-
dorsements by the Future Today Institute or this report’s authors.

 The Future Today Institute’s 2021 Tech Trends Report relies on data, analysis, and 
modeling from a number of sources, which includes sources within public and private 
companies, securities filings, patents, academic research, government agencies, 
market research firms, conference presentations and papers, and news media stories. 
Additionally, this report draws from the Future Today Institute’s previous EMT Trends 
Reports, FTI Trend Reports, and newsletters. FTI’s reports are occasionally updated on 
the FTI website.

FTI advises hundreds of companies and organizations, some of which are referenced 
in this report. FTI does not own any equity position in any of the entities listed in this 
presentation.

Any trademarks or service marks used in this report are the marks of their respective 
owners, who do not endorse the statements in this report. All rights in marks are re-
served by their respective owners. We disclaim any and all warranties, expressed or 
implied, with respect to this report.
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Using and Sharing The Material In This Report

You are free to:

Share 

Copy and redistribute the material 
in any medium or format, including 
in your organizations and class-
rooms.

Adapt

Remix, transform, and build upon 
the material for your own research, 
work, and teaching.

We invite you to use, share, and build 
upon the material in our 14th annual 
Future Today Institute Tech Trends Re-
port. We are making it freely available 
to the public. This work is licensed under 
a Creative Commons Attribution-Non-
Commercial-ShareAlike 4.0 Interna-
tional License.
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Under the following terms:

Attribution

You must give appropriate credit 
to the Future Today Institute, pro-
vide a link to this Creative Com-
mons license, and indicate if any 
changes were made. You may do 
so in any reasonable manner, but 
not in any way that suggests that 
the Future Today Institute endors-
es you or your use.

NonCommercial

You may not, under any circum-
stance, use the material for com-
mercial purposes.

ShareAlike

If you remix, transform, or build 
upon the material, you must dis-
tribute your contributions under 
the same license as you see here.

You are prohibited from:

Commercial Sharing

Don’t copy and redistribute this 
material in any medium or for-
mat for commercial purposes, 
including any personal/ corporate 
marketing and client services.

Representing This Work As  
Your Own

Do not represent any part of this 
material as your own without 
giving credit to the Future Today 
Institute.

Additional Restrictions

You may not apply legal terms 
or technological measures that 
legally restrict others from doing 
anything this license permits.
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+ Natural language processing is 
an area experiencing high inter-
est, investment, and growth.

+ No-code or low-code systems 
are unlocking new use cases for 
businesses.

+ Amazon Web Services, Azure, 
and Google Cloud’s low-code 
and no-code offerings will trickle 
down to everyday people, al-
lowing them to create their own 
artificial intelligence  applica-
tions and deploy them as easily 
as they could a website.

+ The race is on to capture AI 
cloudshare—and to become the 
most trusted provider of AI on 
remote servers.

+ The AI community still operates 
using a closed-source model. Re-
searchers’ reluctance to publish 
their full code leads to less trans-
parency and reproducibility, and 
makes accountability murky.

+ Natural language processing 
algorithms— typically used for 
text, words, and sentences—are 
being used to interpret genetic 
changes in viruses.

+ COVID-19 accelerated the use of 
AI in drug discovery last year. The 
first trial of an AI-discovered drug 
is underway in Japan.

+ AI plays key roles in synthetic 
biology, genetics, and medical 
imaging; predicting the spread of 
disease; and improving patient 
health outcomes.

+ New artificial nervous systems 
use AI and neural implants.

+ The SuperGLUE benchmark, 
which measures AI’s human 
language ability, will likely be 
surpassed by the end of 2021.
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+ Gaussian processes, the gold 
standard for many real-world 
modeling problems, are becom-
ing more accurate and easier  
to train.

+ AI researchers are leaving ac-
ademia for corporations at an 
alarming pace.

+ Generative adversarial networks 
assist artists and musicians in 
new forms of creative expression.

+ A new wave of AI nationalism is 
rising as governments institute 
new restrictions on M&A and 
investment activity.

+ Several countries will launch  
national AI strategies in 2021  
and 2022.

+ New measures to regulate the 
creation and distribution of 
deepfakes will be introduced 
throughout 2021 and 2022.

+ Technical alliances that help 
drive future R&D could also 
challenge existing geopolitical 
alliances.

+ Future wars will be fought in 
code, using data and algorithms 
as powerful weapons.

+ We continue to fail to see 
China’s growing AI proficiency 
as a military, economic, and 
diplomatic threat.

+ New software could be viable for 
100 years by using AI to adapt to 
changes around it.
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KEY INSIGHT 

Artificial intelligence 
represents the third era 
of computing, generally 
defined as the ability 
for a machine to per-
form cognitive functions 
as well as or better than 
humans. Such functions 
include perception, 
learning, reasoning, 
problem-solving, con-
textual understanding, 
making inferences and 
predictions, and exer-
cising creativity.

EXAMPLES

AI is now used across most industries. 
It solves business problems, detects 
fraud, improves crop yields, manages 
supply chains, recommends products, 
and even assists designers and writers in 
their work. AI can predict call volume in 
customer service centers and recommend 
staffing levels; it also predicts the emo-
tional state and behavior of the person 
calling to help companies anticipate desir-
able solutions. AI automates the process 
for drug discovery, which ultimately led 
to faster COVID-19 vaccine candidates. 
Because AI is so broad, we have identified 
different themes within the discipline 
that you should be following. You will 
also find the technology intersecting with 
other trends throughout this report.

DISRUPTIVE IMPACT

The convergence of groundbreaking 
research, business use cases, the explosive 
growth of data, and improvements in 
computing power and storage are en-
abling advances in AI. The global artificial 
intelligence market is expected to grow at 
a compound annual growth rate of 42.2% 
from 2021 to 2027.

EMERGING PLAYERS

•  Broad Institute

•  Clarifai

•  Clearview AI

•  DeepMind

•  Disperse

•  Graphcore

•  HiSilicon Technologies

•  Kasisto

•  LabGenius

•  Mohamed bin Zayed University  
of Artificial Intelligence

•  Niantic

•  Nvidia

•  OpenAI

•  OpenMined

•  Persado

•  PolyAI

•  Recursion

•  SenseTime

•  Scale AI

•  Syntiant

AI is a force multiplier for every industry.
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teams know how to classify the input 
data and what they are trying to predict 
but can get accurate results much more 
quickly by relying on an algorithm rather 
than a human. Understanding what 
product features would most likely drive 
new purchases is an example of a busi-
ness use case for supervised learning.

In unsupervised learning, data is pro-
vided to an algorithm without specific 
output parameters. For example, if a 
researcher doesn’t know quite what to 
do with a large dataset, an algorithm 
could determine patterns, classify data, 
and make recommendations without a 
human supervisor. Unsupervised learn-
ing has been used during the pandemic to 
find patterns in how the virus is spread-
ing throughout communities.

In reinforcement learning, an algo-
rithm learns to perform a task by repeat-
edly running calculations as it attempts to 
accomplish a stated goal. Reinforcement 
learning is used when there isn’t enough 
training data, when the researcher is try-

ing to learn about an environment (such 
as a complex financial portfolio), or when 
the researcher needs to find greater levels 
of optimization. It has a tremendous 
number of business use cases, ranging 
from real-time dynamic pricing models 
to high frequency trading algorithms to 
the systems that run self-driving cars.

Deep Learning

Deep learning is a relatively new branch 
of machine learning. Programmers use 
special deep learning algorithms along-
side an enormous corpus of data—typ-
ically many terabytes of text, images, 
videos, speech, and the like. Often, these 
systems are trained to learn on their 
own, and they can sort through a variety 
of unstructured data, whether it’s making 
sense of typed text in documents or audio 
clips or video. In practical terms, deep 
learning’s emergence means that more 
and more human processes will be auto-
mated, including the writing of software, 
which computers will soon start to do 

themselves. For example, once a system 
learns what an object looks like—say, an 
apple—it can recognize that object in all 
other images, even if it has only a partial 
view.

There are different types of deep learning 
models. The most common types include 
convolutional neural networks, recurrent 
neural networks, transformer neural 
networks, and generative adversarial 
networks (GANs).

A convolutional neural network 

(CNN) is multilayered, with a convolu-
tional layer, a pooling layer, and a fully 
connected layer. Each one performs a 
different task using the data. The output 
is classification. If a researcher has 10,000 
images and needs to extract data—to rec-
ognize particular faces, for instance—the 
CNN would run until information could 
be inferred. In business, CNNs are used 
for recognition: anomalies in medical 
imaging, faulty products on a production 
line, blight on crops.

An Executive’s Guide to AI
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Machine Learning

AI pioneer Arthur Samuel popularized 
the idea of machine learning in 1959, 
explaining how computers could learn 
without being explicitly programmed. 
This would mean developing an al-
gorithm that could someday extract 
patterns from datasets and use those 
patterns to predict and make real-time 
decisions automatically. It took many 
years for reality to catch up with Samu-
el’s idea, but today machine learning is a 
primary driver of the growth in AI.

Machine learning uses data to make pre-
dictions and recommendations on how 
to achieve stated goals. Types of machine 
learning include supervised, unsuper-
vised, and reinforcement.

In supervised learning, an algorithm 
uses training data to learn the relation-
ship between established parameters—
inputs and outputs. Humans supervise, 
tweaking and adjusting systems as they 
work. Supervised learning is used when 

What You Need To Know

In its most basic form, artificial intelli-
gence is a system that makes autonomous 
decisions. AI is a branch of computer 
science in which computers are pro-
grammed to do things that normally 
require human intelligence. This includes 
learning, reasoning, problem-solving, 
understanding language, and perceiving 
a situation or environment. AI is an 
extremely large, broad field that uses 
its own computer languages and relies 
on computer networks modeled on our 
human brains.
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Weak and Strong AI

There are two kinds of AI—weak (or 
“narrow”) and strong (or “general”). Nar-
row AI systems make decisions within 
very narrow parameters at the same level 
as a human or better, and we use them all 
day long without even realizing it. The 
anti-lock brakes in your car, the spam 
filter and autocomplete functions in 
your email, and the fraud detection that 
authenticates you for a credit card pur-
chase—these are all examples of artificial 
narrow intelligence. 

Artificial general intelligence (AGI) de-
scribes systems capable of decision-mak-
ing outside of narrow specialties. Dolores 
in “Westworld,” the Samantha operating 
system in “Her,” and the H.A.L. super-
computer from “2001: A Space Odyssey” 
are anthropomorphized representa-
tions of AGI—but the actual technology 
doesn’t necessarily require humanlike 
appearances or voices.

There is no single standard that marks 
the distinction between weak and strong 

AI. This is problematic for researchers 
covering AI developments and for man-
agers who must make decisions about 
AI. In fact, we have already started to 
see real-world examples of functioning 
artificial general intelligence. In 2017, 
researchers at DeepMind, a lab owned 
by the same parent company as Google, 
announced that AI had taught itself how 
to play chess, shogi (a Japanese version of 
chess), and Go (an abstract strategy board 
game)—all without any human inter-
vention. The system, named AlphaZero, 
quickly became the strongest player in 
history for each game. The team has 
been publishing important discoveries at 
an impressively fast pace. Last year, the 
DeepMind team taught AI agents to play 
complex games, such as the capture the 
flag “game mode” inside the video game 
“Quake III Arena.” They, like humans, 
had learned skills specific to the game 
as well as when and how to collaborate 
with other teammates. The AI agents had 
matched human player ability using re-

inforcement learning, in which machines 
learn not unlike we do—by trial and 
error. While we haven’t seen an anthro-
pomorphic AI walk out of DeepMind’s 
lab, we should consider these projects 
as part of a long transition between the 
narrow AI of today and the strong AI of 
tomorrow.

An Executive’s Guide to AI
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in the past year, are generated using 
GANs. In design, GANs are tremendous-
ly useful: They can produce thousands 
of designs and recommend the best ones 
based on desired parameters. They can 
generate and modulate voices, faces, 
even gestures. Researchers from Nvidia, 
Massachusetts General Hospital, BWH 
Center for Clinical Data Science, and 
the Mayo Clinic collaborated on a GAN 
that generates synthetic MRIs showing 
cancerous tumors.

A transformer is a type of neural net-
work architecture that learns what words 
mean when they appear in a particular 
context. Using “attention mechanism,” a 
transformer looks at an input sequence 
and determines at each step what other 
parts of the sequence are important. To 
date, transformers have mainly been 
used in natural language processing and 
generation.

Recurrent neural networks (RNNs) 
are multilayered neural networks that 
move and store information between 
input, hidden, and output layers. They 
are good at modeling sequence data for 
predictions. In business, they are used 
anytime the sequence of data matters, 
such as speech recognition and language 
translation. RNNs are used in digital 
assistants, to create captions for images, 
and to generate narrative reports using 
structured data (sports, financial).

GANs are unsupervised deep learning 
systems composed of two competing 
neural networks—a generator and a 
discriminator—that are trained on the 
same data, such as images of people. The 
networks compete against each other to 
perform a task—identifying the correct 
person—which results in optimizing 
overall performance. GANs are useful 
when researchers don’t have enough data 
to train an algorithmic model. They are 
also used to create new, synthetic data. 
Deepfakes, which have become popular 
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The Rise of MLOps

As machine learning matures and new 
applied business solutions emerge, devel-
opers are shifting their focus from build-
ing models to operating them. Within 
software, a set of best practices known as 
DevOps relies on tools, automation, and 
workflows to reduce complexity so that 
developers can focus on problems that 
need to be solved. This approach is now 
being used in machine learning. In 2020, 
some of the fastest-growing GitHub 
projects were MLOps, or projects that 
dealt with tooling, infrastructure, and 
operations. Going forward, MLOps 
will describe a set of best practices that 
combines machine learning, traditional 
DevOps, and data engineering.

Low-Code or No-Code Machine 
Learning

Machine learning is transitioning, as new 
platforms allow businesses to leverage 
the power of AI to build applications 
without the need to know specific code. 

Businesses can turn their unruly data-
sets into structured data that can be 
trained, and they can build and deploy 
models with minimal skills. Create ML 
is Apple’s no-code, drag-and-drop tool 
that lets users build custom models such 
as recommendation engines, natural 
processing systems, and text classifiers. 
Google’s AutoML includes image clas-
sification, object detection, translation, 
and all sorts of pattern recognition tools. 
MakeML creates object detection. Ap-
plications have included tracking tennis 
balls during matches and automatically 
changing the colors of objects (such as 
flowers or dresses) in images. Last year, 
Amazon launched a no-code mobile 
and web app builder for Amazon Web 
Services (AWS). Microsoft Power Apps 
is a low-code application development 
environment on Azure.

Web-Scale Content Analysis

Mining very large, unstructured datasets 
is now easier thanks to advanced natural 

language processing collection and classi-
fication. Trained to recognize keywords, 
special algorithms can rapidly sort, 
classify, and tag information to detect 
patterns. For example, a model trained to 
search for hate speech can detect bad ac-
tors in social networks. Machine transla-
tion generates training data for financial 
crime classification; last year, it reduced 
the amount of time needed for classifi-
cation from 20 weeks (human analysts 
working alone) to two weeks.

Simulating Empathy and Emotion

AI can now measure biomarkers that 
suggest a person’s emotional state, 
such as agitation, sadness, or giddiness. 
Precisely detecting human emotion is 
challenging, but companies with a large 
enough dataset are developing accurate 
models. Amazon’s Rekognition API 
infers someone’s emotions using facial 
recognition and physical appearance. 
Replika uses AI to evaluate voice and 
text, and over time it mirrors the user. 

By measuring certain biomarkers, AI can detect people’s emotions and respond accordingly.
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Affectiva Human Perception AI analyzes 
complex human states using speech ana-
lytics, computer vision, and deep learn-
ing. For example, the automotive sector 
uses Affectiva’s technology to detect a 
driver’s emotional state—such as sleep-
iness or road rage—and make real-time 
suggestions to improve their driving.

Artificial Emotional Intelligence

Research teams at Loving AI and Han-
sen Technologies are teaching machines 
unconditional love, active listening, 
and empathy. In the future, machines 
will convincingly exhibit human emo-
tions such as love, happiness, fear, and 
sadness. It begs the question: What is 
an authentic emotion? Theory of mind 
refers to the ability to imagine the 
mental state of others. This has long 
been considered a trait unique to humans 
and certain primates. AI researchers 
are working to train machines to build 

theory of mind models of their own. This 
technology could improve existing AI 
therapy applications such as WoeBot, 
a clinical therapy chatbot. By designing 
machines to respond with empathy and 
concern, digital assistants such as Alexa 
will increasingly become a part of one’s 
family. This technology could eventually 
end up in hospitals, schools, and prisons, 
providing emotional support robots to 
patients, students, and inmates. Accord-
ing to health service organization Cigna, 
the rate of loneliness in the U.S. has 
doubled in the past 50 years. Two years 
ago, former U.K. Prime Minister Theresa 
May created a new cabinet position, the 
world’s first Minister of Loneliness. In 
our increasingly connected world, people 
report feeling more isolated. Future 
governments struggling with a massive 
mental health crisis, such as South Korea, 
may turn to emotional support robots to 
address the issue at scale.

Serverless Computing

AWS, Alibaba Cloud, Microsoft’s Azure, 
Google Cloud, and Baidu Cloud are 
rolling out new offerings and packages 
for developers with the goal of making 
it easier and more affordable for a wide 
swath of AI startups to launch their ideas 
into the marketplace. AWS Lambda lets 
teams run code for virtually any type of 
application or back-end service—with-
out provisioning or managing servers 
or hands-on administration. The Azure 
Functions architecture supports myr-
iad programming languages, scales on 
demand, and charges only for active 
compute time. Some engineers worry 
that such serverless systems require them 
to surrender too much control.
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Samsung’s next Exynos system on a chip will have an AMD graphics processing unit (GPU).
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Emotion AI Will 
Power the Empathy 
Economy, but AI 
Still Needs to Work

Dr. Rana El Kaliouby

CEO of Affectiva 

Emotion AI will power the empathy 
economy, but AI still needs to work.

The COVID-19 pandemic has 
meant that more than ever, we rely 
on video conferencing to connect 
virtually–working remotely, learning 
from home, and in our social lives. 
But there’s a big problem: These 
technologies are emotion blind. 

When we communicate in person, 
we convey so much more than the 

words we say: We express ourselves 
through nonverbal cues from our 
faces, voices, and body language. 
But technology is not designed to 
capture the nuances of how we 
interact with those around us. 

AI may be the answer to preserv-
ing our humanity in virtual envi-
ronments. Specifically, Emotion 
AI—software that can understand 
nuanced human emotions and 
complex cognitive states based 
on facial and vocal expressions—
can address some of technology’s 
shortcomings in light of the pan-
demic, and we’ll see companies 
using it for new use cases, such as:

1. Video conferencing  
and virtual events 

Emotion AI can provide insight 
on how people are emotionally 
engaging in a virtual event or 
meeting. This provides presenters 
with valuable audience feed-
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of a patient’s emotional wellbe-
ing provides a quantitative mea-
sure of mental health that goes 
beyond self-reporting on a rating 
scale of 1-10.

back, gives participants a sense 
of shared experience, and can 
help companies take a pulse on 
collective engagement during 
this stressful time.

2. Online learning 

Emotion AI can give feedback 
on how students are engaging 
with online educational ma-
terials and lectures, flagging if 
they’re confused, stressed, or 
bored. This becomes especially 
important during the pandemic 
as so many students are learn-
ing online and suffering from 
“Zoom fatigue.”

3. Telehealth 

Emotion AI can create more 
meaningful discussions and trust 
between patients and healthcare 
providers as telehealth appoint-
ments are replacing in-person 
visits. And, a data-driven analysis 

What’s on the horizon for AI:

1. Data synthesis.  

AI algorithms are built on deep 
learning, but they can only work 
accurately when they’re trained 
and then validated on massive 
amounts of data. That includes 
data that are diverse and truly 
representative of the situations 
the algorithm will encounter in 
the real world.

	 But companies developing AI of-
ten are challenged in getting ac-
cess to the right kinds of data and 
the necessary volumes of data. 
That’s where data simulation and 
data synthesis methodologies will 
come into play, addressing those 
problems. AI researchers are now 
taking data that’s already been 
collected and synthesized and 
using it to create brand new data.  

	 Take the automotive industry. 
The industry seeks to develop 

advanced driver safety features 
and personalize transportation, 
and to achieve that car makers 
want to better understand what’s 
happening with people inside of 
a vehicle. Getting that real-world 
data is difficult, expensive and 
time-consuming. But data syn-
thesis is not. For example, a video 
of a person driving a car can 
become data that lets research-
ers create new scenarios, such as 
simulating the person turning her 
head, or wearing a hat or sun-
glasses.

2. The need for diversity, equity  
and inclusion.  

As AI becomes more mainstream, 
the tech is taking on roles that 
were traditionally done by hu-
mans and changing how we 
interact with one another. For the 
technology to work for all of us, 
diverse teams must build those 
applications. Indeed, the number 
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AI researchers are 
now taking data that’s 
already been collected 
and synthesized and 
using it to create brand 
new data.

00 01 02 03 04 05 06 07 08 09 10 11 12 Artificial Intelligence



52

one issue to look out for is the 
risk for bias. Unfortunately, we’ve 
seen many instances in which AI 
has been biased against minority 
groups. Not only is this unethical; 
it’s also bad for business. If AI 
can’t work for all people as it’s 
intended, there’s little benefit to 
using it in the first place.

3. The challenge of power 
asymmetry. 

Powerful technologies like AI 
are often in the hands of large 
corporations and governments, 
and this poses a number of 
challenges. The value that users 
receive from the technologies 
don’t always measure up to the 
value that companies gain from 
the tech’s user data. Also, those 
corporations or governments can 
determine a technology’s distri-
bution and who has access to it.

This can have adverse implica-
tions for social and economic 
mobility. People with access to 
certain types of AI will be able 
to work more efficiently and 
will have a leg-up on those who 
don’t have access. I worry about 
the impact this can have on 
communities and populations 
that are already disadvantaged, 
because AI could continue to 
widen that gap. 

We need to create guidelines to 
ensure AI is applied in an equi-
table way. The technology has 
the potential to improve people’s 
lives and solve societal prob-
lems, but if we don’t start thinking 
about power distribution now, we 
risk institutionalizing AI in a way 
that may exacerbate inequalities. 

**

Dr. Rana El Kaliouby is the 
Co-founder and CEO of Affectiva, 
the pioneer of Emotion AI. Rana in-
vented the company’s award-win-
ning emotion recognition technol-
ogy. Prior to founding Affectiva, el 
Kaliouby was a research scientist 
at the MIT Media Lab where she 
spearheaded applications for 
facial coding to benefit mental 
health, autism, and other research 
areas. Born and raised in Cairo, 
she received degrees in computer 
science from the American Univer-
sity in Cairo and a Ph.D. from the 
computer laboratory, University of 
Cambridge.
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Emotion AI can 
give feedback on 
how students are 
engaging with online 
educational materials 
and lectures, flagging 
if they’re confused, 
stressed, or bored.
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to train, and have relied on data centers 
and computers that consume hundreds 
of kilowatts of power. That is all starting 
to change. Enter the SoC, or “system on 
a chip.” Big tech companies including 
Huawei, Apple, Microsoft, Facebook, 
Alphabet, IBM, Nvidia, Intel, and Qual-
comm, as well as startups Graphcore, 
Mythic, Wave Computing, SambaNova 
Systems, and Cerebras Systems, are all 
working on new systems architecture and 
SoCs—some of which come pretrained. In 
short, this means that the chips are more 
readily able to work on AI projects and 
should promise faster and more secure 
processing. Projects that might otherwise 
take weeks could instead be accomplished 
in a matter of hours. Cerebras has built 
an AI chip with 1.2 trillion transistors, 
400,000 processor cores, 18 gigabytes of 
SRAM, and interconnects (tiny connec-
tion nodes) that can move 100 quadrillion 
bits per second. That’s an astounding 
amount of components and power. As of 
November 2020, Amazon’s homegrown 
AI chip AWS Inferentia now powers Al-

exa’s back-end services rather than chips 
designed by Nvidia. The AI chip market 
will quadruple to $6.7 billion in 2022, 
from $1.66 billion in 2018, according to 
market research firm Tractica. Marketing 
pretrained chips to businesses will speed 
up commercialization and further R&D. 
But if the various device manufactur-
ers all start creating unique protocols, 
developers may struggle with too many 
different frameworks. We anticipate an 
eventual consolidation, pitting just a few 
companies—and their SoCs and languag-
es—against one another.

Digital Twins

Digital twins are virtual representations 
of real-world environments, products, 
or assets for a variety of purposes. Man-
ufacturers use digital twins to manage 
the performance and effectiveness of 
machines and plants, while city planners 
use them to simulate the impact of new 
developments and roads. The Singapore 
government uses them for urban oper-

ations. Siemens MindSphere supports 
digital twins for a number of industries. 
As low-code and no-code systems become 
more prevalent, companies should be 
able to build and deploy digital twins to 
simulate a wide array of processes, which 
will lead to reduced spending on modern-
ization efforts.

Spotting Fakes

In the past year, researchers showed 
how AI could be used to compose text 
so good that humans couldn’t tell it was 
machine written. The team at OpenAI 
demonstrated the many reasons why this 
was problematic, from mass-generating 
salacious social media posts and fake 
reviews to forging documents by world 
leaders. It turns out that AI can also be 
used to detect when text was machine 
generated, even if we humans can’t spot 
the fake. That’s because an essay written 
by AI tends to rely on statistical patterns 
in text and doesn’t have much linguistic 
variation. Researchers at the MIT-IBM 
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AI at the Edge

AI-driven processing and decision-mak-
ing that occurs closer to the source of data 
generation, as opposed to in the cloud, is 
a technique known as “edge computing.” 
The Internet of Things and its billions of 
devices, combined with 5G networking 
and increased computing power, has 
made large-scale AI at the edge possible. 
Processing data directly on devices will be 
important in the future for health care, 
automotive, and manufacturing applica-
tions because it’s potentially faster and 
safer. Apple spent $200 million to ac-
quire Xnor.ai, a Seattle-based AI startup 
focused on low-power machine learning 
software and hardware. Microsoft offers 
a comprehensive toolkit called Azure 
IoT Edge that allows AI workloads to be 
moved to the edge.

Advanced AI Chipsets

Today’s neural networks have long 
required an enormous amount of com-
puting power, have taken a long time 

AI in the Cloud

Corporate leaders within the AI eco-
system have been racing to capture AI 
cloudshare—and to become the most 
trusted provider of AI on remote servers. 
Enterprise customers are likely to stick 
with their initial vendor, because machine 
learning systems get better over time, the 
more data they amass. For that reason, 
the competition is furious, even though 
it’s still early. In the West, the field is 
led by Amazon, Microsoft, and Google, 
followed by companies including Apple, 
IBM, Salesforce, SAP, and Oracle. In 
Asian markets, Alibaba and Baidu dom-
inate the AI cloud, although in January 
2020, telecom equipment and smartphone 
maker Huawei announced a management 
change to focus on what it calls a “full-
stack cloud platform.” It’s a $250 billion 
industry and quickly growing. New York 
University Stern School of Business 
professor Arun Sundararajan says it best: 
“The prize will be to become the operat-
ing system of the next era of tech.”
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Watson AI Lab and Harvard University 
developed the Giant Language Mod-
el Test Room (GLTR), which looks 
for words that are likely to appear in a 
particular order. This technology can be 
used to detect forgery, intentional records 
falsification, email phishing campaigns, 
and corporate espionage.

Natural Language Processing  
for ESGs

Companies are moving toward new envi-
ronmental, social, and governance (ESG) 
criteria—a set of standards increasingly 
used by investors to evaluate their invest-
ments. ESG standards must be quanti-
fied and explicitly stated, but measuring 
performance can be difficult because 
many intangibles or abstract concepts are 
involved. Natural language processing is 
being used to identify, tag, and sort doc-
umentation from various sources about a 
company’s ESG reputation (on issues such 
as labor practices, community impact, 
diversity, and inclusion).

Intelligent Optical Character 
Recognition

An ongoing challenge is getting machines 
to recognize the various ways we express 
ourselves in writing. Optical character 
recognition (OCR) works in fixed, recog-
nizable formats such as highway signs 
and the text from a book. But often, OCR 
isn’t smart enough to recognize different 
fonts, unique notations, or spreadsheets 
with fields specific only to one company. 
Researchers are training AI systems to 
recognize patterns, even if they show up 
in unusual places. For example, the AWS 
Textract system now recognizes both 
text and context specific to a company or 
business unit.

Robotic Process Automation

Robotic process automation (RPA) can 
automate certain tasks and processes 
within offices and allow employees to 
spend time on higher-value work. It’s the 
most commonly deployed AI technique 

among enterprise companies. Google’s 
Duplex is a good example; it’s a bot de-
signed to make routine phone calls. Ama-
zon uses RPA to sift through résumés and 
prioritize top candidates. In banking, Blue 
Prism and Automation Anywhere help 
staff with repetitive work functions. RPA 
will eventually augment staff and shift 
productivity into higher gear.

Massive Translation Systems

In 2020, Facebook launched a new 
open-source AI language model called 
M2M-100 that can translate 100 languag-
es. Facebook’s AI lab trained the model 
using 7.5 billion sentence pairs gathered 
automatically from the web. (Surpris-
ingly, Facebook did not use its own data 
for this project.) The FastText language 
model identified the language, and an 
unsupervised learning model matched 
sentences by their meaning. The goal 
was to improve simultaneous language 
translation.
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Facebook launched the first AI model that translates 100 languages without relying on English data. 

(Image credit: Facebook.)
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is news, products, or advertising. This 
resulted in the ongoing antitrust lawsuits 
filed against the companies.

Global Rush to Fund AI

There is a global race to fund AI research 
and to acquire AI startups. In the first 
quarter of 2020, 285 U.S.-based AI start-
ups had raised $6.9 billion, according to 
the National Venture Capital Association. 
Investment waned as Covid became a 
global pandemic, but tech giants includ-
ing Apple, Google, and Microsoft are still 
acquiring AI companies, while non-tech 
companies are gobbling AI startups too: 
McDonald’s acquired personalization 
platform Dynamic Yield, while Nike 
acquired inventory management compa-
ny Celect and guided shopping experience 
platform Invertex.

Algorithm Marketplaces

In the 2010s, big tech companies, start-
ups, and communities of developers used 
algorithm marketplaces to share and sell 

their work. In 2018, Microsoft paid $7.5 
billion to buy GitHub, a popular devel-
opment platform allowing anyone to 
host and review code, to collaborate with 
other developers, and to build all kinds 
of projects. AWS hosts its own market-
place, offering models and algorithms for 
computer vision, speech recognition, and 
text—and its base of sellers includes Intel, 
CloudSight, and many others. (Think 
of AWS Marketplace as an Amazon for 
algorithms and models.) There are mar-
ketplaces for generalists, like GenesisAI 
and Algorithmia, where developers can 
upload their work and receive payment 
when others pay to access it. Now there 
are specialized marketplaces for specific 
use cases: Nuance AI Marketplace devel-
oped a single API to connect its algo-
rithms to radiologists at 6,500 health care 
facilities. Quantiacs allows developers to 
build algorithmic trading systems, and 
it matches their algorithms with capital 
from institutional investors. Bonseyes is a 
European-specific marketplace to buy and 
sell AI tools.

100-Year Software

Traditional software has a short and 
unpredictable shelf life compared with 
other engineering tools. This leads to 
headaches and costly upgrades, often with 
downtime. As a result, companies and 
government agencies attempt to keep 
pace with the evolution of technology by 
maintaining systems rather than evolv-
ing. Libraries, data formats, and protocols 
can all become outdated quickly, creating 
vulnerabilities in critical systems. Since 
2015, the Defense Advanced Research 
Projects Agency (DARPA) has funded 
research to make software viable for 
more than 100 years. These systems 
would use AI to dynamically adapt to 
changes in environments and resources. 
They require a novel approach to design, 
using AI to discover and make visible the 
application’s operations and interactions 
with other systems.
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misinterprets data and neglects to identify 
cancer among certain patients? These are 
the kinds of problems that could put a 
company at risk of lawsuits. New insur-
ance models will help address these issues. 
Underwriters are starting to include AI 
under cyber insurance plans. Specialty 
insurers such as LaPlaya Insurance now 
offer insurance for AI applications.

Manipulating AI Systems for 
Competitive Advantage

Amazon, Google, and Facebook have 
all come under fire in the past few years 
for manipulating their search systems to 
prioritize results that are more profitable 
for their companies. For example, Google 
has been accused of de-ranking websites 
and promoting news stories from pre-
ferred partners. Late in 2019, researchers 
found that Amazon had optimized its 
search algorithm to boost the visibility of 
Amazon’s own brands. Tweaks to search 
algorithms have a significant impact on 
what internet users see, whether that 

Predicting Systems and  
Site Failures

Computer vision can anticipate and iden-
tify failures in physical locations. High-
tech factories, airline manufacturers, and 
construction sites use image recognition 
systems to monitor projects and automat-
ically warn of problems. This is accom-
plished by comparing data from the real 
world to that of a digital twin.

Liability Insurance for AI

Who’s to blame when machines behave 
badly? When the machine learning 
system in Uber’s self-driving car failed 
and killed an Arizona pedestrian, the 
company was likely not covered under 
traditional cyber insurance. As busi-
nesses rush to build and implement AI 
products and processes, they must plan 
ahead for emerging risks. For example, 
what happens if machine learning makes 
a company vulnerable to attackers who 
inject fake training data into a system? 
What if a health care company’s AI 



Rage Against the Machine

Mid-future neutral scenario    

From screaming into pillows to pounding punching 
bags, humans have developed numerous ways to air our 
frustrations. The hope is that if we act out against inani-
mate objects, we’re less likely to act out against our fellow 
humans, risking harm or trauma. But what if there were 
a humanoid stand-in that could absorb our aggressions 
in a more cathartic, and ultimately beneficial way? As AI 
begins to achieve convincing emulations of human per-
sonalities, a new type of avatar emerges, algorithmically 
designed to provide a responsive therapeutic outlet for 
aggression. 

Users can program the avatar to look and act like a figure 
from their life (a boss, a partner, a rival) for whom they 
harbor pent-up feelings, allowing users to express them-
selves freely without threatening their real-life relation-
ships or risking legal repercussions. The AI persona could 
even be assigned to a surrogate robotic body, letting the 
user act out physical aggressions. But as the technology 
grows in popularity, designers must keep watch that what 
they’ve created  doesn’t normalize and increase the rate of 
interhuman conflict, instead of alleviating it.
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AI Speeds Scientific Discovery

Running experiments with several 
variables often requires tiny, methodical 
tweaks to measurements, materials, and 
inputs. Graduate students might spend 
hundreds of tedious hours repeatedly 
making small adjustments until they find 
a solution—a waste of their cognitive abil-
ities. Research labs now use AI systems to 
speed the process of scientific discovery. 
Materials scientists at the University of 
British Columbia now rapidly test a new 
kind of solar cell and log results using a 
robot overseen by an AI algorithm. Based 
on the results of each experiment, an al-
gorithm determines what to change next. 
A 9- to 12-month process was completed 
in five days. Google’s DeepMind devel-
oped a way of testing and modeling the 
complex folding patterns of long chains 
of amino acids, solving a problem that has 
vexed scientists for many years. Deep-
Mind’s system, AlphaFold, will allow 
scientists to synthesize new drugs to treat 
diseases and develop enzymes that might 
someday break down pollution.  

AI-First Drug Discovery

COVID-19 accelerated the use of AI in 
drug discovery. An international team 
crowdsourced a Covid antiviral by syn-
thesizing candidates for 2,000 molecules 
in less than 48 hours—a process that like-
ly would have taken human researchers a 
month or longer. In Japan, the first phase 
of a clinical trial for an AI-designed drug 
to treat obsessive-compulsive disorder 
showed a positive result. The drug, DSP-
1181, acts as an agonist to the receptor 
for serotonin, a signaling molecule in the 
brain that mediates mood. The project 
used AI techniques to generate tens of 
millions of potential molecules to try 
against the serotonin receptor and sift 
through the candidates to decide which 
ones to prioritize for synthesis and 
testing. 

AI-first drug startups are attractive to 
investors. Recursion raised $121 million 
in 2019 before spinning off CereXis, a 
new independent entity to study rare 
brain cancers. Nearly every major phar-

maceutical company has inked deals with 
AI drug discovery startups, including 
Johnson & Johnson, Novartis, Merck, 
AstraZeneca, and GlaxoSmithKline. 
Much of the potential in AI stems from 
deep learning’s ability to sort through 
huge volumes of information and learn 
and extrapolate from that information. 
The upshot: AI can think faster than 
humans—sorting data in months versus 
years—and see patterns that we may not. 
Still, drug discovery is tricky, because 
the algorithms rely on drug targets that 
must be published in research journals. 
Most data about potential compounds 
isn’t readily available, and when it is, it 
isn’t always complete or reliable. Filling 
the gaps and cleaning that data takes time 
and money. It also requires data shar-
ing—and most drug data is proprietary 
and locked up by big drugmakers. Using 
algorithms for drug development also 
brings up a host of ethical questions. Will 
bias invade drug discovery much like it 
has other arenas of AI, thereby margin-
alizing certain patients or diseases? Do 

The U.S. Food and Drug Administration approved IDx-DR, the first autonomous AI system to provide a 
diagnostic decision. 
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the software. In a trial, an AI screening 
system from Google Health and Deep-
Mind outperformed human radiologists 
and reduced false positives in two large, 
clinically representative datasets from the 
U.S. and U.K.

NLP Algorithms Detect Virus 
Mutations

Natural language processing (NLP) algo-
rithms, which are typically used for text, 
words, and sentences, are being used 
to interpret genetic changes in viruses. 
Protein sequences and genetic codes can 
be modeled using NLP techniques—and 
can be manipulated the way you’d write 
words and sentences in word processing 
software. At MIT, computational biolo-
gists used NLP to solve a vexing problem 
when developing new vaccines. “Viral 
escape” is the ability for a virus to mutate 
and evade the human immune system 
and cause infection. Massachusetts Insti-
tute of Technology researchers modeled 
viral escape using NLP to identify how 

the virus might look different to the im-
mune system. The approach is similar to 
changing words in a sentence to change 
its meaning. For example: “I laughed at 
the clown” versus “I cried at the clown.” 
By using this kind of modeling before 
mutations occur, public health officials 
could strategize and potentially prevent 
new viral spreads.

Diagnostics Without Tests

The Covid Symptom Study—created by 
doctors and scientists at Massachusetts 
General Hospital, the Harvard T.H. Chan 
School of Public Health, King’s College 
London and Stanford University School 
of Medicine, and health science company 
ZOE—developed an app to study Covid 
symptoms and track the spread of the 
virus. It collects and uses AI to analyze 
data from 4 million global contributors 
to discover new symptoms, predict Covid 
hot spots, and eventually predict Covid 
cases without physical tests.

Protein Folding

In November 2020, DeepMind’s AI made 
a big announcement: It successfully 
determined a protein’s 3D shape from 
its amino-acid sequence. The program, 
AlphaFold, outperformed an estimated 
100 teams in a biennial protein-structure 
prediction challenge called Critical As-
sessment of Structure Prediction (CASP). 
Predicting protein structures has long 
vexed biologists. AlphaFold had previ-
ously bested other teams, but it worked 
so quickly and so accurately at last year’s 
CASP that it signaled a near future when 
the technology could be used regularly by 
other scientists.

Dream Communication

Scientists discovered how to establish 
two-way communication channels 
between lucid dreamers. Lucid dreamers 
are aware that they are asleep and can 
steer their dreams. In four global studies, 
participants were outfitted with sensors 
attached to their heads and faces, and 
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was riddled with bias when it was first 
developed using primarily white British 
patients. Researchers are training deep 
learning models instead, and finding gaps 
in patient care. 

Deep Learning Applied to 
Medical Imaging

Radiologists and pathologists increasing-
ly rely on AI to assist them with diagnos-
tic medical imaging. Last year, new U.S. 
Food and Drug Administration approvals 
allowed new products to be used widely 
in hospitals and clinics. So far, most of 
the approved devices augment (rath-
er than fully automate) the process of 
reviewing images and making diagnoses. 
But emerging autonomous products are 
making their way into clinical settings. 
IDx-DR is an AI-enabled device that 
detects diabetic retinopathy using retinal 
images. Caption Health uses AI to cap-
ture ultrasound images of the heart that 
expands who can read such scans. Nurses 
would just need a few days of training on 

algorithms need their own clinical trials? 
Could AI be used to take shortcuts and 
undermine the value of the science being 
done inside the laboratory? Advocates 
say AI will make drug development and 
clinical trials more efficient, thereby 
cutting drug prices and paving the way 
for more personalized medicine.

AI Improves Patient Outcomes

New medical algorithms address the 
level of patient care in the U.S. Different 
patients experience symptoms different-
ly, and their care is based on how they 
describe their symptoms and how those 
symptoms are interpreted by doctors. For 
example, assessing the severity of arthrit-
ic pain is challenging. There is a standard 
scoring system to rate pain, which looks 
at the amount of structural damage 
and missing cartilage, but data from 
the National Institutes of Health found 
that Black patients’ pain is underscored. 
It’s likely that the system itself, called 
the Kellgren-Lawrence Grade (KLG), 
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their data was fed into a computer that 
looked for patterns. Scientists verified 
a state of REM sleep, and then partici-
pants interacted with researchers using 
eye movements. The study proved that 
there are new ways to send and receive 
real-time information while dreaming.

Thought Detection

Deep neural networks are being used to 
analyze emotional states using wireless 
signals. Researchers at Queen Mary Uni-
versity of London used radio signals to 
measure subjects as they watched a video. 
The deep neural network analyzed subtle 
body movements—breathing rates, heart 
rate—to reveal otherwise hidden infor-
mation. If this reminds you of the “Black 
Mirror” “Crocodile” episode, you’re not 
far off: Research labs are developing new 
technologies to read our minds. There 
are business implications: HR depart-
ments could determine what employees 
really think of company policies, lawyers 
could determine how jurors lean in a 

case, and realtors could judge how seri-
ous a homebuyer is. But the ethics are, of 
course, concerning.

Developing AI systems based on biological models—or deep neural networks—is 
among the 10 fastest growing technologies in the U.S., as indicated by patent ap-
plications. The number of patents with deep neural networks grew 67% between 
2016 and 2020, making it the top technology mentioned.

AI is used to increase the speed and efficiency of new drug discovery. 
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Source: IFI Claims Patent Services, January 2021 study.



Deep Twins in the OR

Mid-future optimistic scenario    

The success rate of complicated medical procedures sky-
rockets when hospitals construct AI-enabled digital twins 
of patients. These virtual facsimiles mirror the exterior 
and interior structure of the patient’s living body, as well 
as its real-time bodily functions, thanks to ultra-high 
fidelity mapping technology. Doctors are thereby able to 
virtually “operate” on the digital twin, using sophisticated 
AI to simulate outcomes and determine the safest and 
most effective approach to surgery, minimizing risk to 
the patient’s life and well-being. Should a complication 
arise, the algorithm adjusts and adapts the recommend-
ed course of action based on the new data—in cases 
of extreme emergency, the AI can even take over and 
automate certain surgical tasks. The patient experience 
is revolutionized and the statistical risk of operations is 
drastically reduced, making trips to the OR feel more like 
a routine doctor’s visit.
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Zero UIs

Modern interfaces are able to do more 
for us with fewer direct actions—yet still 
captivate our attention. The average 
adult now makes more than 20,000 de-
cisions a day—some big, such as whether 
or not to invest in the stock market, and 
some small, such as whether to glance at 
a mobile phone when the screen lights 
up. Zero user interfaces—otherwise 
known as ambient computing systems—
promise to prioritize those decisions, 
delegate them on our behalf, and even 
autonomously answer for us, depending 
on the circumstance. Much of this invisi-
ble decision-making will happen without 
direct supervision or input from people. 
What makes ambient design so tantaliz-
ing is that it should require us to make 
fewer and fewer decisions in the near 
future. Think of it as a sort of autocom-
plete for intent.

Consumer-grade AI Applications

Low-code and no-code offerings from 
Amazon Web Services (AWS), Azure, 
and Google Cloud will start to trickle 
down to everyday people, who will create 
their own AI applications and deploy 
them as easily as they can a website. 
We’re seeing a shift from highly techni-
cal AI applications used by professional 
researchers to more lightweight, us-
er-friendly apps intended for tech-savvy 
consumers. New automated machine 
learning platforms make it possible for 
nonexperts to build and deploy predictive 
models. Platforms hope that in the near 
future, we’ll use various AI applications 
as part of our daily work, just as we do 
Microsoft Office and Google Docs today.

Ubiquitous Digital Assistants

Digital assistants (DAs)—like Siri, Alexa, 
and their Chinese counterpart Tiān Māo 
from Alibaba—use semantic and natural 

language processing, along with our data, 
to anticipate what we want or need to do 
next, sometimes before we even know 
to ask. Alibaba’s highly advanced DA 
can not only interact with real humans 
but also deftly handle interruptions and 
open-ended answers. Similar to Google’s 
Duplex, Tiān Māo can make calls on your 
behalf, but it also understands intent. So 
if you’re trying to schedule an appoint-
ment and mention that you’re usually 
commuting in the morning, the system 
infers that you won’t be available then. 
In 2017, Future Today Institute’s model 
correctly projected that nearly half of 
Americans would own and use a digital 
assistant by 2020. (An estimated 62% of 
Americans use digital assistants today.) 
Amazon and Google dominate the smart 
speaker market, but digital assistants can 
be found in many places. Thousands of 
applications and gadgets now track and 
respond to DAs. News organizations, en-
tertainment companies, marketers, credit 
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Replika is a programmable digital twin that you 
can deploy for your friends.
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card companies, banks, local authorities, 
political campaigns, and many others can 
harness DAs to both surface and deliver 
critical information.

Deepfakes for Fun

Faceswap is a free and open-source deep-
fake app powered by TensorFlow, Keras, 
and Python. Deep Art Effects offers 
desktop and mobile apps to turn images 
into stylized art. REFACE is a face swap 
app that morphs your face onto celebrity 
bodies and creates GIFs to share on social 
media. Jiggy is a deepfake that makes 
anyone dance. For now, they all result 
in images and GIFs that look like they’ve 
been manipulated—but with the technol-
ogy becoming so easy to use, how long 
until we can’t tell real from fake?

Personal Digital Twins

A number of startups are building cus-
tomizable, trainable platforms capable of 
learning from you—and then represent-
ing you online via personal digital twins. 
In 2021, China’s annual Spring Festival 
Gala on the country’s  state broadcaster 
(CCTV) included performances from 
synthesized celebrities. With an estimat-
ed billion people watching, the AI copies 
mimicked their human counterparts 
without pre-scripted behaviors, speech-
es, or routines. Meanwhile, Replika is 
a programmable digital twin that you 
can deploy for your friends. Molly, a Y 
Combinator–backed startup, answers 
questions via text. The near future could 
include digital twins for professionals 
across a range of fields, including health 
and education.

Alibaba’s voice assistant uses natural language processing.
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cation landscape. In the past four years, 
Facebook seems to have gained ground. 
Of the conference papers that mention 
the framework the researchers used, 75% 
cited PyTorch but not TensorFlow. Of 
the 161 researchers who published more 
TensorFlow papers than PyTorch papers, 
55% of them switched to PyTorch, while 
only 15% moved in the other direction.

Cost of Training Models

It costs a lot to train a model. Several 
variables influence those costs, all of 
which have increased in the past few 
years. For example, it costs an average 
of $1 per 1000 parameters. OpenAI’s 
175 billion parameter, GPT-3, likely 
cost more than $10 million to train. For 
smaller research groups and companies, 
the costs are out of reach. Some in the AI 
community are instead allowing the big 
tech companies to pre-train and publish 
big models.
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Closed-Source Code

Code is important for reproducibility, 
accountability, and transparency, and 
it is a key to driving improvements in 
the greater AI community. But when 
academic researchers publish papers, 
they don’t often include all of their code. 
The reason given: The code they used 
is intermingled with other proprietary 
research, and it therefore can’t be re-
leased. Fewer than 15% of all academic 
papers on AI publish their full code, and 
some big names—DeepMind and Ope-
nAI—notoriously leave theirs out, citing 
proprietary concerns.

Framework Consolidation

Google’s TensorFlow and Facebook’s 
PyTorch are two popular frameworks 
used by researchers, and the relative pop-
ularity of different frameworks typically 
mirrors trends in the commercial appli-

Most Active Institutions for AI Research
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AI Summarizing Itself

A new AI model can summarize scientific 
literature, including research about itself. 
The Allen Institute for Artificial Intelli-
gence (AI2) used the model in Semantic 
Scholar, an AI-powered scientific paper 
search engine to provide a short sum-
mary of papers on AI. What makes this 
work impressive—and ultimately so use-
ful—is that it is capable of compressing 
long papers with accuracy and efficiency.

No Retraining Required

Training robots to do more than one 
thing is difficult, but a new model pits 
identical robot arms against one another 
in a game (moving objects on a virtual 
table in specific ways) in which one robot 
challenges the other with increasingly 
difficult tasks. It’s an example of multi-
task learning, a deep learning model in 
which machines learn different skills as 
they progress. OpenAI’s model allows 
a bot to solve new kinds of problems 
without requiring retraining.

Graph Neural Networks

Because we perceive scents using mil-
lions of sensory neurons in our brains, 
and because scents are multifaceted, 
predicting the way something will smell 
is incredibly complex. For example, 
how would you describe the smell of an 
orange? Sweet? Bright? Grassy? Each 
descriptor is unique. Classifying smell is 
tricky because it requires a multi-label 
system. Graph neural networks (GNNs) 
constitute a particular type of deep 
neural network that operates on graphs 
as inputs. GNNs are being used to detect 
smell—to predict odors at a molecular 
level—and for a wide array of chemical 
and biological processes. For example, 
researchers at the Broad Institute used 
them to discover antibiotic compounds 
that don’t have toxic side effects.

Federated Learning

Federated learning is a technique that 
distributes machine learning to the edge. 
Introduced by Google researchers in 

2016, it is a new framework that makes 
it possible for algorithms to use data 
on devices—such as mobile phones and 
smart watches—without compromising 
user privacy. Research in this space has 
dramatically increased.

GP Models

Gaussian processes (GP) are the gold 
standard for many real-world modeling 
problems, especially in cases where a 
model’s success hinges on its ability to 
faithfully represent predictive uncertain-
ty. GPs are becoming more accurate and 
easier to train, benefiting from neural 
network improvements.

GPT-3’s Influence

The enormous AI that generates hu-
man-like language, GPT-3, was released 
by OpenAI last year. The text generator 
has written blog posts and code. It was 
pitted against college students in an essay 
writing contest, and the anonymized 
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resources, and a new public leaderboard. 
We predict that by the end of 2021, this 
new benchmark will also be surpassed.

Machine Reading Comprehension

For AI researchers, machine reading 
comprehension (MRC) has been a chal-
lenging goal, but an important one. MRC 
makes it possible for systems to read, 
infer meaning, and immediately deliver 
answers while sifting through enor-
mous datasets. In 2019, China’s Alibaba 
outperformed humans when tested by 
the Microsoft Machine Reading Com-
prehension dataset (or MS MARCO for 
short), which assessed its ability to use 
natural language to answer real questions 
posed by humans. Alibaba’s system deliv-
ered answers to search queries posted by 
people to Microsoft’s Bing, such as “How 
many carbs are in an English muffin?” 
and “How do you grow hops?”

NLP Benchmarks

The General Language Understanding 
Evaluation (GLUE) benchmark is a 
collection of resources for training, eval-
uating, and analyzing natural language 
understanding systems. It includes a 
benchmark of nine sentence- or sen-
tence-pair language-understanding tasks 
built on existing datasets and selected 
to cover a diverse range of dataset sizes, 
text genres, and degrees of difficulty. It 
includes a diagnostic dataset designed to 
evaluate and analyze model performance 
with respect to a wide range of linguistic 
phenomena found in natural language. 
And it includes a public leaderboard so 
that researchers can track their perfor-
mance. The human baseline score is 87, 
and between May 2018 and August 2020, 
natural language processing systems 
increased from 60 to 90.6, surpassing 
humans. The SuperGLUE benchmark 
is a new measurement of more difficult 
language understanding tasks, improved 
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papers were graded by professors. GPT-3 
earned mostly B’s—the same as human 
students. But the AI has demonstrated 
a strong anti-Muslim bias. Researchers 
from Stanford University and McMaster 
University probed the neural network 
on tasks including prompt completion, 
analogical reasoning, and story genera-
tion. They found that a Muslim-violence 
bias appears consistently and creatively 
in many use cases of the model. It’s yet 
another example of how bias creeps into 
our automated systems. Left unchecked, 
it will cause problems throughout society 
as AI matures.

Vokenization

Models like GPT-3 are trained on syntax 
and grammar, not creativity or common 
sense. So researchers at the University of 
North Carolina–Chapel Hill are com-
bining language models with computer 
vision. Humans learn in a multilayered, 
multidimensional way, so a new tech-
nique called vokenization extrapolates 

language-only data by contextually 
mapping language “tokens,” or the words 
used to train language models, to related 
images, or “vokens.” For example, au-
to-generated image captions often can’t 
infer context. Vokenization would enable 
machines not just to recognize objects 
but to really “see” what’s in them.

Machine Image Completion

If a computer system has access to 
enough images—say, millions and 
millions—it can patch and fill in holes 
in pictures. This capability has practical 
applications for professional photog-
raphers, as well as for everyone who 
wants to take a better selfie. Soon, if 
the foreground of a mountain is out of 
focus, or if your skin has an unsightly 
blemish, another version can be swapped 
in to generate the perfect picture. As 
such technology becomes commonplace, 
there will be significant biases and other 
pitfalls to navigate. For example, image 
generation algorithms routinely reflect 

deeply culturally embedded racism and 
sexism. A few years ago, if you typed 
“CEO” into Google Images, the first 
result of a woman was CEO Barbie. In 
an experiment, researchers at Carnegie 
Mellon University trained a system to 
autocomplete images of men and wom-
en cropped below the neck. In pictures 
of men, the system autocompleted him 
wearing a suit. The system autocomplet-
ed women—including U.S. Rep. Alexan-
dria Ocasio-Cortez (D-N.Y.)—wearing a 
low-cut top or bikini 53% of the time.

Predictive Models Using Single 
Images

Computer vision systems are getting 
smarter. Neural networks can predict 
geometry from a single color image. In 
2019, the DeepMind team developed a 
generative adversarial network (GAN) 
that creates videos from images. For 
example: Imagine a photo of a person 
holding a basketball. Based on his pos-
ture, face, and other data within the 

The SuperGLUE benchmark will be broken by the end of 2021.
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a $10 million grant program to catalyze 
research in this area, although all of the 
big tech companies are working closely 
to advance RTML too.

Automated Machine Learning 
(AutoML)

Some organizations want to move away 
from traditional machine learning meth-
ods, which are time-consuming and diffi-
cult and require data scientists, specialists 
in AI fields, and engineers. Automated 
machine learning, or AutoML, is a new 
approach: a process in which raw data 
and models are matched together to re-
veal the most relevant information. Goo-
gle, Amazon, and Microsoft now offer a 
host of AutoML products and services.

Hybrid Human-Computer Vision

AI isn’t yet capable of fully functioning 
without human assistance. Hybrid in-
telligence systems combine humans and 
AI systems to achieve greater accuracy. 

The U.S. Army Research Laboratory 
has a system that uses a brain-computer 
interface armed with computer vision 
technology and allows a person to rapidly 
see and sort images within her line of 
sight. CloudSight, a technology company 
specializing in image captioning, is work-
ing on a hybrid crowdsourced computer 
vision system. Microsoft researchers 
have proposed Pandora, a set of hybrid 
human-machine methods and tools for 
understanding system failures. Pandora 
leverages both human and system-gen-
erated observations to explain malfunc-
tions related to input content and system 
architecture. 

Neuro-Symbolic AI

The development of AI has been on 
two conceptual tracks since the 1950s: 
symbolic (machines that use a base of 
knowledge and rules that represent 
concepts) and non-symbolic (machines 
that use raw data to create their own pat-
terns and representations of concepts). 

Classic AI is the former, because it more 
closely represents how we understand 
human thought—and the original intent 
was to teach machines to think like us. 
Researchers are working on new ways to 
combine both learning and logic using 
neural networks, which would under-
stand data through symbols rather than 
always relying on human programmers 
to sort, tag, and catalog data for them. 
Symbolic algorithms will aid the process, 
which should eventually lead to robust 
systems that don’t always require a hu-
man for training.  

General Reinforcement Learning 
Algorithms

Researchers are developing single 
algorithms that can learn multiple tasks. 
DeepMind, the team behind AlphaGo, 
which learned how to play Go with the 
skill level of a human grandmaster, has 
developed an innovative new algorithm: 
AlphaZero. It is capable of achieving 
superhuman performance not only in 
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Model-free Approaches to RL

Dreamer is a reinforcement learning 
(RL) agent that uses a world model to 
learn long-sighted predictions, employ-
ing backpropagation through model 
predictions. It can create models from 
raw images and learn from thousands 
of predicted sequences in parallel using 
a graphics processing unit (GPU). This 
new approach solves long-horizon tasks 
using an imagined world.

Real-time Machine Learning

One big challenge in AI is building 
machines that can proactively collect and 
interpret data, spot patterns and incor-
porate context, and ultimately learn in 
real time. New research into real-time 
machine learning (RTML) shows that 
it’s possible to use a continual flow of 
data and adjust models in real time. This 
signals a big change in how data moves, 
and in how we retrieve information. The 
National Science Foundation launched 

picture, the GAN figures out what likely 
happened next and generates a video 
clip of the action. Earlier, researchers at 
MIT’s Computer Science and Artificial 
Intelligence Laboratory (CSAIL) trained 
computers to predict what humans 
would do next using YouTube videos 
and TV shows such as “The Office” and 
“Desperate Housewives.” CSAIL’s system 
predicts whether two people are likely to 
hug, kiss, shake hands, or slap a high five. 
SinGAN is an unconditional generative 
scheme that can manipulate and enhance 
images—sketch a mountain, and it will 
produce a realistic-looking synthetic 
photograph. This research will someday 
enable robots to more easily navigate 
human environments—and to interact 
with us humans by taking cues from our 
body language. Retail, manufacturing, 
and education settings could be especially 
relevant.
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tonomous and incremental skill building 
and development, and researchers will 
continue to push the limits of what’s 
possible in this field.

Proliferation of Franken-
Algorithms

Algorithms are simply rules that define 
and automate the treatment of data. They 
are built using “if this, then that” logic 
that a computer can understand and pro-
cess. Here’s an easy example: If a website 
reader’s IP address is based in Baltimore, 
the rules then allow that reader to freely 
access the site; if the IP address is based 
in Belgium, then the rules first show a 
GDPR screen stating privacy and cookie 
policies. While a single algorithm might 
be easily described and deployed as ex-
pected, systems of algorithms all working 
together can sometimes pose problems. 
Developers don’t always know in ad-
vance how one algorithm will function 
alongside other algorithms. Sometimes, 
several teams of developers are working 

independently on different algorithms 
and datasets, and they only see one 
another’s work once it is deployed. This 
has been the cause of recent stock market 
glitches and e-commerce website wonki-
ness. It is especially challenging for big 
companies like Facebook, which have 
billions of algorithms working together 
at any given time.

Proprietary, Homegrown AI 
Languages

Python is a leading language with lots of 
pre-built libraries and frameworks. Julia, 
a language developed by Massachusetts 
Institute of Technology, is an open-
source language that focuses on numer-
ical computing. And of course there’s 
Lisp, created by modern AI’s foreparent 
John McCarthy in 1958. Companies are 
starting to build and release their own 
software packages now, as well as unique 
programming languages for AI applica-
tions. Uber released its own probabilistic 
programming language, Pyro, which it 

wrote in Python. It’s a move that signals 
likely fragmentation in the future of the 
AI ecosystem, not unlike the current 
iOS/Android rivalry or the long Mac/PC 
war. Businesses will find it increasingly 
cost-prohibitive and difficult to switch 
between AI frameworks and languages.
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Go but in other games as well, including 
chess and shogi (Japanese chess). This 
one algorithm starts with no knowledge 
except for the rules of the game and 
eventually develops its own strategies 
to beat other players. In January 2020, 
DeepMind published new research 
showing how reinforcement learning 
techniques could be used to improve 
our understanding of mental health and 
motivation.

Continuous Learning

At the moment, deep learning tech-
niques are helping systems learn to solve 
complex tasks in a way that resembles 
what humans can do—but those tasks 
are still specific, such as beating a human 
at a game. And they require a rigid 
sequence: Gather data, determine the 
goal, deploy an algorithm. This process 
requires humans and can be time-con-
suming, especially during early phases 
when supervised training is required. 
Continuous learning is more about au-

Using AI, researchers automated the task of convert-
ing live actor performances (left) to computer game 
virtual characters (right).
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like New York University professor Yann 
LeCun and Carnegie Mellon professor 
Jessica Hodgins. Poaching departments 
today could rob the future of future AI 
experts: Without great scholars, who will 
train the next generation of innovators?

AI Universities

Interestingly, new institutions solely 
focused on AI are launching around 
the world and offering postsecondary 
education. In the United Arab Emirates, 
the Mohamed bin Zayed University 
of Artificial Intelligence launched last 
year. MBZUAI is the world’s first grad-
uate-level, research-based AI university. 
Based in Abu Dhabi, it offers master of 
science in computer vision and Ph.D. 
programs in AI-related fields. Founded 
by Harvard University and University 
of California–Los Angeles faculty, Univ.
AI is an online program for training in 
machine learning and AI.
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AI Brain Drain

The brain drain of AI researchers out 
of academia and into corporations is 
growing at an alarming pace. The reason 
is simple: compensation packages. Top 
academics earn generous salaries and 
benefits, and they get to work in a similar 
tenured environment that’s carefully cul-
tivated to represent their experience in 
academia. Google, DeepMind, Amazon, 
and Microsoft hired 52 tenured and ten-
ure-track professors from U.S. univer-
sities between 2004 and 2018. In return 
for their poaching, tech companies are 
endowing AI professorships at top uni-
versities. In some cases, professors take 
one- or two-year sabbaticals to work at 
tech companies and then return to their 
universities—but corporate benefits can 
be difficult to give up. In one infamous 
case, Uber poached an entire robotics lab 
from Carnegie Mellon University—40 
professors and researchers in total. Face-
book has aggressively hired superstars 

The Mohamed bin Zayed University of AI opened 
in the United Arab Emirates last year.
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Corporate AI Labs

AI labs are located around the world, 
with concentrations in North America, 
Europe, and Asia. Facebook, Google, 
IBM, and Microsoft operate 62 labs 
dedicated to AI R&D, and the majority 
are outside of the U.S. because of access 
to talent. During the Trump administra-
tion, immigration restrictions and strin-
gent visa requirements made it difficult 
to recruit talent into the United States, 
and overseas labs allowed companies to 
overcome that barrier. Most of those labs 
do basic AI research rather than product 
development. The G-MAFIA—Google, 
Microsoft, Amazon, Facebook, IBM, 
and Apple—spend $76 billion on R&D 
annually. Collectively, their market cap 
exceeds $6 trillion.

AI for Interviews

Recognition systems can now be de-
ployed to watch you being interviewed 
and to gauge your enthusiasm, tenacity, 
and poise. Algorithms analyze hundreds 
of details, such as the tone of your voice, 
your facial expressions, and your man-
nerisms to best predict how you’ll fit in 
with the culture of a community. Start-
ups such as HireVue use AI systems to 
help companies decide which candidates 
to hire. But this kind of recognition tech-
nology has practical applications well be-
yond job interviews: It can detect when 
someone is likely to make a purchase—or 
attempt to shoplift—in a store, whether 
someone is lying, and whether someone 
is receptive to new suggestions and ideas. 
Unlike security cameras, which tend to 
have a light indicating they’re recording, 

algorithms work invisibly, which means 
that this is an area that could face regula-
tory scrutiny. Consumer advocacy orga-
nization Electronic Privacy Information 
Center filed a complaint with the U.S. 
Federal Trade Commission requesting 
an investigation into HireVue, alleging 
its tools produce results that are “biased, 
unprovable, and not replicable” through 
algorithmic models.

Talent Trends
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Demand for AI Talent Growing

For many years, demand for AI talent 
has outpaced supply. In the U.S., there 
were nearly three times more AI-related 
job postings on Indeed last year than 
job views for AI-related roles. While 
schools are adding programs, increasing 
enrollment, and adding classes, there are 
just too many new needs for AI skills and 
nowhere near enough trained workers. 
As demand grows, the hiring process is 
taking longer and becoming more expen-
sive. This is impeding growth at some 
companies, according to a 2020 Reuters 
study. Demand has also driven up wages. 
A recent study from Glassdoor estimated 
that average annual salaries for AI-relat-
ed jobs rose 11% between 2017 and 2018 
to $123,069. 

I have always been 
convinced that 
the only way to get 
artificial intelligence 
to work is to do the 
computation in a way 
similar to the human 
brain. That is the goal 
I have been pursuing. 
We are making 
progress, though we 
still have lots to learn 
about how the brain 
actually works.” 

— Geoffrey Hinton



Creative



© 2021 Future Today Institute75

Assisted Creativity

Generative adversarial networks (GANs) 
are capable of far more than generating 
deepfake videos. Researchers are partner-
ing with artists and musicians to generate 
entirely new forms of creative expres-
sion. From synthesizing African tribal 
masks to building fantastical, fictional 
galaxies, AI is being used to explore 
new ideas. Last year, Nvidia launched 
GauGAN (named after post-Impres-
sionist painter Paul Gauguin), a gen-
erative adversarial AI system that lets 
users create lifelike landscape images 
that never existed. The National Insti-
tute of Informatics in Tokyo built an 
AI lyricist, while Amazon released its 
DeepComposer system, which composes 
music “automagically.” These AIs are not 
ostensibly intended to replace artists, but 
rather to enhance their creative process.

Generative Algorithms for 
Content Production

Last year, the creators of “South Park” 
built an entire show using deepfakes. 
“Sassy Justice” aired on YouTube and 
featured a synthetic reporter, Fred Sassy, 
who looked a lot like former President 
Trump—with just a different enough 
voice and hairstyle to evade legal chal-
lenges. Episodes featured deepfakes of Al 
Gore, Mark Zuckerberg, Jared Kushner, 
and others. The open-source algorithm 
DeepFaceLab has been used by other 
artists and filmmakers. There was a Hulu 
commercial deepfaking sports stars, and 
several 2021 Super Bowl commercials, 
including an eerie appearance by Vince 
Lombardi, used deepfakes and synthetic 
media. OpenAI’s deep learning algorithm 
released a neural network called Juke-
box that generates songs in a bunch of 
different styles and simulated voices that 
sound (sort of) like Elvis and others.  

Generating Virtual Environments 
from Short Videos

Chip designer Nvidia is teaching AI to 
build realistic 3D environments from 
short video clips. The method builds 
on previous research on GANs. Nvid-
ia’s system generated graphics based on 
open-source datasets used by the auton-
omous driving field. Using short clips 
segmented into various categories—such 
as buildings, sky, vehicles, signs, trees, or 
people—the GANs created new, different 
versions of these objects. The array of 
possible applications is vast. Automat-
ically generated virtual environments 
could be used for fantasy and superhero 
movies and could bring down the costs of 
TV production and game development. 

Creative studio SoKrispyMedia develops short films featuring stick figures in battle. It relies on real-time 
rendering for photorealistic results. 

Image credit: Nvidia.
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Automated Versioning

Journalists at Switzerland-based Tamedia 
experimented with generative techniques 
during their country’s 2018 election. A 
decision-tree algorithm Tamedia named 
Tobi generated automated articles de-
tailing vote results for each municipality 
covered by the private media group’s 30 
newspapers. It also produced content 
simultaneously in multiple languages. 
In total, Tobi published 39,996 different 
versions of election stories that averaged 
250 words each. The articles carried a 
special byline alerting readers that they’d 
been written by an algorithm. With 
more experiments underway, we expect 
to see news and entertainment media 
companies developing multiple versions 
of the same content to reach wider audi-
ences or to produce massive amounts of 
content at scale.

Automatic Voice Cloning and 
Dubbing

Anyone who’s ever recorded a podcast is 
familiar with editing challenges such as 
guests talking over each other, interrup-
tions from sirens and other background 
noises, and inconvenient sneezes. Those 
moments can stop a conversation cold. 
But what if you could edit the spoken 
word the way you edit a word document? 
That’s the promise of AI companies in-
cluding Resemble AI and Descript, which 
make it possible to clone voices. That 
means soon you might see a star like 
Phoebe Waller-Bridge in a movie and 
also hear her, in her own voice, speaking 
in Portuguese. There’s obviously a dark 
side to this technology, however. Last 
year, hackers used voice cloning tools to 
trick an employee into thinking he was 
speaking on the phone to his CEO; he 
then transferred $243,000 to a scammer’s 
bank account.

Automatic Ambient Noise 
Dubbing

For some time, we’ve been training com-
puters to watch videos and predict corre-
sponding sounds in our physical world. 
For example, what sound is generated 
when a wooden drumstick taps a couch? 
A pile of leaves? A glass windowpane? 
The focus of this research, underway at 
MIT’s Computer Science and Artificial 
Intelligence Laboratory, should help 
systems understand how objects interact 
with each other in the physical realm. 
Numerous projects are now underway to 
make it easier to automatically generate 
voices, videos, and even storylines.

Jukebox is a neural net that generates music, including rudimentary singing, as raw audio in a variety of 
genres and artist styles.
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Watch Closely Informs Strategy Act NowArtificial Intelligence00 01 02 03 04 05 06 07 08 09 10 11 12



Geopolitics 
& Defense



© 2021 Future Today Institute78

AI Nationalism

Governments are instituting new re-
strictions on mergers and acquisitions 
and investment activity to ensure that 
AI developed by companies does not aid 
foreign adversaries. In 2020, Germany 
passed a law to allow the government to 
review or block investments or takeovers 
of robotics, AI, and semiconductor com-
panies by non-EU–based firms. The for-
eign ownership threshold also dropped 
to 10% from 25%. The U.K. similarly 
strengthened its foreign investment pol-
icies for AI: Any M&A activity involving 
AI companies in which revenue exceeds 
1 million pounds requires government 
scrutiny. Many acquisitions are being 
blocked as a result. The U.K. and U.S. 
blocked a takeover of Imagination Tech-
nologies by China’s Canyon Bridge last 
year. A bipartisan bill proposed in the 
Senate, known as the Endless Frontier 
Act, explicitly frames AI as a race be-
tween the U.S. and China. It also creates 
a new technology directorate within the 

National Science Foundation with $100 
billion in funding over five years and ear-
marks $10 billion for local and regional 
tech hubs across America. Meanwhile, in 
China the Ministry of Science and Tech-
nology established 20-city AI pilot zones 
that should open by 2023. They will carry 
out AI-based policy experiments and 
social experiments, according to official 
government documents.

National AI Strategies

A new wave of countries will launch 
national AI strategies in 2021 and 2022. 
Iceland, Norway, Kenya, Chile, Colom-
bia, and New Zealand are all developing 
national strategies. China passed its New 
Generation Artificial Intelligence Devel-
opment Plan with aggressive benchmarks 
to become the world’s dominant AI 
player within 10 years; France adopted a 
national strategy called AI for Humanity; 
Saudi Arabia has both a strategy and a 
legal framework for making robots citi-

zens; and the United Arab Emirates has 
a sweeping set of policy initiatives on AI 
and appointed Omar Sultan Al Olama as 
its minister of state for artificial intelli-
gence. In the U.S., numerous public and 
private groups work independently on 
the future of AI on behalf of the nation. 
Those efforts, however, lack interagency 
collaboration and coordinated efforts to 
streamline goals, outcomes, R&D efforts, 
and funding.

AI as Critical Infrastructure

Government researchers are exploring 
ways to spearhead AI development for 
critical systems use: road and rail trans-
portation systems; power generation and 
distribution; and predicting routes for 
public safety vehicles, such as ambulances 
and firetrucks. Rather than shunning AI 
systems, there is new interest in using 
the technology to prevent disasters and 
improve safety.

Cyber warfare will change the art of war in the coming decade.
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C felony. Bills have also been introduced 
in California, Texas, and Massachusetts, 
and a number of federal bills are being 
discussed. These initiatives will likely 
be met with arguments that prohibiting 
deepfakes infringes on free speech rights.

Making AI Explain Itself

You’ve undoubtedly heard someone 
argue that AI is becoming a “black box”—
that even researchers working in the 
field don’t understand how our newest 
systems work. That’s not entirely true. 
However, there is growing concern 
among computer scientists, journalists, 
and legal scholars who argue that AI 
systems shouldn’t be so secretive, and 
regulators are paying close attention. 
Broadly speaking, a few challenges must 
be overcome. Requiring transparency in 
AI could reveal a company’s trade secrets. 
Asking the systems to explain their 
decision-making processes as they work 
could also degrade the speed and qual-

ity of output. It’s plausible that various 
countries will enact new regulations 
requiring explainability in the coming 
years. Imagine sitting beside a genius 
mathematician who gives you correct an-
swers in Italy, but receiving her answers 
across the border in France would mean 
asking her to stop and show her work—
and every time she’s asked to share her 
answers in a new country.

New Strategic Technical Alliances

New strategic technical alliances between 
countries will help drive future R&D but 
could also strain existing geopolitical al-
liances or heighten tensions. Likely part-
ners include the U.S., Germany, Japan, 
India, South Korea, the U.K., France, 
and Canada—leaving China and Russia 
to partner up separately. The latter two 
countries have already announced a tech-
nical alliance on satellites and deep-space 
exploration.

The New Mil-Tech Industrial 
Complex

In the past few years, some of the biggest 
AI companies in the U.S. have partnered 
with the military to advance R&D and 
find efficiencies. In fact, the public sector 
cannot advance its technology without 
help from outside companies. Plus, there 
is a lot of money to be made. The U.S. 
General Services Administration and the 
Department of Defense’s Joint Artificial 
Intelligence Center recently awarded a 
five-year, $800 million contract to Booz 
Allen Hamilton for AI product develop-
ment. The U.S. Army awarded Lockheed 
Martin a $75 million contract for a ma-
chine learning cyber jamming pod that 
can be mounted on Humvees or drones. 
With a new focus on defense roadmaps 
that include AI components, startups 
working in high-resolution satellite im-
agery, computer vision, and unmanned 
aerial vehicles are attracting lucrative 
venture capital investment. Both Am-
azon and Microsoft made headlines 
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systems interoperable. The EU and the 
Organisation for Economic Co-operation 
and Development similarly published 
their own guidelines, and the Trump 
administration signed an executive order 
to spur the development of standards 
in the U.S. While these efforts could 
introduce new ways to safeguard against 
bias and to ensure trust, they also each 
attempt to create strategic advantages for 
stakeholders. As AI continues to develop 
according to different rules in China, the 
EU, and the U.S., one of the hallmarks 
of the field—global academic collabora-
tion—could drastically decline.

Regulating Deepfakes

New measures to regulate the creation 
and distribution of deepfakes will be 
introduced throughout 2021 in the U.S. 
and elsewhere. A bill in Hawaii’s state 
legislature seeks to prohibit unautho-
rized deepfake apps and tools. If it passes, 
deepfaking would be considered a Class 

Nation-based Guardrails and 
Regulations

From self-driving car accidents to 
election interference through disinfor-
mation campaigns to political repres-
sion enhanced by facial recognition and 
automated surveillance, major events 
over the past few years have thrown 
into sharp relief the dangers of artificial 
intelligence. Few guardrails now exist for 
a technology that will touch every facet 
of humanity, and countries are racing 
to develop and publish their own AI 
strategies and guidelines. The European 
Union developed an AI Alliance and plan 
of cooperation between member coun-
tries, and Estonia is developing its own 
legal framework governing the use of 
AI within the country. Last year, China 
moved into position to lead the first 
set of global AI norms and standards. 
In 2019, the country published a report 
on technical standards that would allow 
companies to collaborate and make their 
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over a $10 billion, 10-year government 
tech contract called the Joint Enterprise 
Defense Infrastructure, or JEDI. Others, 
including IBM, Oracle, and Google, also 
competed to transform the military’s 
cloud computing systems. Meanwhile, 
the CIA awarded Amazon a $600 million 
cloud services contract, while Microsoft 
won a $480 million contract to build 
HoloLens headsets for the Army. The 
contracts prompted employee protests. 
In 2017, the Department of Defense 
established an Algorithmic Warfare 
Cross-Functional Team to work on Proj-
ect Maven—a computer vision and deep 
learning system that recognizes objects 
from still images and videos. The De-
partment of Defense contracted Google 
to train the AI systems to analyze drone 
footage, but it turned out the Googlers 
assigned to the project didn’t know they 
were doing military work. A high-pro-
file backlash ensued: As many as 4,000 
Google employees signed a petition ob-
jecting to Project Maven, and ultimately 

dozens resigned. Eventually, Google said 
it wouldn’t renew its contract on the 
project. The company launched a set of 
ethical principles governing its develop-
ment and use of AI, including a provision 
that prohibits any systems from being 
used for “weapons or other technologies 
whose principal purpose or implementa-
tion is to cause or directly facilitate injury 
to people.”

Algorithmic Warfighting

Future wars will be fought in code, using 
data and algorithms as powerful weap-
ons. The current global order is being 
shaped by artificial intelligence, and the 
same countries leading the world in AI 
research—the U.S., China, Israel, France, 
Russia, the U.K., and South Korea—are 
also developing weapons systems that 
include at least some autonomous func-
tionality. Israel uses autonomous drones 
for border patrol, while China developed 
stealth drones capable of autonomous 

airstrikes. Future Today Institute analysis 
shows that the future of warfare encom-
passes more than traditional weapons. 
Using AI techniques, a military can 
“win” by destabilizing an economy rather 
than demolishing countrysides and city 
centers. From that perspective, China’s 
unified march to advance AI puts the 
emerging superpower dangerously far 
ahead of the West.

U.S. Rep. Ro Khanna (D-Calif., pictured here), along with U.S. Sens. Todd Young (R-Ind.) and Chuck Schumer 
(D-N.Y.), and U.S. Rep. Mike Gallagher (R-Wis.), unveiled the bipartisan, bicameral Endless Frontier Act.
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If you think of China as a country 
that copies rather than innovates, 
think again. 

China is a global leader in artificial intel-
ligence. Under President Xi Jinping, the 
country has made tremendous strides in 
many fields, but especially in AI. Busi-
nesses and the government have collabo-
rated on a sweeping plan to make China 
the world’s primary AI innovation center 
by 2030, and it’s already making serious 
progress toward that goal. That plan is 
unlikely to be repealed by a new govern-
ment; China abolished Xi’s term limits 
and will effectively allow him to remain 
in power for life.

The country’s enormous population of 
1.4 billion offers researchers and start-
ups there a command of what may be 
the most valuable natural resource in 
the future—human data—without the 
privacy and security restrictions common 
in much of the rest of the world. If data 
is the new oil, then China is the new 
OPEC. The kind of rich data the Chinese 
are mining can be used to train AI to 
detect patterns used in everything from 
education to manufacturing to retail 
to military applications. The Chinese 

startup SenseTime is pioneering myriad 
recognition technologies, such as a sys-
tem that provides advertisers real-time 
feedback on what people are watching; 
technology that can extract customer 
information and carry out statistical 
analysis in crowded areas like shopping 
malls and supermarkets; and simultane-
ous recognition of everything in a scene, 
including people, pets, automobiles, 
trees, or soda cans.

 That gives China an incredible advan-
tage over the West. It also gives three of 
China’s biggest companies—Baidu, Alib-
aba, and Tencent—superpowers. Collec-
tively, they’re known as the BAT, and 
they’re all part of the country’s well-capi-
talized, highly organized AI plan. 

The BAT is important to you even if 
you’ve never used them and don’t do any 
business in China. That’s because these 
companies are now well established in 
Seattle and around San Francisco, and 
they are investing significantly in U.S. 
startups. Baidu (a Chinese search-engine 
company often likened to Google) estab-
lished AI research centers in Silicon Val-
ley and Seattle, and Tencent (the devel-
oper of the mega-popular messaging app 

WeChat) began hunting for American 
talent when it opened an AI lab in Seattle 
three years ago. It has since upped its 
stakes in companies including Tesla and 
Snap. The payoff for the Chinese is not 
just a typical return on investment—Chi-
nese firms expect IP as well. China-based 
AI startups now account for nearly half 
of all AI investments globally.

Strategic panopticon

In late 2019, China began requiring all 
citizens to submit to facial recognition in 
order to apply for new internet or mobile 
services, and began requiring that tele-
com companies deploy AI to check the 
identities of people registering SIM cards. 
Chinese social media platforms require 
users to sign up with their real names. 
In Chinese schools, surveillance cameras 
with computer vision are used widely 
and track whether students are paying 
attention and whether they attempt to 
cheat or sleep. These and other national 
standards make it easier for the govern-
ment to track its citizens. China’s social 
credit system, an algorithmic reputation 
system developed by the government, 
standardizes assessments of citizens’ and 
businesses’ behavior and activity.
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President Xi Jinping has foregrounded AI as a major, long-term priority in China.



In 2020, numerous reports of abuse 
revealed that China turned its AI on 
the ethnic Uighur Muslim community. 
Huawei developed special AI software to 
identify Uighurs and alert local police. In 
2021, China blocked social media plat-
form Clubhouse after an open, democrat-
ic debate flourished on the platform about 
the plight of the Uighur community.

Risk profile

We have failed—and we are continuing 
to fail—to see China as a military, eco-
nomic, and diplomatic threat when it 
comes to AI. China has already used its 
Belt and Road Initiative as a platform to 
build international partnerships in both 
physical and digital infrastructure, and 
it is making surveillance technologies 
available to countries with authoritarian 
regimes. Two Chinese companies —the 
state-controlled CEIEC and Huawei—
built Ecuador’s surveillance system, called 
ECU-911. The system promised to curb 
high murder rates and drug crime, but 
it was too expensive an investment. As 
a result, a deal was struck for a Chi-
nese-built surveillance system financed 
with Chinese loans. It was a prelude to 

a much more lucrative deal: Ecuador 
eventually signed away big portions of 
its oil reserves to China to help finance 
infrastructure projects. Similar package 
deals have been brokered in Venezuela 
and Bolivia.

China is quietly weaponizing AI, too. 
China’s People’s Liberation Army is 
catching up to the U.S. military, using AI 
for such tasks as spotting hidden imag-
es with drones. The Chinese military 
is equipping helicopters and jet fight-
ers with AI. The government created 
a top-secret military lab—a Chinese 
version of DARPA—and it’s building 
billion-dollar AI national laboratories. 
China’s military is achieving remarkable 
AI successes, including a recent test of  
“swarm intelligence” that can automate 
dozens of armed drones.

The bottom line

There is a Chinese proverb that roughly 
translates to “forewarned is forearmed.” 
Now that you know what’s coming, 
reframe your thinking of China as simply 
the world’s factory.

© 2021 Future Today Institute82

Artificial Intelligence

China’s AI Rules

00 01 02 03 04 05 06 07 08 09 10 11 12

Chinese-educated Researchers Dominate NeurIPS
Chinese-educated researchers dominated the papers accepted at NeurIPS, a prestigious international AI confer-
ence, according to a new study from MacroPolo, a think tank based at the Paulson Institute, which promotes con-
structive collaborations between the U.S. and China. Nearly one-third of the papers accepted were from China—
more than from any other country.

Source: https://macropolo.org/digital-projects/the-global-ai-talent-tracker/
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content.) In January 2021, the board 
made its first rulings on disputed content, 
overturning four out of the five cases it 
saw. But there are billions of posts on 
Facebook every day and an untold num-
ber of content complaints—which means 
the oversight board operates at the speed 
of traditional government. We anticipate 
many more ethics clashes in 2021.

Ambient Surveillance

What happens behind closed doors may 
not be secret for long, and executives 
should beware new ambient surveillance 
methods. Scientists at Massachusetts 
Institute of Technology discovered how 
to use computer vision to track data from 
what they call “accidental cameras.” Win-
dows, mirrors, corners, houseplants, and 
other common objects can be used, along 
with AI, to track subtle changes in light, 
shadows, and vibrations. The result: We 
all may soon have X-ray vision capabil-
ities—which may not be great news for 

companies working on sensitive projects. 
Those working in information security 
and risk management should pay special 
attention to advances in computer vision.

Marketplace Consolidation

As much as the AI ecosystem booms, a 
rush of acquisitions means consolidation, 
too. Big companies now snap up startups 
long before they have time to mature—
the average age at acquisition is 3 years 
old. Just nine big companies dominate 
the AI landscape: Google, Amazon, Mic-
rosoft, IBM, Facebook, and Apple in the 
U.S., and Baidu, Alibaba, and Tencent in 
China, with significant fortification and 
support from their country’s govern-
ment. On the investment side, Qual-
comm, Tencent, Intel Capital, Google 
Ventures, Nvidia, Salesforce, Samsung 
Ventures, Alibaba, Apple, Baidu, Citi, 
and In-Q-Tel fund much of the growth. 
When it comes to the future of AI, we 
should ask whether consolidation makes 

sense for the greater good and whether 
competition will eventually be hindered 
(along with access), as we’ve seen in oth-
er fields such as telecom and cable.

Fragmentation

The AI ecosystem spans hundreds of 
companies. They are building the net-
work infrastructure, the custom chipsets, 
the consumer applications, the back-end 
communications systems, the low-power 
radios in our smart home gadgets … we 
could go on. Meanwhile, a large number 
of policy groups, advocacy organiza-
tions, and governments are developing 
guidelines, norms and standards, and 
policy frameworks hoping to guide the 
future development of AI. As a result, 
the ecosystem is fragmented in two ways: 
infrastructure standards and governance. 
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Ethics Clash

On Dec. 2, 2020, Timnit Gebru, the co-
lead of Google’s ethical AI team, posted 
a tweet saying she’d been fired. Known 
for groundbreaking research in bias and 
facial recognition, she is widely respect-
ed within the broader AI community. 
While the incident concerned a paper 
she co-authored and a decision by Google 
that it didn’t meet “our bar for publica-
tion,” she and others argued that Google’s 
ethics team was motivated by PR rather 
than progress. It set off a firestorm of 
criticism, and by February 2021 Google 
said it would change its diversity and 
research policies, “streamline its process 
for publishing research,” and change how 
sensitive employee exits are managed. 
Google’s head of AI, Jeff Dean, expressed 
his regret in an email to staff. To deal 
with its own ethical failures, Facebook 
launched an independent oversight board 
with the power to overrule content mod-
eration guidelines—and even to overrule 
Mark Zuckerberg himself. (But just on 

Timnit Gebru is a pioneering researcher on algo-
rithmic bias. 

Image credit: Wikimedia Commons.



AI reveals our real-
world biases

Meredith Broussard

Associate Professor, 
New York University 

The biggest topic of conversation 
in AI right now is bias. We’re moving 
away from the stage of marveling 
at AI technology, and people are 
realizing that AI models and auto-
mated systems reproduce all of the 
existing biases and inequalities of 
the real world.

If your company is using AI, ask: 
how might this system fail, and for 
whom? If you are in a heavily-reg-
ulated industry, AI is a compliance 
risk. Educate your teams about 

algorithmic bias, audit your systems 
and your algorithms for bias, and re-
quire your vendors to do the same. If 
an AI system discriminates or makes 
decisions that are not in line with 
your corporate values, don’t use it.

**

Meredith Broussard is an associate 
professor at the Arthur L. Carter 
Journalism Institute of New York 
University, an Affiliate with the New 
York University Alliance for Public In-
terest Technology, and the author of 
Artificial Unintelligence: How Com-
puters Misunderstand the World.

The biggest topic of 
conversation in AI right 
now is bias. 
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darker skin types because of how mela-
nin absorbs green light. This can lead to 
bias when insurance company algorithms 
take into account heart rates, blood 
pressure, and risk rates for conditions 
like irregular heartbeats or a potential 
heart attack.

Problematic Training Data

In 2018, researchers at MIT developed 
an AI called Norman that was trained 
to perform image captioning. They 
trained Norman using only content from 
a subreddit that’s known for graphic 
violence. When Norman was ready, 
they unleashed him against a similar 
neural network that had been trained 
using standard data. Researchers fed 
both systems Rorschach inkblots and 
asked them to caption what they saw, 
and the results were striking: Where 
the standard system saw “a black and 
white photo of a baseball glove,” Nor-
man saw “a man murdered by machine 
gun in broad daylight.” The point of the 

experiment was to prove that AI isn’t 
inherently biased, but that data input 
methods—and the people inputting that 
data—can significantly alter an AI’s be-
havior. In 2019, new pre-trained systems 
built for natural language generation 
were released—but the conversations 
from which they learned were scraped 
from Reddit and Amazon reviews, both 
of whose author populations skew white 
and male, which means that their use of 
language isn’t representative of everyone. 
This illustrates an ongoing challenge 
within the developer community. It is 
already difficult to get authentic data 
from real people to train systems, and 
with new privacy restrictions, developers 
are choosing to rely more on public—and 
problematic—datasets.

AI to Catch Cheaters

AI is being used to catch cheaters. ECRI 
Institute’s CrossCheq uses machine 
learning and data analytics to look for 
hyperbole and misleading information 

during the hiring process. Drexel Uni-
versity researchers built an app that uses 
biometrics to predict when dieters are 
likely to stray from their prescribed reg-
imens. Researchers at the University of 
Copenhagen created a machine learning 
system to spot cheating on essays with, 
they say, a 90% accuracy rate.

Algorithms Targeting Vulnerable 
Populations

There is no question that machine 
learning systems trained correctly can 
help find missing children and detect 
abuse. The problem is that the systems 
use data from vulnerable populations to 
do their training. The Multiple Encoun-
ter Dataset contains two large datasets 
of photos: people who have not yet 
committed a crime, and an FBI dataset 
of deceased people. The dataset over 
indexes on people of color, which means 
that if law enforcement uses the data to 
train algorithms, it’s going to lead to bias. 
Image recognition is a particularly vexing 
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forcement predict whether we’re likely to 
commit a crime. Researchers at a number 
of universities—including the University 
of Maryland; Columbia University; Car-
negie Mellon; MIT, Princeton Univer-
sity; University of California, Berkeley; 
International Computer Science Insti-
tute; among others—are studying the side 
effects of automatic decision-making. 
You, or someone you know, could wind 
up on the wrong side of the algorithm 
and discover you’re ineligible for a loan, 
or a particular medication, or the ability 
to rent an apartment, for reasons that 
aren’t transparent or easy to understand. 

Increasingly, data is being harvested 
and sold to third parties without your 
knowledge. These biases can reinforce 
themselves over time. As AI applications 
become more ubiquitous, the negative 
effects of bias will have greater impact. 
The Apple card gave higher credit limits 
to men than women, in some cases by a 
factor of 20. Wearables such as Google’s 
Fitbit are considerably less accurate for 

AI Still Has a Bias Problem

It’s no secret AI has a serious and multi-
faceted bias problem. Just one example: 
The datasets used for training often come 
from places like Reddit, Amazon reviews, 
and Wikipedia, a site inherently riddled 
with bias. The people building models 
tend to be homogeneous and aren’t often 
aware of their own biases. As computer 
systems get better at making decisions, 
algorithms may sort each of us into 
groups that don’t make any obvious sense 
to us—but could have massive repercus-
sions. 

Every single day, you are creating un-
imaginable amounts of data, both actively 
(such as when uploading and tagging 
photos on Facebook) and passively 
(driving to work, for example). That 
data is mined and used, often without 
your direct knowledge or understand-
ing, by algorithms. It is used to create 
advertising, to help potential employers 
predict our behaviors, to determine our 
mortgage rates, and even to help law en-



© 2021 Future Today Institute87

headlines. Most people know about the 
Uber self-driving car that hit and killed a 
pedestrian in Tempe, Arizona. But there 
were countless more incidents that didn’t 
result in death, and as a result, aren’t 
known to the public. At the moment, 
researchers are not obligated to report 
accidents or incidents involving our data, 
or AI processes, unless a law is broken. 
While big companies must inform con-
sumers if their personal data—credit card 
numbers, home addresses, passwords—
have been stolen, they are not required 
to publicly document instances in which 
algorithms have learned to discriminate 
against someone on the basis of race or 
gender, for example.

Digital Dividends

Artificial intelligence will inevitably lead 
to a shift in the global workforce, causing 
job losses across many industries. Re-
searchers at Oxford University’s Institute 
for Humanity, researchers at the Future 
Today Institute, and former U.S. pres-

idential candidate Andrew Yang have 
all published works outlining different 
versions of a “digital dividend”—a way 
for companies to pay back to society a 
portion of the profits derived from AI.

Prioritizing Trust

We will soon reach a point when we will 
no longer be able to tell if a dataset has 
been tampered with, either intentionally 
or accidentally. AI systems rely on our 
trust. If we no longer trust their out-
comes, decades of research and techno-
logical advancement will be for naught. 
Leaders in every sector—government, 
business, nonprofits and so on—must 
have confidence in the data and algo-
rithms used. Building trust and account-
ability requires transparency. This is a 
complicated process, and corporations, 
government offices, law enforcement 
agencies, and other organizations under-
standably want to keep data private. The 
ethics of how data is collected in the first 
place may also influence the trustwor-

thiness and validity of scientific research, 
particularly in areas such as organ dona-
tions and medical research. In addition, 
employing ethicists to work directly with 
managers and developers and ensuring 
developers themselves are diverse—rep-
resenting different races, ethnicities and 
genders—will reduce inherent bias in AI 
systems.

Society Trends

Watch Closely Informs Strategy Act NowArtificial Intelligence00 01 02 03 04 05 06 07 08 09 10 11 12

to turn satellite images into usable maps, 
was withholding certain data. Research-
ers were using a neural network called 
CycleGAN, which learns how to map 
image transformations. For example, 
it took an old aerial photograph of a 
neighborhood, distinguished between 
streets, alleys, driveways, buildings, and 
lampposts, and then generated a map that 
could be used by GPS. Initially, they used 
an aerial photograph that hadn’t been 
seen by the network. The resulting image 
looked very close to the original—suspi-
ciously close. But on deeper inspection, 
the researchers found that many de-
tails in both the original image and the 
generated image weren’t visible in the 
map made by the AI. It turns out that the 
system learned to hide information about 
the original image inside of the image it 
generated.

Undocumented AI Accidents

Only a few of the numerous AI-relat-
ed accidents in 2018 and 2019 made 

challenge, because researchers need large 
datasets to perform their work. Often, 
images are used without consent. The 
Child Exploitation Image Analytics pro-
gram—a dataset used for testing by facial 
recognition technology developers—has 
been running since 2016 with images of 
“children who range in age from infant 
through adolescent” and the majority of 
which “feature coercion, abuse, and sex-
ual activity,” according to the program’s 
own developer documentation. These 
images are considered particularly chal-
lenging for the software because of the 
greater variability of position, context, 
and more.

AI Intentionally Hiding Data

Computers do exactly what they are told 
to do. Command a machine to win at 
a game, and it will do everything in its 
power to achieve that goal. Apparently 
that now includes cheating. Researchers 
at Stanford University and Google dis-
covered that an AI, which was designed 
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Bully Bots

Mid-future pessimistic scenario    

We’ve seen affable chatbots inadvertently turn malicious 
and inflammatory when they’re exposed to unfiltered 
online conversations, but now they’re purposely pro-
grammed to antagonize. Black hat hackers cultivate bully 
bots—malicious chatbots that target and troll children and 
teens. Bully bots are designed to detect and exploit chil-
dren’s insecurities to inflict harm and suffering, and they 
can be bought anonymously at low cost. With so much of 
younger generations’ conversations taking place via texts 
and DMs, there is ample data to feed the chatbots so that 
they can easily impersonate their target’s peers. Ill-inten-
tioned kids—and, disappointingly, adults—use these bots 
to outsource cyberbullying and deflect guilt and responsi-
bility from themselves. Opportunist criminals use them to 
threaten children of prominent figures and wealthy indi-
viduals to gain access to security information and valuable 
objects. With inadequate laws and frustrating layers of 
anonymity, parents are at a loss over how to prevent 
harm and seek justice for their victimized children.

00 01 02 03 04 05 06 07 08 09 10 11 12 Artificial Intelligence
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INNOVATION

AI is additive to the innovation and 
creative processes. Innovation teams 
can use deep learning for new product 
ideation, for understanding markets, 
and for anticipating what’s on the 
horizon. Especially as no-code and 
low-code applications become more 
widely available, innovation teams will 
build powerful systems for decision 
management, general brainstorming, 
and powerhouse ways of generating 
new ideas.  

For AI companies, talent retention is 
likely to get worse in 2021, as com-
panies offer increasingly competitive 
packages to attract top minds. China 
has emerged as an R&D powerhouse, 
posing additional talent challenges. But 
for other companies, this is a good time 
to make use of commercially available 
and open source frameworks, algo-
rithms, cloud-based systems, and ap-
plications to mine your own data. There 
is tremendous value in learning from 
your customers, partners, and vendors, 
and industry.

Risks abound in AI. New regulations 
could curb research, innovation, and 
product development. Geopolitical 
tensions and AI nationalism will start 
to direct foreign investment in new 
ways. Bias in facial recognition should 
concern everyone; so should the 
quickening advancements of general 
adversarial networks as they are used 
to manipulate and generate content. 
Everyone working in risk must develop 
a sharp focus on AI. Risk models should 
be developed to determine plausible 
near-future scenarios, so that leaders 
can adjust their strategies accordingly.

Artificial intelligence affects every 
business across multiple dimensions. 
AI is a cornerstone of most organi-
zations, from workforce automation 
to digitization to staff allocation and 
beyond. It is imperative that executives 
and senior managers understand what 
AI is, what it is not, and what strategic 
value it adds to the business. Chief 
strategy officers should build a robust 
understanding of AI in order to de-
velop longer-term plans and engage 
more closely with others in the C-suite, 
especially chief technology officers, 
chief information security officers, 
chief financial officers and others in 
the organization.  

R & D RISKSTRATEGY

Application
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Key Questions

How well do we 
understand AI? 

What opportunities are we 
leaving on the table?

Are we adequately 
planning for the long 
term? 

What assumptions must 
hold true for our current 
strategy to succeed?

How will we make 
needed changes?

What parts of our 
business model make 
us vulnerable to 
disruption brought by 
the evolution of AI? 

What can we do now 
to mitigate future risk?

?
1 2 3

We recommend using this report to support your strategic 
foresight activity in the coming year. Every executive team 
should begin by asking these questions about technology, 
science, and policy:
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+ 	Anonymity is dead.

+ 	Voice assistants can guess what 
people are typing on nearby 
devices.

+ 	Facial recognition systems now 
automatically identify people, 
pets, and even Disney characters.

+ 	It’s becoming easier for ma-
chines to “see” an object without 
a camera.

+ 	New fabrics and compounds are 
being developed to help people 
fool recognition algorithms and, 
somewhat paradoxically, help 
them be seen more clearly.

+ 	COVID-19 accelerated the 
adoption of universal genetic 
databases.

+ 	Everyone alive today is being 
scored.

+ 	A piecemeal approach to regu-
lation will challenge businesses 
this year.
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KEY INSIGHT 

Anonymity is dead. We 
are surrounded by cam-
eras, speakers, and a 
host of other smart de-
vices that monitor us in 
real time, all the time. 
Recognition systems 
use hundreds of differ-
ent data points to iden-
tify and track us and to 
predict our likely future 
actions both online and 
in the physical world.

EXAMPLES

Recognition systems—whether they use 
our voices, faces, or fingerprints—are 
wildly popular for good reason. There 
is tremendous value in all of this discov-
erability. Many of our daily activities 
now require some form of biometric 
recognition. Persistent recognition 
allows companies to learn more about 
consumers and provide them with a 
level of personalization that could not 
possibly be achieved at scale any other 
way. Predictive recognition systems help 
law enforcement agencies keep track of 
criminals and prevent their next offense. 
Responsive recognition technologies 
understand context and interact with us 
accordingly: They’re starting to empa-
thize with us when we’re sad and express 
enthusiasm when we’re excited. 

DISRUPTIVE IMPACT

While there are now some recommen-
dations in place to ban facial recognition 
systems, your face isn’t your only bio-
marker. You can be recognized using 
thousands of personally unique data 
points. Recognition technologies aren’t 
necessarily nefarious; they have many 
positive use cases, ranging from fraud 
detection to genome sequencing. But 
we don’t yet have common norms and 
standards. The more commonplace this 
recognition technology becomes, the 
harder it will be to regulate it, despite 
such efforts gaining momentum in the 
U.S. and Europe.

EMERGING PLAYERS

•  Dr. Dina Katabi, professor at Massa-
chusetts Institute of Technology and 
director of NETMIT 

•  Electronic Frontier Foundation (EFF)

•  Jennifer Granick, surveillance and 
cybersecurity counsel at the American 
Civil Liberties Union’s Speech, Privacy 
and Technology Project

•  Dr. Arvind Narayanan, associate pro-
fessor of computer science at Princeton 
University, and affiliate, Center for 
Information Technology Policy

•  Center for Democracy and Technology

•  Joy Buolamwini, research assistant at 
the MIT Media Lab

•  Hoan Ton-That, CEO of Clearview AI

 Intel RealSense ID processes all facial images locally. 

Image credit: Intel.

© 2021 Future Today Institute97

5TH YEAR ON THE LIST

Recognition

Watch Closely Informs Strategy Act NowScoring and Recognition00 01 02 03 04 05 06 07 08 09 10 11 12



© 2021 Future Today Institute98

Faceprints

Our faces each have unique contours, 
bone, capillary and muscular construc-
tion, and physical characteristics and 
pigments that are specific to each one 
of us. Even identical twins aren’t truly 
carbon copies of each other—they have 
thousands of tiny, potentially even im-
perceptible, differences. Just as we each 
have unique fingerprints, we also have 
unique faceprints. When a recognition 
system scans a human face, it can be used 
to identify people based on their biomet-
ric features. Intel’s RealSense depth-sens-
ing camera uses a neural network to 
detect a face and authenticate someone 
with only a glance. It adapts to users’ 
faces over time and can still ID someone 
if they change their facial hair or wear 
glasses. China’s Alipay uses faceprints to 
authenticate people’s identities as they 
make purchases. Shanghai-based Fudan 
University and Changchun Institute of 
Optics, Fine Mechanics, and Physics (of 
the Chinese Academy of Sciences) devel-
oped a 500-megapixel facial recognition 

camera that can capture “thousands of 
faces at a stadium in perfect detail and 
generate their facial data for the cloud 
while locating a particular target in an 
instant.” In practice, this means that 
a stadium can be scanned and, within 
seconds, produce a high-resolution image 
of every single face for recognition algo-
rithms. Researchers in Japan and China 
are working on representation models 
that require only a portion of a person’s 
face, even in low light, to accurately pre-
dict his identity—even if he changes his 
hairstyle, gets plastic surgery, or grows a 
beard.

Facial Recognition for Animation

Powerful artificial intelligence (AI)  
systems now automatically recog-
nize animated characters. Disney’s 
Direct-to-Consumer & International 
Organization built a facial recognition 
system for Disney’s century of content. 
The machine learning platform, called 
Content Genome, populates knowledge 
graphs with metadata. Algorithms use 

that data for search, discovery, and per-
sonalization. For example, if an animator 
is working on a new movie adapta-
tion of “Phineas and Ferb” and needs 
a particular evil machine made by Dr. 
Doofenshmirtz, she needs to type in just 
a few words to pull up all scenes where it 
appeared. Training AI to recognize ani-
mated faces (and evil machines) is more 
challenging than recognizing human 
faces; animated faces can appear on trees, 
cars, and any number of other objects. 
For instance, in the Disney Pixar movie 
“Cars,” the main characters had eyes on 
the windshield, mouths on the bumpers, 
and no noses.

Voiceprints

Just as each person has a unique set 
of face characteristics, our voices also 
contain various measurable character-
istics that uniquely identify us. Smart 
Bluetooth speakers like the Amazon 
Alexa-enabled Echo use voiceprints to 
recognize different people within the 
same space. Researchers, using new 

Manually annotated facial detection methods are applied on Disney Junior’s Princess Elena of Avalor and 
Migs, a magical flying creature. 

Image credit: PyTorch.
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voice recognition systems have struggled 
with accents or dialects, but that’s finally 
starting to change. Tmall Genie, Aliba-
ba’s digital assistant, is being trained to 
recognize some of China’s many regional 
dialects. Amazon is similarly training 
Alexa to recognize accents and dialects as 
well as ethnic origin.   

Automatic Voice Transcription

Plenty of practical applications exist for 
automatic voice transcription: recording 
meeting minutes, taking lecture notes, 
generating transcriptions for podcasts 
and shows, and serving medical and 
pharmacological teams as they work 
with patients. Otter.ai is a real-time 
voice transcription tool that understands 
accents and learns to recognize voices 
with repeated use. Google’s Recorder app 
uses AI to automatically recognize and 
transcribe voices with near-perfect ac-
curacy. Available only on Google’s Pixel 
phones, the app can recognize specific 
conversations, which means that cross 
talk and background noise won’t affect 

the transcription. Amazon Transcribe 
Medical automatically converts speech 
used in medical settings into text. 

Voice Cloning

With a large enough corpus of recorded 
speech, machine learning algorithms 
can be used to train a new voice model, 
often resulting in speech that’s indis-
tinguishable from the original speaker. 
Anyone who has ever recorded a podcast 
is familiar with editing challenges, such 
as guests talking over each other, ran-
dom sirens blaring, or moments when a 
speaker sneezes or coughs. It can inter-
rupt momentum or stop a conversation 
cold. But what if you could edit a spoken 
conversation the way you edit a Word 
document? That’s the promise of voice 
cloning. Respeecher and Resemble.ai 
are no-code platforms to create clones, 
although GitHub has plenty of open-
source text-to-speech modeling systems, 
too. There’s a dark side to this technol-
ogy, however. Last year, hackers used 
voice cloning tools to trick an employee 

into thinking he was speaking on the 
phone to his CEO—and the employee 
then transferred $243,000 to a scammer’s 
bank account.

Emotion Recognition

Alexa doesn’t just know who you are—
she now knows how you’re feeling. In 
2018, Amazon filed a patent for a new 
system that detects the physical and emo-
tional well-being of users based on their 
previous and current interactions. Its 
Rekognition suite (used by outside busi-
nesses and organizations) can now see 
fear in our faces, while Alexa can sense 
and understand frustration. Last year, 
Amazon launched the Halo, a voice-acti-
vated wearable that decodes how the user 
is feeling. (We described this, pre-launch, 
in last year’s Tech Trends Report.) A 
real-world use case for the technology: 
Paired with smart earbuds, Alexa could 
advise the wearer in real time how to 
interact more effectively with others.

machine learning techniques and vast 
datasets of recorded voices, can listen to 
the micro-signatures in our voices and 
accurately identify us. Researchers at 
Carnegie Mellon University discovered 
a generative technique to build a 3D ver-
sion of someone’s face using only their 
voiceprint. Law enforcement agencies 
now use the system to identify prank 
callers in a practice known as “swatting,” 
when people’s false claims prompt local 
agencies to unwittingly deploy emergen-
cy crews to nonexistent emergencies.

Accent Recognition

We rarely speak using standard, perfect 
language, and that poses a problem for 
voice recognition. Depending on where 
you’re from in the U.S., the brown, fizzy, 
caffeinated beverage you drink from a 
can might be called soda, soda pop, pop, 
or Coke, even if what you’re drinking is 
a Dr Pepper. Even if a common word is 
used, it might not sound the same. “Cara-
mel” is pronounced “car-ml” in Colorado 
and “carra-mel” in Maine. Historically, 

Paris Hilton wears a camouflage scarf made of 
nano-spherical crystals that reflect light.
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conversational style, and willingness 
to spend money as criteria. In the real 
world, insurance underwriters are at-
tempting to assess your personality—via 
your magazine and website subscriptions, 
the photos you post to social media, and 
more—to better determine how risky an 
investment you are. Some lenders have 
used personality algorithms to predict 
your future financial transactions. In 
human resources, hiring managers are 
using personality recognition systems 
to decide whether candidates make for a 
good cultural fit in their organization.

Bone Recognition

In 2018, the U.S. Air Force applied for 
a patent that explains how wideband 
radar can be used to identify people by 
their bone structure. A transmitting 
antenna sends a signal to a human, and 
that person’s biometric radar signature 
is compared against known signatures 
in a database. People with metal and 
screws in their bodies—while invisible 

Personality Recognition

Numerous academic studies have used 
Twitter and Facebook as sandboxes for 
computational personality-recognition 
experiments. The studies seek to under-
stand whether an AI system can predict 
how, given a set of data, you’re likely 
to react in just about any situation. The 
now infamous predictive analytics firm 
Cambridge Analytica posed this ques-
tion in 2018, when it used automated 
personality recognition and targeting to 
help Donald Trump win the election. 
To assess your personality in real time, 
political candidates, law firms, market-
ers, customer service reps, and others 
are beginning to use new systems that 
review your online behavior, emails, 
and conversations you have by phone 
and in person. The goal: to predict your 
specific needs and desires. Electronic Arts 
is working on a system that assesses the 
personality of its multiplayer video game 
users and ultimately does a better job of 
matching players, using their play style, 

to everyday people—become more easily 
identifiable when scanned with beacons. 
Since 2018, researchers have published 
numerous papers about the technology. 
In addition, scientists at the University 
of Arizona’s Department of Electrical 
and Computer Engineering developed a 
method to measure skeletal posture using 
mmWave radar and convolutional neural 
networks.

Gesture Recognition and Natural 
User Interfaces

Emerging gesture recognition systems, 
or natural user interfaces (NUIs), will be 
an important future component of many 
different technologies. These technolo-
gies can now identify us by interpreting 
motion and then make decisions on our 
behalf. Imagine picking up a digital object 
with your hand or controlling a remote 
robotic arm without being tethered to a 
series of wires. Gesture recognition un-
locks the interplay between our physical 
and digital realms. Users can control the 

Google Pixel phone without touching 
the phone’s screen, by using motion 
sense and radar technology that detects 
micro-gestures. The technology stems 
from Project Soli, a miniature radar that 
understands human motion at different 
scales. Google’s Advanced Technology 
and Projects group developed the tech-
nology, as well as Project Jacquard, the 
connected clothing system inside Levi’s 
Commuter Trucker jackets. In early 2019 
Google won U.S. Federal Communica-
tions Commission approval to run its 
Project Soli hand-tracking technology 
on commercial aircraft. We’ll also start 
to see workplace applications that record 
body movement to predict when people 
will be most productive. It could also 
help security systems and teams predict 
when we might cause harm to others.

Touch Recognition

Machine learning has been deployed 
to recognize objects solely by touch. 
Researchers developed a contact-based 

object recognition technique that rec-
ognizes different types of fruits, liquids, 
and other objects. Researchers at the 
Microsoft Research Lab, Dartmouth Col-
lege, Wuhan University, and Southeast 
University developed the technology, 
called Capacitivo. It can identify objects 
of various shapes and sizes by using 
machine learning to sense changes in 
electrical fields, which relate to the size of 
an object and its composition.

Bioacoustic Recognition

Sound continuously passes through 
space, even if we can’t hear it. Sound 
waves generate unique sound signatures 
as they pass through physical objects. 
A unique bioacoustic signature is cre-
ated when sound waves pass through 
a person’s skin, bones, and soft tissues. 
Researchers at the Electronics Tele-
communications Research Institute in 
South Korea built a system to map those 
bioacoustic signatures, using a trans-
ducer that gently vibrates, generating 
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street). It turns out that, with the right 
device, it’s possible to watch us moving 
through the signals as they bounce off us 
and onto other objects. What this means 
in practice: Wi-Fi signals can be har-
nessed to recognize us and our move-
ments through our walls. Researchers at 
the University of California, Santa Bar-
bara, used ambient Wi-Fi signals and a 
smartphone to look for revealing pattern 
changes in signal strength. MIT’s Com-
puter Science and Artificial Intelligence 
Laboratory (CSAIL) and Massachusetts 
General Hospital developed a device that 
uses an advanced AI algorithm to ana-
lyze the radio signals around someone 
when they’re sleeping. The system then 
translates those body movements into 
the stages of sleep: light, deep, or REM 
(rapid eye movement). Imagine a future 
in which your Wi-Fi router collects your 
physical movements, then calculates 
your health metrics, and automatically 
adjusts the devices and appliances in your 
house to help you live a better life. If 
you’re snoring, for example, your pillow 

could automatically inflate or deflate to 
adjust the angle of your head and neck. 
Researchers at Northwest University in 
Xi’an, China, applied deep transfer learn-
ing to recognize subtle hand movements 
and interpret their meaning using Wi-Fi. 
Practical applications of the technology 
range from motion capture for video 
gaming to giving law enforcement and 
the military new ways to see through 
buildings.

Proximity Recognition

Instead of GPS coordinates, some offices 
and schools have deployed Bluetooth 
beacons and wireless access points to 
track people as they move. The tech-
nology can collect as many as 6,000 
data points per day per person, which 
suggests that location can be pinpoint-
ed down to just a few feet. Kontakt.io’s 
Bluetooth Card Beacon is a traditional 
security access card, but it also tracks 
employee movement throughout an 
office. Card beacon technology can au-

A map of Ring-police partnerships in the United States. 

Image credit: EFF.
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sound waves (even those indiscernible to 
human ears). Using these signatures, they 
can now discreetly and noninvasively 
determine a person’s identity. 

Wi-Fi Recognition

We are continuously surrounded by ra-
dio waves, thanks to the millions of Wi-
Fi routers around us. Unlike traditional 
computer vision systems, which typically 
require line-of-sight access to see, radio 
frequency can detect people, objects, and 
movements as far as the signal can broad-
cast. Even through walls. While you can’t 
see, hear, or feel them, you’re living in a 
field of 2.4 and 5 gigahertz radio signals. 
Anytime you move—take a sip of wa-
ter, look out your window, wash your 
hair—you are distorting the waves. The 
Wi-Fi transmitter in your home or office 
is continually sending and receiving 
information, which it converts into radio 
waves. The signals aren’t very strong, 
only filling up the space around you 
(and possibly spilling just outside to the 
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really tricky to rewire your vein struc-
ture. Biometric authentication offers an 
added layer of security because it requires 
living humans: Systems look for both 
structure and movement. But for those 
who are concerned that one bio-identi-
fier isn’t secure enough, scientists at the 
National Taiwan University of Science 
and Technology developed a two-factor 
authentication method that first looks at 
skeleton topologies and then finger vein 
patterns. 

Object Recognition in 
Computational Photography

Computational photography is the con-
vergence of computer vision, computer 
graphics, the internet, and photography. 
Everyone with a smartphone now has ac-
cess to computational photography tools. 
In its iPhones, Apple uses computational 
photography to achieve a shallow depth 
of field, while Facebook corrects any 
360-degree photos you upload. Re-
search from Nvidia and the University 

tomatically recognize when an employee 
has left their desk and can automatically 
activate her computer’s screen saver or 
customize meeting room temperatures. 
Tracking systems, combined with other 
AI systems, can assign people scores, too. 
For example, GAO Group developed 
a system that monitors location and 
predicts safety, develops better workflow 
optimization, and tracks employee pro-
ductivity. SpotterEDU deployed its Blue-
tooth technology to 40 college campuses, 
including Indiana University and Colum-
bia University. Proximity recognition 
technology might track students who are 
habitually late for class and don’t visit the 
library enough—they could be labeled as 
“high risk” for dropping out.

Two-Factor Biometric 
Authentication

Looking for unique biomarkers be-
neath our skin’s surface is a clever way 
of identifying us—you can change your 
hairstyle or wear colored contacts, but it’s 

of California, Santa Barbara, revealed a 
computational zoom technique that lets 
photographers change the composition 
of their pictures in real time. Photos are 
taken in a stack, and then rendered with 
multiple views. Photographers could 
change perspective and the relative size 
of objects within a photo after it has been 
taken. Computational photography could 
also be used to seamlessly remove or add 
objects to scenes, change shadows, re-
flections, and other atmospheric touches. 
Meanwhile, MIT’s CSAIL and Google 
developed a technique to automatically 
retouch and enhance the pictures we take 
with our mobile phones.

Biometric Camouflage

New fabrics and compounds help peo-
ple fool recognition algorithms and, 
somewhat paradoxically, help them be 
seen more clearly. Fashion entrepreneur 
Saif Siddiqui created a scarf out of na-
no-spherical crystals that reflect light. 
When someone attempts to take a picture 

of a person wearing it, only the scarf will 
be visible in the resulting picture, while 
the wearer is camouflaged and blends into 
the background. In the U.S., Road Wise 
developed Safety Skin, a reflective lotion 
that makes your skin incredibly reflective. 
Ideal for nighttime runners or cyclists, 
the lotion can make them more visible to 
motorists. But the compound, which in-
cludes glass microspheres and plant-based 
emollients, also confuses recognition 
algorithms, effectively acting as digital 
camouflage for those who don’t want to 
be seen. Meanwhile, Japanese compa-
ny Real-f has developed super-realistic 
face masks made of plastic resin about 1 
millimeter thick. The company can only 
produce 100 each year because it takes 
two weeks to make a mask. They can be 
made to look exactly like you to other 
humans while simultaneously confusing 
AI systems. Artist Jing-Cai Liu invent-
ed a wearable face projector that beams 
different images onto your face, subtly 
changing your appearance just enough to 
confuse the machines. 

Responsive Recognition 
Technology

Real-world conversation is full of 
nuance: We use words and emphasis in 
unique ways, we talk over each other, 
and sometimes we need others to help 
us express what we’re thinking. All of 
these communication styles pose serious 
hurdles for AI, which doesn’t adapt as 
easily to a multivariate situation, such as 
everyday people talking to each other. 
Soon, Amazon’s Alexa, using responsive 
recognition technology, will join conver-
sations in a way that feels both natural 
and useful. Upgrades will make the digi-
tal assistant more responsive, proactive, 
and humanlike. We also expect Alexa to 
someday interrupt and offer meaningful 
contributions to conversations.

Affective Computing

Affective computing is an interdisci-
plinary field spanning computer science, 
psychology, neurobiology, and cognitive 
science, and it intersects directly with AI. 
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Genetic Recognition

Late in 2019, popular U.K. grocery 
store chain Waitrose partnered with the 
DNA discovery platform DnaNudge. 
A pop-up service inside stores offered 
shoppers genetic testing, and an app 
that would “nudge” them, based on their 
DNA profile, to make healthier choic-
es. The genetic recognition technology 
from DnaNudge required only a fast 
cheek swab. Customers could then use 
the DnaNudge app in Waitrose stores 
to scan barcodes and assess whether or 
not foods matched their genetic profile.
The popularity of consumer DNA testing 
may help people learn more about their 
ancestry, but it’s also making it easier to 
recognize people without their express 
permission or knowledge. It is now 
possible to find and recognize about 
60% of people in the U.S. who are of 
European descent, even if they’ve never 
sent in a sample to 23andMe, Color, 
AncestryDNA, or any of the other testing 
services now available. That’s because 

raw biometric data can be uploaded to 
open-source databases like GEDmatch, 
which allows users to look for relatives 
across all of the other DNA platforms. 
Forensic researchers can combine that 
information with data points found on 
pervasiveness websites such as Facebook 
or in government databases. 23andMe’s 
enormous bank of human genetic data 
is now one of the largest in the world—
and certainly one of the most valuable. 
Nearly 10 million people have now paid 
the company to sequence their DNA, and 
80% have consented to have their DNA 
used for drug research. 23andMe re-
ceived $300 million to share its data with 
pharmaceutical company GlaxoSmith-
Kline, and it also developed and sold a 
drug to Spanish pharmaceutical company 
Almirall designed to treat inflammatory 
diseases such as psoriasis.

Universal Genetic Databases

The proliferation of consumer DNA 
testing services represents significant un-

tapped opportunity in myriad industries 
and fields, including insurance, phar-
maceuticals, and law enforcement. As a 
result, there is a new effort underway to 
collect and structure this data for better 
access. In 2020, private equity firm Black-
stone, which boasts more than half a tril-
lion dollars in assets under management, 
bought Ancestry.com and now owns the 
DNA data of 18 million people. It has the 
largest set of consumer DNA available 
and includes the genome sequences of 
people from at least 30 countries. Accord-
ing to its U.S. Securities and Exchange 
Commission filings, Blackstone intends to 
package and sell that genetic data to other 
companies. In December 2020, Wharton 
School of Business professors published 
research showing how DNA could be 
used for effective marketing across a wide 
spectrum of arenas, from health care and 
medicine to food and wine. Vanderbilt 
University researchers also say that law 
enforcement could find people who’ve 
committed serious crimes if a univer-
sal database existed with standardized 

There’s good reason for interest in this 
research: Recognizing human respons-
es and triggers that affect behavior can 
help algorithms accomplish their goals, 
whether that’s to nudge a shopper into 
completing her purchase online or to 
sway someone’s political views before 
they visit the polls. Scientists at the 
University of California, Berkeley, and 
Carnegie Mellon University used MRI 
imaging to determine which parts of 
the brain fired up during conversations, 
and mapped the subjects’ emotional 
responses. Researchers at MIT are using 
electrodermal activity collected from 
our wearable computers—such as smart-
watches or fitness trackers—and machine 
learning algorithms that respond to our 
emotions. But biological data from other 
sources can be useful, too: our skin, our 
faces, and our DNA. Analysts expect 
affective computing to become a $25 
billion industry by 2023.
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quired to disclose what is being tracked. 
For years, China has deployed cameras 
and other technology in classrooms to 
monitor students’ attentiveness. Mic-
rosoft mines chat, email, calendar, and 
meeting data to measure worker produc-
tivity within Microsoft itself. The com-
pany’s sales team received personalized 
dashboards visualizing how they spend 
their time, and the system made recom-
mendations to optimize their workflows. 
Bunch.ai monitors Slack channels to 
help managers understand their team 
dynamics and chemistry. Teramind’s 
monitoring software captures real-time 
keystrokes, records video of employees’ 
activity, and will send an alert to man-
agers if an employee attempts to print 
a sensitive document. Humanyze uses 
Bluetooth-enabled badges to track work-
ers throughout the day and then cor-
relates that information with other data 
points drawn from email to find collabo-
ration opportunities within teams.

Efforts to Ban Facial Recognition

In New York, the Lockport City School 
District piloted its Aegis facial and object 
recognition system, built by SN Technol-
ogies, to quickly identify sex offenders. 
But some worried that it would be used 
to punish kids for minor violations. That 
led New York state to temporarily ban 
facial recognition and other biometric 
technology in schools until July 1, 2022—
or until officials deem the systems as safe, 
secure, and preserving student privacy. 
Last year, the Los Angeles Police Depart-
ment banned the use of third-party facial 
recognition systems, including Clearview 
AI. Paradoxically, the LAPD did request 
Ring footage of Black Lives Matter pro-
tests from networked home surveillance 
in the summer of 2020.

Food Recognition Systems

Industrial food processing plants already 
use computer vision to detect anomalies 
in products as they move down conveyor 
belts, but advanced AI systems can now 

detect problems with very little training. 
A few dozen labeled training images can 
determine, for instance, the presence 
of onion skin among peeled onions and 
hulls on sunflower seeds.

Wrongful Recognition

Last year, police falsely arrested a New 
Jersey man because of an incorrect facial 
recognition match. Nijeer Parks says he 
spent 10 days in jail—including a week 
in functional solitary confinement—after 
the recognition system identified him as 
a shoplifter. Two more incidents, both in 
the Detroit area and both using facial rec-
ognition technology, led to the wrongful 
arrest of the men. In all three cases, the 
men were Black, further demonstrat-
ing how facial recognition used in law 
enforcement disproportionately impacts 
communities of color. Wrongful recog-
nition occurs when recognition systems 
haven’t been audited for bias.   

 

Surveilling Vulnerable 
Communities

China deployed facial recognition 
software to identify Uighurs in Western 
China. Telecommunications giant Hua-
wei reportedly worked with Megvii, one 
of the world’s leading facial recognition 
startups, to build an AI-powered smart 
camera system that can identify the age, 
sex, and ethnicity of people in its line of 
sight. The system reportedly included a 
“Uighur alarm,” to alert Chinese police. 
Uighers are a Muslim minority based 
in the northwest regions of China, near 
Tajikistan and Kyrgyzstan, and it is 
widely documented that millions of Ui-
ghurs have been forced into “reeducation 
centers,” which reportedly involve sexual 
abuse and torture.

Persistent Workplace and School 
Surveillance

In the U.S. and many other countries, 
schools and employers can legally moni-
tor people, and they aren’t always re-
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genetic profiles for every person living in 
or visiting a given country. Investigators 
found the Golden State Killer in 2018 us-
ing GEDmatch, the open-source genetic 
database that compares and matches DNA 
data files from different testing compa-
nies. It subsequently sparked renewed 
interest in developing universal genetic 
databases for government use. Of course, 
there are lots of ethical concerns. Under 
what circumstances could third parties 
pull and use genetic data housed in pri-
vate databases? What jurisdiction should 
law enforcement have over our genetic 
data, even if we haven’t committed a 
crime? China is building a universal data-
base populated with the genetic informa-
tion of its citizens; Saudi Arabia, Kuwait, 
and the U.K. are considering versions of 
their own.

Most Americans would 
sign over their DNA data 
for $99. 
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Your Body Is a Dataland

Mid-future catastrophic scenario    

During the pandemic, we transitioned to telemedicine 
and remote patient monitoring systems, which relied 
on AI. At first, it was a more equitable way to distribute 
healthcare benefits and to manage the shortage of pro-
viders. Automation led to efficiencies and cost savings. A 
decade later, there are no more in-person doctor exams. 
Instead, the data from your smart devices are continu-
ously mined and analyzed. An AI agent anticipates your 
health problems in advance and adjusts your permissions 
accordingly. If you want to see a doctor, you need a 
referral from an AI agent—but you won’t get one unless 
you comply with your optimization plan. Your wristband 
knows if you’re stressed, and your smart toilet detects that 
you’ve eaten too much sugar. Your smart garbage can sees 
that you’ve thrown out Twinkie wrappers. Sweets aren’t 
on your health plan, so the garbage can sends a message 
to your AI agent. It’s another negative mark on your 
digital health report card. You finally hack your garbage 
scanner, but since it’s connected to city services, you’re 
now denied garbage pickup. Your body isn’t a wonder-
land. It’s a container for data. 
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KEY INSIGHT 

For our automated sys-
tems to work, they need 
both our data and a 
framework for making 
decisions. Everyone 
alive today is being 
scored.  

EXAMPLES

In the U.S., we have a credit reporting 
system that measures our creditworthi-
ness. Banks, financial institutions, and 
others use that score to determine the 
likelihood that we might default on a loan 
or a mortgage. Financial credit scoring 
is tightly regulated and available to all 
consumers—we can request copies of our 
financial credit scores, check their accura-
cy, and correct errors. Now, hundreds of 
types of data are being harnessed to assign 
us scores. However, unlike the credit 
reporting system, which is federally reg-
ulated and follows set processes, this kind 
of data isn’t subject to enforceable rules. 
It can be impossible to find out what our 
scores are, how they are being calculated, 
and how to correct inaccuracies. 

DISRUPTIVE IMPACT

Recent advancements in data mining and 
artificial intelligence promise new oppor-
tunities for business intelligence and law 
enforcement. There are risks, too: China 
is selling its government-funded scoring 
tools to authoritarian regimes elsewhere 
in the world. We anticipate that in the 
coming year, regulators will take a deeper 
interest in scoring, even as the pandemic 
provides new, practical use cases for the 
wide deployment of scoring algorithms.

EMERGING PLAYERS

•  AI Now Institute

•  Cognitive Systems

•  Clarifai

•  Dahua Technology

•  Density

•  The Greenlining Institute

•  Kount

•  Lieber Institute for Brain Development 
(and the University of North Carolina 
School of Medicine

•  MaxMind

•  The Retail Equation

•  Riskified
McDonald’s deploys scoring technologies to custom-
ize drive-through menu screens.
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Scoring
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There’s an old Chinese 
adage that says, “Peo-
ple are doing things, 
and the sky is watching.” 
But it holds true for the 
West, too. Increasing-
ly, everything we do 
is being watched and 
recorded. Algorithms 
assign us scores all the 
time, by governments in 
some countries and by 
the commercial sector 
in others.

Biometric Scoring

Quantifying and analyzing our biometric 
data can reveal patterns in our activi-
ties—and as a result, can reveal a lot about 
who we are, what we’re thinking, and 
what we will likely do next. Behavior-
al biometrics use machine learning to 
understand hundreds of unique biometric 
data points to understand, authenticate, 
nudge, reward, and punish us. Behavioral 
biometrics tools can be used to map and 
measure how you type—what force you 
use to press down on screens, whether 
you tend to fat finger your C’s and V’s on 
your phone, and how quickly you tend to 
flick your fingers when hunting through 
search results. Those tools know your 
unique typing pattern on a physical key-
board, too: whether you’re someone who 
constantly spells the word “behavioral” 
wrong on the first try, and whether you 
hold down or repeatedly tap on the delete 
button. You’re not consciously aware that 
you have certain identifiable behaviors, 
but machines perceive them. We also 

don’t realize that in the near future, they 
will pose security vulnerabilities—as well 
as interesting new opportunities. Imagine 
never having to use a password again; 
your bank would simply recognize you 
after typing a few sentences. The down-
side: If your behavior is observable, at 
some point it will become repeatable, too.

Genetic Scoring

There are roughly 4 million to 5 mil-
lion genomic variants in an individu-
al’s genome. Researchers are studying 
those variants to understand how they 
influence the risk for specific diseases. 
A polygenic score estimates your ge-
netic liability—and these scores are now 
being used in over-the-counter genome 
sequencing kits (such as 23andMe) and in 
wide academic studies. For example, Li-
eber Institute for Brain Development and 
University of North Carolina School of 
Medicine scientists are building genetic 
scores for schizophrenia-related genes in 
the placenta.

Everyone alive today is being scored.

Scoring Trends
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power and their general frame of mind. 
Retail Equation’s algorithms tell Best Buy 
and Sephora whether to accept or reject 
the online purchase of a product by a 
specific customer. McDonald’s acquired 
Dynamic Yield to predict and custom-
ize menus based on consumer scoring 
profiles. Zeta Global scores people based 
on how much money they are likely to 
spend, while MaxMind scores customers 
based on their location in the real world. 
Collectively, these companies are mining 
thousands of unique data points, includ-
ing how many times people open apps 
on their phones, which devices they use, 
where they spend time, what kinds of 
food they order for delivery, and insights 
from messages they’ve sent to Uber driv-
ers and Airbnb hosts. 

Verification System Asymmetry

Unlike the three major credit agencies 
(Equifax, Experian, and TransUnion), 
which produce scores that typically fall 
within roughly the same range, the sys-

tems that generate scores in the datascape 
each use different inputs and methodol-
ogies to arrive at their answers. Unlike 
finance, this new consumer scoring has 
no standardization, the algorithms are 
automated, and companies cloak meth-
odologies under the premise of propri-
etary algorithms. 

Scoring Vulnerable Populations

AI-powered recognition tools have 
well-documented blind spots. They often 
return incorrect results for people of 
color and for trans, queer, and nonbinary 
individuals. Researchers at the University 
of Colorado Boulder showed how scor-
ing tools—including facial analysis sys-
tems by Clarifai, Amazon’s Rekognition 
system, IBM Watson, Megvii’s Face++, 
and Microsoft—habitually misidentified 
non-cisgender people. Another study by 
MIT Media Lab found that 33% of the 
time, Rekognition misidentified women 
of color as men. Even so, companies and 
government agencies continue to score 

vulnerable communities. Law enforce-
ment, immigration officials, banks, uni-
versities, and even religious institutions 
now use scoring systems.

Surveillance Scoring-as-a-
Service (SSaaS)

The tech giants are building comprehen-
sive systems intended to optimize our 
daily lives, and those scoring systems 
have appeal beyond their original use 
cases. For example, Amazon applied for 
a U.S. patent for an unmanned aerial 
vehicle that can perform surveillance 
from the air and generate images that 
could be used by others. Surveillance 
scoring-as-a-service (SSaas) would be a 
monetized byproduct of Amazon’s drone 
delivery service, and it would fit into 
its broader constellation of surveillance 
scoring technologies. In February 2018, 
Amazon acquired the video-equipped 
smart doorbell company Ring, and three 
months later it launched Neighbors, a 
crime-reporting social network that 

Anonymous By Design

In the wake of privacy concerns, some 
developers are building products that 
recognize and quantify us—but with-
out revealing our individual identities. 
Anonymizing data after the fact requires 
exceptional data governance, which is 
difficult for some companies to achieve. 
For example, Canada-based Cognitive 
Systems uses Wi-Fi signal disruptions 
to determine movements, such as when 
someone falls. The software registers an 
event without divulging who fell, their 
prior actions, or any other personally 
identifiable information. Georgia-based 
Density created a people-counting sensor 
for buildings that uses depth perception 
to count people using only their height.

Scoring Agencies On the Rise

Hundreds of companies now score 
customers. Some, such as Kount and 
Riskified, focus on niche areas like fraud 
detection, while Kustomer scores people 
more broadly to determine purchasing 

Megvii’s Face++ can accurately locate facial 
features and facial contours using 1,000 unique 
factors. The system works in milliseconds.
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Stanford Medicine used to determine 
the order in which Americans should 
receive COVID-19 vaccinations, and it 
prioritized older doctors who weren’t 
regularly seeing patients over younger, 
front-line resident physicians. (Stanford 
stopped using the algorithm and instead 
intervened to vaccinate those at highest 
daily risk of infection.) Despite agree-
ment that we have a bias problem, the 
tech industry still has no plan for how to 
address and solve for bias in recognition 
systems that continuously score all of us. 
The algorithmic bias problem will likely 
get worse, especially as more law en-
forcement agencies and the justice system 
adopt recognition technologies.

Conflicting Norms, Standards, 
and Regulations in Scoring

There is no single set of standards nor a 
unified code of norms for scoring in the 
United States. The result is a piecemeal 
approach to regulating scoring and scor-
ing agencies. This year, California could 

encourages Ring users to upload videos 
from their security cameras and doorbells 
for others to see. Now, more than 1,300 
law enforcement agencies in the U.S. use 
data from Ring—a 225% increase from 
2019.

Bias in Scoring Systems

Computers can make decisions faster 
than humans, but at what potential cost? 
It is no secret that many of our machine 
learning models—and the data they use 
to recognize others—are encoded with 
bias. That’s because the people who built 
the models are themselves subject to 
unconscious bias, as well as more explicit 
homogeneous learning and working en-
vironments. For example, The Greenlin-
ing Institute, aCalifornia-based nonprofit 
working for racial and economic justice, 
examines how poorly designed algorith-
mic scoring systems threaten to amplify 
systemic racism, gender discrimination, 
and prejudices against people with lower 
incomes. It reviewed an algorithm that 

implement a new standard that requires 
businesses to test any automated decision 
systems for bias before deployment. If the 
bill passes, it would be the first law of its 
kind in the U.S. The European Union’s 
GDPR regulations restrict what kinds 
of personal data can be collected and 
under what circumstances, but even local 
authorities enforce the law differently. In 
coming years, the piecemeal approach to 
algorithmic scoring and data governance 
will challenge audience insights, risk and 
compliance, and distribution for every 
business.

Intentionally Opaque 
Methodologies

New tools designed to enhance our dig-
ital experience instead track us without 
explicitly showing how or why. For 
example, in trying to distinguish between 
humans and bots online, some verifica-
tion systems use technology that’s not 
easily visible. CAPTCHAs, which stand 
for “completely automated public Tur-

ing tests to tell computers and humans 
apart,” are common challenge-response 
tests. To protect against automated 
account creation, they ask users to com-
plete a task that’s easy for humans, but 
challenging for computers—such as click-
ing on pictures of a traffic light. In 2009, 
Google acquired reCAPTCHA, a popular 
version of CAPTCHA technology. Its 
latest iteration is invisible. Rather than 
asking consumers to click a box saying 
“I’m not a robot” or select which pictures 
show traffic lights or bananas, this latest 
version invisibly tracks how someone 
navigates through a website and assigns 
them a risk score based on that behavior. 
While it may be far less annoying than 
clicking through the old process, this 
system looks for other details, such as 
whether someone already has a Google 
cookie in their browser and whether 
they are logged into a Google account. 
Over time, the system learns the patterns 
of real people—but it also means that 
Google could gain access to every single 
page you access.

Algorithmic Determinism

Data is being mined, refined, and pro-
ductized in order to sort, tag, and catalog 
people. Why? To make it easier for 
systems to make decisions for, on behalf 
of, and about them. In this new age of 
algorithmic determinism, AI systems 
assign scores in the absence of context 
or special circumstances. In the digital 
realm, statistical learning techniques 
are used to create digital identities for 
individual users, including their prefer-
ences, use patterns, and the structure of 
their social graphs, among other factors. 
AI systems assign scores based on limited 
historical data, and the result is a cari-
cature of what machines think we are, 
rather than a reflection of our true selves. 
AI systems continue to mine and crunch 
data, again and again, until a predefined 
goal is achieved.
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Scoring Companies

A longstanding goal of China’s Social 
Credit System is to create what the 
Communist Party of China (CCP) calls 
a “fair, transparent, and predictable” 
business environment. To accomplish 
that goal, China’s ambitious Corporate 
Social Credit System (CSCS) comprises a 
nationwide data-gathering effort intend-
ed to regulate corporate behavior. The 
CSCS poses a new threat to businesses 
operating in China; businesses could be 
subjected to arbitrary rule enforcement 
or new regulations regarding IP or tech 
transfer. The CSCS includes a plan for 
centralizing data from domestic and 
foreign companies inside a government 
system, allowing the CCP to monitor 
the activities of all entities operating in 
China. Chinese companies and trade 
associations are required to contribute 
data about their foreign partners and to 
enforce blacklists.

Scoring Uighurs

In late 2019, the leak of highly classified 
government documents revealed an 
operations manual for detention camps 
in the far western region of Xinjiang, 
where scoring is used for predictive po-
licing. It is in this region where China’s 
Muslim Uighur community lives. The 
International Consortium of Investi-
gative Journalists published a detailed 
report showing the scope and ambition 
of Beijing’s scoring system, which awards 
points and punishments for inmates in 
the camps. China argues its “re-education 
camps” and scoring system were built to 
combat terrorists and radical religious 
extremism.

Autonomous security checks in China match passenger faces with ID databases.
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Scoring in China
By now, you are likely familiar with 
China’s Social Credit System, a vast 
ranking system that this year will see 
a national rollout. First announced in 
2014, it promised to make good on 
the government’s stance that “keeping 
trust is glorious and breaking trust 
is disgraceful.” The system will take 
some time to become fully operational 
nationwide, but already it’s granting 
and restricting permissions for Chinese 
citizens algorithmically. People are 
awarded or deducted points for a variety 
of activities, such as whether they pay 
bills on time, spread news contrary to the 
government’s viewpoints, or spend too 
much time playing video games.

Scoring Trends
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Micro-Policing

Mid-future pessimistic scenario    

Driverless cars put a dent in traffic tickets, a key source of 
revenue for police budgets. This unintentional defund-
ing leaves law enforcement searching for new sources of 
income. Scoring and recognition programs provide an 
answer: micro-policing, which involves tracking down 
and charging people for minor crimes and infractions us-
ing recognition technology such as biometrics, proximity 
sensors, spatial internet, and more. Littering, jaywalking, 
and even “borrowing” your neighbor’s Wi-Fi come with 
hefty fines. Obscure, outdated laws that haven’t been 
applied in ages are suddenly revived and enforced. This 
practice of micro-policing may be a boon for police de-
partments, but the constant fear of being fined for barely 
perceptible infractions has citizens longing for the days of 
good old parking tickets.
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INNOVATION

In what ways could algorithmic scor-
ing itself be improved? For companies 
that engage in scoring, there is ample 
opportunity to disrupt the current model 
and make needed improvements to 
address bias, how vulnerable com-
munities are scored, and how the vast 
dimensions of people are reflected in 
the outcomes that are generated. In-
novation teams can play an important 
role by working together with product, 
risk, consumer insights, UX and e-com-
merce teams on their expectations and 
road maps.

R&D teams working on algorithms and 
scoring need to have a good degree 
of autonomy to design, build, and test 
new ideas and to experiment with 
models—but given the sensitive nature 
of scoring, they should coordinate their 
activities with strategy, innovation, and 
risk teams. As new research is pursued, 
transparency should be prioritized. 
Show other teams what work is in prog-
ress, and invite discussion about ethics 
and accountability. This will build trust 
within the company and will ensure an 
easier go-to-market strategy down the 
road, whether the intended customers 
are other teams inside the organization 
or external people and customers.

Scoring presents tremendous oppor-
tunities to help businesses understand 
their customers better, which is why in 
2021, every organization must devel-
op a data governance strategy and 
ethics policy. For those who work in risk 
and compliance, this will be the start 
of a newly complicated landscape. 
Organizations will need to hire compli-
ance specialists who understand the 
complexities of using scoring systems 
in general, and as they relate to work-
er or customer safety in the wake 
of COVID-19. For those in the public 
sector, massive-scale scoring impacts 
every facet of our daily lives, and it will 
soon influence geoeconomic relation-
ships around the world.

Strategy officers should view scoring 
as an opportunity and a risk. Algo-
rithmic scoring systems automate 
factors of strategic importance to 
companies—consumer intent, finan-
cial risk, workplace satisfaction—but 
they should be used as part of a clear 
set of plans and actions. Approach 
scoring with unconventional or con-
trarian thinking: What will be scored, 
and why? How would scoring lead to 
downstream risk for the company? 
How does scoring fit into the compa-
ny’s longer-term growth ambitions?  

R & D RISKSTRATEGY

Application
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Key Questions

What new insights require 
a deeper understanding? 

Where must we take 
action in the next quarter 
or year? 

These include issues 
related to proposed 
or new regulations, 
changes in technology, 
and shifts in consumer 
sentiment (domestic and 
international).

Do our current data 
hygiene and data 
governance policies 
create vulnerabilities?

Some teams may 
first need to ask: 
Do we even have a 
data hygiene or data 
governance policy?  

With regard to scoring, 
what is our position on 
transparency, ethics, and 
accountability? 

Do our employees 
understand this position?

Do our customers?

?
1 2 3

We recommend using this report to support your strategic 
foresight activity in the coming year. Every executive team should 
begin by asking these questions about recognition and scoring:
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+ As current forms of digitally 
mediated reality evolve and new 
forms emerge, they are poised to 
merge along a virtuality-reality 
spectrum.

+ Diminished reality, or DR, is a 
form of augmented reality fo-
cused on suppressing existing 
elements of our physical envi-
ronment, rather than introducing 
new digital elements to it. DR 
represents a unique and exten-
sive range of AR applications.

+ The shift from hands-on to 
heads-up is upon us, marked 
by the gradual transition from 
smartphones to smart eyewear.

+ With advancements in spatial in-
ternet, and the impending spread 
of 5G and smart eyewear, the 
prospect of a metaverse—a per-
sistent, shared, digitally mediated 
realm that layers into the physical 
world—is coming into focus. 

+ Smart eyewear will rely in part 
on advanced voice technology, 
so expect investment and ad-
vancements in natural language 
processing and generation, and 
emotive recognition.

+ The combined augmented and 
virtual reality market is estimated 
to be valued in the hundreds of 
billions of dollars within the next 
decade.

+ Synthetic media will become 
an integral part of our future XR 
experiences.

+ In the wrong hands, synthetic 
media can be a powerful and 
dangerous tool in spreading mis-
information and disinformation.

+ As margins continue to shrink in 
news media, industry consolida-
tion continues, at the expense of 
journalistic integrity.

+ News outlets are encountering 
competition well beyond their in-
dustry as the subscription econ-
omy matures and an ever-grow-
ing list of companies vie for the 
attention, time, and money of an 
overstimulated audience.
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I do think that a significant portion of the population of 
developed countries, and eventually all countries, will 
have AR experiences every day, almost like eating three 
meals a day. It will become that much a part of you.

	 — Apple CEO Tim Cook
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As a constellation of technologies 
including smart eyewear, game 
engines, natural language pro-
cessing and generation, volumet-
ric video, and haptics continues to 
evolve, it is critical that we draw 
distinctions between the various 
digitally mediated realities that 
span the reality-virtuality spec-
trum. With AR, VR, MR, XR, and 
DR—and more R’s inevitably on 
the way—reviewing their defini-
tions and differences is the first 
step toward better understanding 
the future of the field.

AR vs. VR

Though both can be experienced via 
smart glasses or head-mounted displays, 
augmented reality (AR) and virtual reality 
(VR) are fundamentally different, and 
should be treated as such. AR makes 
digital alterations or additions to your 
existing environment, but you generally 
remain oriented to your physical sur-
roundings. VR immerses you fully in a 
virtual environment, one that is either ar-
tificially generated or emulates real-world 
surroundings other than your own. 
While they may share hardware, AR and 
VR each have unique applications, with 
enterprise and consumer use cases for AR 
eclipsing those for VR at present.

MR vs. XR

Mixed reality (MR) anchors virtual ele-
ments to corresponding physical elements 
in your environment—you can still phys-
ically interact with objects and surfaces, 
but their appearance and reactivity may 
be virtually altered or enhanced. MR 
experiences do not take place fully in 
the physical nor the virtual world, but 
in a hybrid of the two. Extended reality 
(XR) is more of an umbrella term that 
spans the reality-virtuality continuum, 
including AR, MR, and VR. XR some-
times overlaps with varying definitions 
of the virtuality-reality spectrum, spatial 
computing, or Web 3.0, and the so-called 
metaverse.

DR is AR 
(but not the other way around)

Diminished reality (DR) is not fully 
immersive, leaving you anchored in your 
physical environment but with certain 
visuals, sounds, or other sensory elements 
suppressed. Thus, all DR is typically 
considered a subset of AR—that does not 
mean, however, that all AR is DR.

Technology now blends the physical and 
virtual worlds.
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Keeping Track of New Realities
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Diminished reality (DR) 
is the field of AR that 
focuses on virtually 
masking, reducing, or 
suppressing features of 
one’s environment. As 
smart glasses prolifer-
ate and AR becomes 
commonplace over the 
next decade, DR pres-
ents an opportunity to 
virtually shape our re-
ality rather than simply 
build on top of it.

EXAMPLES

DR has existed in some form for over a 
decade, with one of the most ubiquitous 
examples being noise-canceling head-
phones. But as the technology matures 
and is developed for the audiovisual ap-
plications of smart eyewear, it will allow 
users to target specific stimuli to suppress, 
isolating a specific speaker’s words and 
appearance in a crowded room, or re-
moving all advertising from view during 
a walk through the city center. But there 
are also therapeutic applications for those 
with unique sensitivities, such as for 
those suffering from PTSD. One study 
published by the Institute of Electrical and 
Electronics Engineers outlines a series of 
experimental workshops that used DR to 
assist individuals on the autism spectrum 
“who are adversely affected by continu-
ously changing surroundings or distract-
ing visual incidents.”

DISRUPTIVE IMPACT

Diminished reality forces us to rethink 
how digital mediation can shape our 
surroundings by subtractive rather than 
additive means, improving quality of 
life for a broad range of users, but not 
without risks.

EMERGING PLAYERS

•  Amazon Sumerian

•  Apple’s ARKit

•  Google’s ARCore

•  Vuforia Engine

Diminished reality has the power to remove ob-
jects from view, seamlessly filling in backgrounds 
to mask the objects’ absence.
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1ST YEAR ON THE LIST

Diminished Reality
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Smart eyewear and 
head-mounted displays 
(HMDs) are already 
on the market; as the 
devices spread, gener-
ating more real-world 
data with which to up-
date and fine-tune their 
hardware and operat-
ing systems, they are 
strongly positioned to 
replace smartphones 
as the primary personal 
device.

EXAMPLES

The transition from hands-on to heads-
up mobile computing has begun, with 
everyday smart eyewear trickling into 
the consumer market. Amazon’s Echo 
Frames, which were quietly made avail-
able to the public at the end of 2020, 
prove that smart glasses can have “dumb” 
lenses—the tech in these frames is purely 
auditory (they have an on-board Alexa 
voice assistant), using bone conduction 
technology rather than in-ear compo-
nents. The audio-first approach is a clever 
way to ease smart eyewear into the mar-
ket, avoiding the privacy concerns sur-
rounding video-enabled products like the 
conspicuous—and widely criticized—orig-
inal Google Glass. It also gives manufac-
turers more time to engineer the complex 
smart lens systems that will eventually 
support XR applications. Watch for sleek-
er but simpler smart eyewear devices and 
bulkier but more powerful HMDs like 
Facebook’s Oculus Quest and Microsoft’s 
HoloLens to inch closer to one another in 
terms of capabilities and form factor.

DISRUPTIVE IMPACT

Smart eyewear is expected to upend 
industries and interfaces designed for the 
smartphone by offering a more versa-
tile hands-free alternative to the trusted 
mobile device. HMDs, on the other hand, 
have already begun to reshape enterprise 
solutions, from the field to the factory 
floor. Current smart eyewear, often 
designed to resemble recognizable tradi-
tional eyeglasses with simple but useful 
connected features, is meant to seamlessly 
blend into our everyday lives and facili-
tate daily activities. HMDs, which offer 
more robust functionality but are too 
cumbersome and restrictive for casual use 
on the go, are more commonly used in 
controlled workplace environments, or 
for mostly stationary entertainment and 
gaming. As smart eyewear adds more ad-
vanced features, and HMDs become more 
lightweight and comfortable, the two 
closely related technologies may begin to 
converge.

EMERGING PLAYERS

•  Amazon’s Echo Frames

•  Apple’s forthcoming smart eyewear 
product

•  Epson Moverio

•  Facebook’s Oculus Quest 2

•  Microsoft’s HoloLens 2

•  Solos

•  Snap Spectacles 3

•  Vue

•  Vuzix Blade

The first generation of smart eyewear resembles 
traditional glasses, but future iterations will incor-
porate the technology into something akin to a 
contact lens.
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Smart Eyewear and Head-Mounted Displays
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From factory floors to 
virtual meeting rooms, 
AR has a broad range of 
business applications, 
fueling accelerated in-
vestment and growth in 
the field, while VR takes 
longer to mature.

EXAMPLES

Microsoft’s HoloLens 2 head-mounted 
display was designed specifically with 
business solutions in mind, incorporat-
ing cloud and AI functionality, interop-
erability with industry partners, and a 
suite of developer tools. The device has 
already been adapted for the U.S. Army, 
with thermal imaging and night vision 
among its many advanced capabilities. 
Smart eyewear and HMD maker Nreal 
has announced an Android-compatible 
“all in one” enterprise headset that looks 
more like a helmet than a pair of glasses, 
with on-board edge computing capabil-
ities. The uses of these business-focused 
headsets are wide-ranging, encompass-
ing everything from monitoring supply 
chains and complex equipment via digital 
twins, to hosting remote meetings in 3D, 
to providing guided AR tutorials as part 
of workplace training.

DISRUPTIVE IMPACT

Companies of all sizes and industries 
should be asking themselves where 
AR can be implemented to streamline 
and enhance functions and processes 
throughout the organization. AR devices 
are now being offered as part of a larger 
ecosystem, compatible with third-party 
operating systems and developer kits that 
allow smaller companies to plug in to 
existing systems, while bigger companies 
can design and customize their own.

EMERGING PLAYERS

•  CAE

•  GIGXR

•  Hevolus

•  Kognitiv Spark

•  Medivis

•  Nreal

•  PTC

•  Spatial

•  Trimble

Microsoft’s HoloLens 2 was designed specifically 
with business solutions in mind.
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Holograms are light 
field recordings that, 
when reproduced, can 
appear as static or 
dynamic three-dimen-
sional visuals. The term 
is also more generally 
applied to any image 
that is rendered to ap-
pear in 3D.

EXAMPLES

In December 2020, Netflix launched an 
AR hologram tool ahead of releasing the 
George Clooney movie “The Midnight 
Sky.” It let people record and upload a 
short video message and see it trans-
formed into AR holograms. Blank XR is 
developing a concert platform that would 
allow fans to engage with musicians’ 
holograms via a mixed-reality applica-
tion. Los Angeles startup Portl launched 
phone booth-sized boxes that can project 
a real-time, full-size holographic likeness 
of a person or character. Holograms have 
been key to successful concert tours fea-
turing bygone stars like Roy Orbison and 
Frank Zappa, and will soon allow produc-
tion companies to draw popular synthetic 
media influencers like Lil Miquela and 
artists like Japanese act Hatsune Miku 
out of our screens and into our spatial 
environment.

DISRUPTIVE IMPACT

The accurate digital reproduction of faces, 
bodies, and other complex structures in 
dynamic 3D form is critical to the evolu-
tion of augmented and virtual reality. As 
smart eyewear edges out the smartphone 
as our primary personal device, holo-
grams, variously combined with deepfake 
technology and synthetic media, may 
soon inhabit our everyday environments. 
They’ll represent a range of artificially 
generated characters, celebrity stand-ins, 
brand spokespeople, historical figures, 
and lost loved ones. In the medical field, 
holographic mapping can provide doc-
tors with a 360-degree view of a patient’s 
internal organs, vessels, bones, and tissue, 
which can assist with diagnostics and 
surgeries, with multiple apps already 
approved by the U.S. Food and Drug Ad-
ministration. As it evolves, this technol-
ogy could be used in remote workplace 
training and collaboration. Expect to hear 
more about holograms as resolution, vol-
umetrics, and depth of field improve, and 
as 5G fuels the level of high-bandwidth 
instantaneous data transfer needed for 
lifelike holographic streaming.

EMERGING PLAYERS

•  Blank XR

•  Netflix

•  Portl

•  Kaleida

•  Eyellusion

•  Base Hologram Productions

•  Hologram USA

•  EchoPixel

•  OpenSight

•  Crypton Future Media

Prominent attorney Robert Kardashian (left), who 
passed away in 2003, was re-created in holo-
graphic form (right) by production house Kaleida 
in 2020 as a birthday gift for his daughter Kim.

Image Credit: GETTY IMAGES/@KIMKARDASHIAN
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Eco-Sight

Near-future optimistic scenario    

There’s more to reality than what meets the human eye. 
As we extend technology past the limits of our senses, we 
create filters that allow us to see through the eyes of other 
species. Earth looks like a different planet. To the man-
tis shrimp, the ocean is an aurora borealis of previously 
unimagined colors. Birds look brighter and more opu-
lent when we finally see them through their own eyes. 
Mushrooms littered across the forest floor are revealed 
as the various fruiting bodies of one unified underground 
organism. These eco-sense experiences make their way 
into school curricula, corporate retreats, therapeutic pro-
grams, environmental policymaking, and the art world. 
The more time we spend using the filters to augment 
our senses, the more empathy we develop for the natural 
world, seeing nature as it sees itself. These experiences 
make us more life-centric, motivating us to nurture and 
protect our planet. 
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KEY INSIGHT 

Holographic displays 
allow content creators 
to see their digital 
designs in physical 
space.

EXAMPLES

Spatial displays offer the magic of vir-
tual reality without having to strap on 
a head-mounted display. Instead, a flat 
screen projects objects in what looks 
like a hyper-realistic, three-dimensional 
diorama. Spatial displays use high-speed 
face and eye-tracking cameras to always 
detect the position of the viewer’s eyes in 
real time. A video generation algorithm 
responds to the viewer’s eyes, while tiny 
lenses deliver stereoscopic images to 
each eye. Sony’s Spatial Reality Display 
debuted last fall with a dedicated software 
development kit supporting Unity and 
Unreal Engine 4.

DISRUPTIVE IMPACT

For now, this technology is aimed at de-
signers, architects, and marketers. But as 
spatial displays improve and mature, they 
will change how we watch movies, test 
drive vehicles, and attend board meetings. 
Doctors will show their patients what’s 
going on inside their bodies, and history 
teachers will take students on tours of 
ancient ruins.

EMERGING PLAYERS

•  Sony

•  Intel

•  Unity

•  Unreal Engine

Sony’s Spatial Reality Display follows eye move-
ment down to the millisecond.
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360° Video

360-degree video is created with a special 
camera rig designed to capture omni-
directional footage. Once the video is 
rendered, viewers can rotate their point 
of view using a mouse, touch-screen, or 
motion-control gesture to explore the 
recorded scene. The format offers a more 
immersive and active viewing experi-
ence for entertainment, documentary, 
and news than traditional video, but one 
that can still be viewed through standard 
mediums like laptop and mobile device 
screens. It is a relatively simple and low-
cost alternative to the total immersion of 
more advanced forms of virtual reality.

Volumetric Video

A pivotal technology for developing 
XR experiences, volumetric video is the 
capture of a space, figure, or event in 3D. 
The resulting video can then be viewed 
either on a screen or XR device. While 
360-degree video allows viewers to rotate 

their perspective and view the full scope 
of their surroundings from a fixed point, 
volumetric video allows viewers to pivot 
around their subject viewing it with 
depth, and from all angles. Microsoft’s 
Mixed Reality Capture Studios are an in-
ternational network of certified facilities 
for capturing volumetric video intended 
for MR applications. Once smart eye-
wear is the norm, we will come to expect 
content to be experienced volumetrically, 
rather than the flat perspective offered by 
smartphone, tablet, and desktop screens.

Spatial Audio

Just like volumetric video gives perspec-
tive and depth to visual content, spatial 
audio is broadcast in such a way that the 
listener interprets the sounds as occupy-
ing various spaces in their environment. 
The latest editions of Apple’s AirPods 
feature spatial audio technology—when 
it is activated, sounds are perceived in re-
lation to the listener’s positioning as well 
as the positioning of the source device. 

For example, if you’re watching an action 
film on your phone and you turn your 
back to it, an explosion in the film would 
then be heard from behind you, rather 
than before you. Similarly, when you 
move the phone but keep your head still, 
the auditory perspective shifts with the 
positioning of the device. This technology 
will be central to creating lifelike sensory 
experiences in XR.

WebAR/WebVR

The majority of AR and VR experiences 
available today require users to download 
an app to their device, but WebAR and 
WebVR are part of a burgeoning field 
in which AR and VR experiences are ac-
cessible directly through a browser. This 
successfully sidesteps the data storage 
limits and device compatibility issues that 
might hinder an app-based experience, 
effectively helping the AR or VR content 
reach a broader audience more efficiently. 
The field is still in its infancy, but prom-

ises to create a new paradigm for AR and 
VR that is more inclusive and immediate-
ly available.

The Metaverse

A term originally coined by Neal Ste-
phenson in his iconic 1992 sci-fi novel 
“Snow Crash,” the metaverse refers to an 
all-encompassing shared virtual realm. 
While definitions vary, and some have 
strayed from the novel’s depiction of the 
concept, today the metaverse is often de-
scribed as persistent—meaning its collec-
tive network of 3D virtual spaces cannot 
be turned on or off, but exists continu-
ously—and shared—meaning various us-
ers can access it freely and interact within 
it. By most definitions, the metaverse 
encompasses all AR, virtual realms, and 
the internet. While the concept can be 
difficult to grasp at the moment, it is like-
ly to come into clearer focus as AR and 
VR platforms proliferate, and virtuality 
becomes a regular, if not constant, part of 
our everyday lives.

Australia-based Imagine Room operates the 
country’s first Mixed Reality Capture Studio.

© 2021 Future Today Institute129

Watch Closely Informs Strategy Act NowNew Realities, Synthetic Media,  
News & Information00 01 02 03 04 05 06 07 08 09 10 11 12

New Realities Trends



© 2021 Future Today Institute

The Future of Live 
Entertainment

Corey Johnson

CEO/Partner,  
ProductionClub

Live music and entertainment will 
never be the same. Where less 
than two years ago live-streaming 
and virtual events were the odd 
stepchild of the live events indus-
try, this segment not only became 
relevant but entirely supplanted 
the traditional live event and en-
tertainment industries in 2020. The 
pandemic triggered a rapid shift of 
focus, the creation of new business 
paradigms, and a series of innova-
tions that will revolutionize events 
and create an entirely new type of 
live experience in the future. This 

new type of hybrid entertainment 
will combine the best of in-person 
live events, broadcast, interactive 
digital media, and real-time game 
environments.

Technology in events and  
live entertainment

For the past decade, digital tech-
nologies have had a growing influ-
ence on the live music and enter-
tainment industries. Technologies 
such as XR (extended reality), AR 
(augmented reality), and VR (virtual 
reality) have been developed and 
touted as revolutionary. Low-cost, 
low-power LEDs have transformed 
lighting technology and the avail-
ability of higher-quality, higher-res-
olution displays have cemented the 
role of video and visuals as an es-
sential part of the live experience. 
Further, real-time game engines 
such as Unreal and Unity have 
gone from the realm of experimen-
tation and innovation into founda-
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tional building blocks and tools for 
creating the live environment.

However, until recently the appli-
cations of these new technologies 
has been primarily in support of 
the in-person, physical live event 
experience. Technology has been 
used to create video elements, add 
spectacle and visual intrigue, or 
more deeply embed brands and 
advertisers into the event. All of this 
changed in 2020. COVID-19 not 
only made in-person live events 
challenging, but impossible to be 
done safely and at any viable eco-
nomic scale. As such, live streaming 
and virtual event platforms went 
from the periphery to the center of 
the action.

At the start of 2020, live-streaming 
and virtual event platforms were 
more-or-less irrelevant as far as 
the public was concerned, but by 
mid-year they were the only way to 

gather and had entirely replaced 
live concerts, conferences, and en-
tertainment worldwide. Twitch, for 
example, was regarded as a fringe 
streaming platform where gamers 
could gather and watch each other 
play. Discord was the same, exist-
ing as a communication tool for 
small communities. Even the top 
enterprise players such as Zoom 
or Skype were primarily viewed 
as business tools, certainly not as 
technology platforms replacing 
any and all group gathering and 
socialization at global scale.  

Now in 2021, the industry still finds 
itself contending with significant 
uncertainty. Festivals such as 
Coachella have been canceled 
for the second year in a row, in-
dustry giant Live Nation’s revenue 
dropped 95%, and the timeline and 
comeback of concerts is unknown 
and will be dictated by the success 
(or failure) of vaccines.

So what will events of the future 
look like?  No one knows exactly, 
but the virtual event genie is not 
going back in the bottle. What was 
once an after-thought is now the 
focus of an entire industry. This 
year, 2021, will be full of innovation. 
It will include new companies and 
platforms that have not previously 
existed, next-generation XR perfor-
mances and awards shows such 
as MTV’s VMA Awards, and new 
initiatives from incumbents, such as 
Sony, which is building an in-house 
studio dedicated solely to creating 
these immersive at-home experi-
ences.  With Travis Scott’s Fortnite 
performance live-streamed to 
more than 12 million simultaneous 
users and an entire generation of 
youth spending their social time in 
Roblox—which is valued at $30 bil-
lion with 150 million monthly active 
users—the forthcoming shifts in the 
industry look to be tectonic in scale.

© 2021 Future Today Institute

So what will events of 
the future look like?  No 
one knows exactly, but 
the virtual event genie 
is not going back in the 
bottle.
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Looking forward

At Production Club, we believe that 
the future is not about whether 
events will be physical or virtual. It 
is highly likely that the innovation 
will occur simultaneously in both 
physical and virtual mediums. 

We are calling these hybrids “Col-
lective Experiences.” This new type 
of event will happen all at once in 
physical venues, on web-based 
interactive live-streams, and on 
virtual avatar-based game plat-
forms. These events will not be 
constrained by physical location or 
time in the same way that events 
were prior to 2020. Technology will 
continue to accelerate and em-
power this transformation with a 
far greater emphasis on the virtual 
medium, as audiences wake up 
to its possibilities, efficiency, and 
offerings. Further, as gaming and 
tech companies explore ideas like 

the metaverse as depicted in sci-
ence fiction like “Snow Crash” and 
“Ready Player One,”  it is clear that 
technology’s impact on live events 
and entertainment is still in a na-
scent phase. There is much more to 
come.

Covid has reinforced and solidified 
the fact that humans have a fun-
damental and irreplaceable desire 
to gather, communicate, socialize, 
and be entertained in groups large 
and small. In the coming years, 
technology must be developed to 
support, enhance, and accelerate 
collective experiences by offering 
more quality, diversity, and ac-
cessible live entertainment for all. 
Ultimately it’s not about the tech-
nology itself but how it is utilized to 
bring us together that matters.

**

Corey Johnson leads Production 
Club’s overall direction and focus, 
working across the creative and 
production spectra.
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KEY INSIGHT 

Synthetic media con-
sists of algorithmically 
generated digital con-
tent, including audio, 
video, deepfakes, virtual 
characters and environ-
ments, and more. The 
technology will become 
an integral aspect of 
future XR experiences.

EXAMPLES

Synthetic media is created using artificial 
intelligence. Algorithms use an initial set 
of data to learn—people, voices, pho-
tos, objects, motions, videos, text, and 
other types of media. The end result is 
realistic-looking and realistic-sounding 
artificial digital content. Voice clones, 
voice skins, unique gestures, photos, 
and interactive bots are all part of the 
ecosystem. Synthetic media can be used 
for practical reasons, such as generating 
characters in animated movies or act-
ing as a stand-in for live action movies. 
Synthetic media can automate dubbing in 
foreign languages on video chats and fill 
in the blanks when video call frames are 
dropped because of low bandwidth issues. 
Imagine an entirely new genre of soap 
opera, where AI systems learn from your 
digital behavior, biometrics, and personal 
data, and use details from your personal 
life for the storylines of synthetic charac-
ters. In an ultimate expression of a “reality 
show,” synthetic characters would play to 
an audience of exactly one: you.

DISRUPTIVE IMPACT

Watch for synthetic media to appear 
more frequently in 2021, representing 
new opportunities and risks for busi-
nesses, and reshaping the entertainment, 
service, and communications landscape.

EMERGING PLAYERS

•  Samsung Next

•  Loudly

•  Endel

•  Replica Studios

•  Lovo

•  Modulate

•  Rephrase.ai

•  Synthesia

•  Alethea.ai

•  Carv3d

•  Animatico

•  Narrativa

•  DeepNatural

•  Baidu Research

Chinese virtual influencer Ling debuted in May 2020.
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ble Ai, and DeepZen synthesize voices for 
a host of purposes. For example, you can 
fake a conversation between yourself and 
your favorite celebrity, provided there are 
enough publicly available audio files of 
that celebrity to build a dataset. Soon, the 
technology will be able to match and rap-
idly deploy synthetic voices personalized 
for every consumer. If you loved “Daria” 
as a kid, you might hear Daria Morgen-
dorffer’s voice (or Jane Lane’s) during a 
car commercial, while your spouse might 
instead hear Phil and Lil’s mom from 
“Rugrats.” We should remember that 
in this era of misinformation, synthetic 
voices might also be used to trick unwit-
ting consumers.

Deep Behaviors and Predictive 
Machine Vision

Researchers at MIT’s Computer Science 
and Artificial Intelligence Laboratory 
(CSAIL) trained computers to not only 
recognize what’s in a video but to predict 
what humans will do next. Trained on 

YouTube videos and TV shows such as 
“The Office” and “Desperate Housewives,” 
a computer system can now predict 
whether two people are likely to hug, 
kiss, shake hands, or slap a high five. This 
research will someday enable robots to 
more easily navigate human environ-
ments—and to interact with humans by 
taking cues from our body language. It 
could also be used in retail environments, 
while we’re operating machinery or while 
we’re in classrooms learning.

Generative Algorithms for Voice, 
Sound, and Video

A team at University of California, Berke-
ley, created software that can transfer the 
movements of one person in a video to 
someone in another video automatically 
using a generative adversarial network. 
For some time, we’ve been training 
computers to watch videos and predict 
corresponding sounds in our physical 
world. For example, researchers at MIT’s 
CSAIL experimented to learn wheth-
er a computer could accurately predict 

what sound is generated when a wooden 
drumstick taps a couch, a pile of leaves, 
or a glass windowpane. The focus of this 
research is to help systems understand 
how objects interact with each other in 
the physical realm. 

Mapped Synthetic Environments

Companies are now mapping the real 
world to generate synthetic digital twins. 
Amazon has been studying Snohomish 
County in Washington, building realistic 
simulations of the region’s roads, build-
ings, and traffic. Its maps are reported 
to be accurate down to the centimeter, 
precisely tracking subtle gradients in 
pavement and noting unique markings 
on sidewalks. Amazon fused maps and 
3D data to build synthetic versions of 
the county to test delivery drones. These 
kinds of virtual environments will be 
necessary as the company moves drones 
from research labs into the mainstream. 
Amazon tested its Scout delivery robot 
in the real world, having trained it in the 
synthetic environment.

The 2021 Super Bowl aired a commercial featur-
ing a synthesized Vince Lombardi.
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Speech Synthesis

Also known as “synthetic speech” or “text-
to-speech technology,” speech synthesis 
mimics real human voices and deploys 
them to various interfaces. With enough 
data and training, a speech synthesis 
system can learn the spectral frequency 
of anyone’s voice and produce someone’s 
digital voiceprint. One company, Syn-
thesia, uses this technology to dub people 
through automated facial reanimation. 
This will be especially useful for movies 
with wide, international releases. Actors’ 
facial expressions and mouths can be 
reformatted to ensure local languages are 
synchronized correctly.

Modulating Custom Voices

Generative algorithms are creating syn-
thetic voices that sound just like the orig-
inal, and those voices can be modulated 
to the exact pitch and tone desired. The 
AI learns over time to recognize not only 
intonation, but also emotional cadences. 
Replica Studios, Lovo, Voicemod, Resem-

Synthetic Media Technologies



Live Portraits

In a new application of synthetic me-
dia, Israeli startup D-ID used its face 
recognition technology to generate live 
portraits from old photos. Members of 
MyHeritage, a genealogy platform, could 
upload old family photos or animate those 
already in the platform’s database. The 
result: live portraits, reminiscent of “Har-
ry Potter.” The technology maps a digital 
picture to an AI system that renders 
smiling, blinking, and head movements in 
a short video. 

Synth-pop Makes a Comeback

Synthetic media will give rise to an 
entirely new kind of celebrity in the 21st 
century: synthetic pop stars. It also affords 
a host of opportunities to make and save 
money. Already there are a number of 
synthetic pop stars with very large fan 
bases. Lil Miquela is a sort of Beyonce of 
synthetic stars, with 3 million followers 
on Instagram as of the start of this year. 

She is a model for brands like Prada and 
Calvin Klein, a musician with popu-
lar tracks on Spotify, and a paid brand 
ambassador for enormous, global compa-
nies like Samsung. And she has friends: 
Bermuda, a rule-breaking bad girl model/
influencer and Blawko, a Los Angeles–
based guy who likes fast cars and Absolut 
vodka, and is never without his trade-
mark face scarf covering his nose and 
mouth. In many ways, these stars are the 
antidote to teen stars like Lindsay Lohan 
and Shia LeBeouf who, for one reason or 
another, stray from their carefully crafted 
public images and cause headaches for 
their agents, managers, and the brands or 
projects they represent. Synthetic stars 
don’t sleep. They don’t eat. They never 
get tired, even if they’re pushed 24 hours 
a day. They don’t drink alcohol or use 
drugs, would never say anything off-mes-
sage, and their mug shots would never go 
viral. (Unless it was planned, of course. 
Over the summer, Bermuda posted her 
own mugshot on Instagram to “get ahead” 

of the press.) While Bermuda and Blawko 
aren’t programmable yet, China’s AI news 
anchors are. China’s state news agency 
Xinhua employs AI news anchors Xin 
Xiaomeng, Qui Hao, and Xin Xiaohao, 
who appear in videos and also write 
stories for the agency.

Simulating Human Experiences

What if you could interact with a simulat-
ed person to learn from them or practice 
management techniques? Would you in-
vite a synth to a dinner party? Samsung’s 
Technology and Advanced Research Labs 
(STAR Labs) thinks the answer is yes. It 
developed Neon, “a computationally cre-
ated virtual being that looks and behaves 
like a real human, with the ability to show 
emotions and intelligence.” Neons aren’t 
intended as a stand-in for the internet. 
They were built to hang out with you. 
U.S.-based startup Talespin built synths 
in virtual reality to teach people “soft” 
management skills, including how to 

encourage team members or how to fire 
someone with empathy and compassion. 
Canadian startup TwentyBN built a syn-
thetic sales associate to cheerfully interact 
with customers—and convince them to 
spend more money.

Synthetic Voice Fraud

Synthesized media has a known problem 
area: It can be used by malicious actors 
to mislead people, to trick voice authen-
tication systems, and to create forged 
audio recordings. Voice fraud costs U.S. 
businesses with call centers $14 billion 
last year alone, according to a study by 
call center software maker Pindrop. 
Google has been working on a synthetic 
speech dataset as part of the ASVspoof 
Challenge, which is an open-source, 
global initiative designed to help develop 
countermeasures to fight spoofed speech. 
Researchers hope that the challenge 
will lead to more secure synthetic voice 
content. 

Frank is an artificial person from Samsung.
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situations and must decide whether to 
shoot synthetic civilians. Where do we 
draw the lines between disclosure and 
pure fantasy? Parody for laughs and 
deepfakes for harm? What happens when 
synthetic content seems so real that the 
psychological implications are intense 
and profound? What if someone gener-
ates synthetic environments that mirror 
real-world situations and real people? 
No existing laws or regulations govern 
synthetic content, although some people 
suggest adapting current laws, such as 
those covering libel, defamation, identity 
fraud, or impersonating a government 
official.

Using Synthetic Media to Get 
Around Copyright Laws

In many countries it is illegal to plagiarize 
someone’s original content. You might 
remember the 1989 pop-rap crossover hit 
“Ice Ice Baby” by Vanilla Ice. He sampled 
David Bowie and Queen’s collaboration 

“Under Pressure” (you know the base 
line hook: da-da-da---da-da-da-dum) but 
didn’t get permission first. He tried to 
get around copyright law saying that he 
added a beat between notes (Ice’s version: 
da-da-da...da-da-da-dum, DA---da-da-da-
--da-da-da-dum) and made it a distinctly 
different song. The case settled out of 
court, but it shined a light on how U.S. 
copyright laws were created to protect 
the financial—not creative—interests of 
artists. What if someone created a slightly 
altered copy of you for promotional com-
mercials? For example, if your likeness 
was edited to include facial hair and a 
pair of glasses you don’t have in real life, 
and then used without your permission—
would those details eliminate the legal 
requirement for consent? 

Synthetic Media Marketplaces

We already got a taste of what our future 
synth media marketplaces will look like. 
In 2018. a subreddit dedicated to publish-

ing deepfakes morphed into a makeshift 
marketplace. Users were volunteering to 
create deepfake videos of celebrities, co-
workers, family members, neighbors, and 
enemies in exchange for crypto-currency. 
In the near future, marketplaces to com-
mission, buy, and sell synthetic media, as 
well as their attributes, will be visible on 
the dark social web.

Truth Decay in an Era of Synthetic 
Media

In 2021, we expect to see synthetic media 
technologies further commercialized and 
made widely available. But without the 
infrastructure in place to help consumers 
distinguish between synths and humans, 
the likelihood of misinformation cam-
paigns remains high. Synthetic media 
could be weaponized by governments, 
activist groups, and individuals, and could 
be treated the same as all other internet 
content, showing up in search results, 
on our smart speakers as audio content, 

on our connected TVs, in our inboxes, 
and throughout social media. Synthetic 
media can be particularly inflammatory 
in the political realm, where both sides of 
a polarized public are motivated by social 
media algorithms to share and engage 
with sensationalized content without nec-
essarily verifying its authenticity.
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Synthetic Sex Tapes

Natalie Portman, Emma Watson, Taylor 
Swift, and Daisy Ridley—smart, talented 
artists—began “appearing” in adult videos 
in late 2018. Convincing short clips were 
made using deepfake techniques and soon 
went viral on Reddit. Not too long after, 
another Reddit user published a mobile 
application allowing anyone to make 
their own porn deepfakes. This poses 
a particular problem for public figures, 
because right now there isn’t an easy 
way for the average person to tell what’s 
real and what’s fake. Photos and videos 
can spread through social networks and 
online without much protection for those 
victimized. In the absence of digital tools 
to spot fakes, we’re left relying on critical 
thinking and common sense.

Synthetic Property Rights and 
Legal Protections

The video game “Call of Duty: Mod-
ern Warfare” was designed with brutal 
realism. Players enter lifelike combat 
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How the News 
Industry Must 
Evolve to Fit into 
Daily Life

Ebony Reed

New Audiences Chief,  
Wall Street Journal

Audiences have developed new 
behaviors and habits as a result 
of the global pandemic. At the 
same time, we are on the cusp 
of a revolutionary opportunity to 
transform news experiences with 
faster internet speeds through the 
eventual mass adoption of 5G, 
which is still in its early days. These 
changes—behavioral, societal, and 
technical—mean we are better 
positioned to create news that fits 

more seamlessly into daily life. It 
also means we have to solve prob-
lems for users and help them verify 
the accuracy of the information 
they consume.

News + e-commerce 

More people are on their devices—
like computers and smartphones—
and not just for information con-
sumption, work, and entertainment. 
A growing number of people—
more than 200 million in the United 
States—are shopping and living 
online. We need to integrate news 
into the experiences and activities 
that people are already doing. We 
should consider doing this on our 
owned and operated platforms. 
This will also involve reassessing 
the actions we allow audiences to 
take on news platforms. 

Some innovators and academics, 
including me, had proposed that 
smart homes offered new plat-
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trace the provenance of news and 
information. Some news compa-
nies define words and link to previ-
ous coverage to offer more trans-
parency, but not enough initiatives 
show audiences what to question, 
how to verify information, or how to 
track story developments on their 
own. Is it worthwhile to experiment 
with blockchain technology or use 
traditional docs to help audiences 
track news stories? Will citizens 
who can track changes in news 
begin to trust journalists more? We 
need to focus on how to empower 
audiences as we create news liter-
acy projects. 

More immersive experiences 

As 5G gains adoption and creates 
faster and more stable connec-
tions (even if it takes a decade 
to fully take hold because users 
need to upgrade devices), we are 
already asking how to build more 
immersive news experiences. This 

forms for journalism. But we’ve 
found the masses still consume 
digital news mainly on computers 
and smartphones. While offering 
products for purchase on news 
sites isn’t a new concept, we now 
have a larger base of people who, 
as a result of the pandemic, may be 
open to buying or even expecting 
it. We know that allowing people to 
take actions on our platforms can 
create a stickier experience and 
help reduce audience churn, and 
we must find ways to continue to 
leverage this trend. 

Empowering audiences 

News literacy initiatives need to 
offer more two-way interaction 
with audiences and empower 
them to determine if information is 
trustworthy, accurate,and from a 
reliable source. This is an essential 
public service. Clear plans and 
strategies are needed to show au-
diences how to use technology to 

is a unique opportunity to bring 
audiences into actual news events. 
How would it have felt to experi-
ence, in almost real time, all of the 
marches for equality and social 
justice across the world during 
the summer of 2020? How will the 
masses react when they can regu-
larly experience news, not just read, 
listen, or view it? And how will that 
impact our real-time conversations, 
opinions and lived experiences 
when we can all experience—not 
just watch—certain events in near 
real time together? 

Service journalism 

Offering audiences services and 
utility is another way we can con-
nect with and help them. People 
want to know how to write a stand-
out cover letter, write a resume, 
and grow their money. Others may 
want to know how to lose pandem-
ic pounds. We need to create con-
tent answering audiences’ immedi-

ate questions and help them solve 
challenges they are facing. We can 
already see what audiences want 
to know based on what they search 
for online and by asking them to 
tell us. As we think about growing 
the community around journalism, 
how we help people should remain 
a core focus. This is also a unique 
strength that positions news orga-
nizations to have a lasting impact 
with audiences. After all, don’t 
you recall the last time someone 
helped you?

**

Ebony Reed is New Audiences 
Chief at the Wall Street Journal, 
a member of the strategy team 
and leading efforts to expand the 
Journal’s reach. Prior to joining the 
Journal, she was director of inno-
vation at the Donald W. Reynolds 
Journalism Institute and an associ-
ate professor at the Missouri School 
of Journalism.
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Powerful people fre-
quently dismiss justified 
protest and credible 
accusations as “can-
cel culture” to evade 
consequences for their 
actions. On the other 
hand, certain “cancella-
tion” campaigns, waged 
via social platforms but 
with real-world reper-
cussions, are misguided 
or vindictive attempts to 
discredit or exploit those 
in the spotlight.

EXAMPLES

“Canceling” can come in many forms: 
calling out, deplatforming, censoring, 
boycotting. It can happen to celebrities, 
but private figures can get caught up, 
too. New York resident Amy Cooper, 
for example, faced criminal charges after 
being filmed calling 911 to falsely accuse 
and harass a Black man, and she was also 
fired from her investment firm after 
public outcry and viral bad press. Online 
vigilantism is sometimes the only way to 
hold people accountable in a world that 
doesn’t always achieve justice through 
traditional means, but not every call for 
sanctions is equal in scope or stakes. 
YouTube personalities have attempted to 
cancel each other over personal slights. 
Former President Barack Obama is one 
of many voices pushing back against the 
culture of calling people out online. “The 
world is messy; there are ambiguities,” he 
said last year. “People who do really good 
stuff have flaws.”

DISRUPTIVE IMPACT

Every day we create a robust, lasting 
record of our lives thanks to the prolif-
eration of connected devices and cheap 
data storage. As social norms evolve, 
those records will memorialize choices, 
messages, and actions that don’t neces-
sarily sync with our future selves, or our 
future culture, providing ample fodder 
for character assissination. As a society, 
the question is whether we will let those 
who transgress learn from their mistakes: 
What can someone do to repent when 
they do harm? What past acts are irre-
deemable? And who gets to decide when 
atonement is complete? The person or 
community who was violated? The trans-
gressor? Their allies online?

EMERGING PLAYERS

•  Electronic Frontier Foundation

•  Rep. Matt Gaetz (R-Fla.)

•  Rep. Marjorie Taylor Greene (R-Ga.)

•  Facebook

•  YouTube

•  Twitter

Social media has created supercharged cycles of 
outrage, boycott, and backlash.
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Wearable devices will 
change everything 
we know about user 
interaction. Glasses, 
headphones, and other 
wearables will integrate 
directly with a user’s 
sense of sight, hearing, 
and touch. Instead of 
developing media for a 
particular screen size, 
storytellers are going 
to need to optimize for 
individual users’ senses.

EXAMPLES

The OrCam MyEye, a small camera that 
clips onto any pair of glasses, is a simple 
wearable device that recognizes what it 
“sees” and describes it to the wearer. It’s 
ideal for helping visually impaired people 
interact with the world around them, 
such as hearing a menu read aloud. But 
OrCam’s aspirations are much bigger: 
Patent filings describe methods for 
“lifelogging”—storing details about what 
an individual has done, where they’ve 
been, and who they’ve met for recall 
later. Facebook’s Project Aria is building 
wearable devices and testing them in the 
real world with hopes of defining what 
is useful, meaningful, and relevant when 
a device integrates with a user’s senses. 
This is a seismic shift for storytellers: 
Experiences won’t be constrained by the 
size of a screen or the shape of a device, 
but will be bespoke to each user.

DISRUPTIVE IMPACT

Storytelling that integrates with a user’s 
perception could foster empathy and un-
lock new ways to understand the world—
but it could also be manipulated to create 
sensory clickbait.  Journalists will need 
to find new ways to deliver the news, but 
they must hold tech companies account-
able as this technology develops. There 
is essential reporting to be done on how 
wearable devices will be compatible with 
different types of bodies. Will sensory 
integration work equally well for people 
of all genders? People of color? People 
with disabilities?

EMERGING PLAYERS

•  OrCam

•  Facebook Project Aria

The OrCam MyEye has patents that describe 
“lifelogging”—storing details about what indi-
viduals have done, where they’ve been, and who 
they’ve met for recall later.
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In the internet’s first two 
decades, information 
crossed borders freely. 
Now local, state, and 
national governments 
are creating a complex 
patchwork of regulation 
that assigns internet 
users (and their data) 
different rights in differ-
ent places. 

EXAMPLES

The California Consumer Privacy Act 
(CCPA) gives Californians the power to 
stop businesses from selling their person-
al information and a GDPR-style right 
to have information deleted. Businesses 
that serve Californians—even if they’re 
not based in the state—are required to 
be compliant as of January. Washington 
passed a law strengthening the definition 
of personally identifiable information 
in the state and shortening the window 
companies have to notify consumers and 
the state attorney general after a data 
breach. In New York, legislators passed 
the Stop Hacks and Improve Electronic 
Data Security Act to increase the types 
of personal information covered by the 
state’s data breach reporting law. New 
laws will give real meaning to the physical 
geography of where a user accesses the 
internet, and of where the companies 
involved are located.  

DISRUPTIVE IMPACT

CCPA and the other state laws on the 
horizon will impact ad targeting, but 
watch for major changes in any business 
that depends on knowing its consumers, 
like subscription marketing. Without 
coordinated effort, geographic differences 
in rights and expectations will continue to 
proliferate. This could change the eco-
nomics and operating model for compa-
nies that serve customers across interna-
tional borders (or even across state lines 
in the U.S.). Established tech platforms 
and multinational organizations will 
have the scale to account for that kind of 
regulatory complexity, but new entrants 
may find it hard to serve—and monetize—
audiences in multiple jurisdictions.

EMERGING PLAYERS

•  European Union

•  U.S. Federal Communications  
Commission

New York legislators passed laws now governing 
how content can be published and shared in the 
state.
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Reality Prescriptions

Near-future pessimistic scenario    

The more time we spend in virtual worlds, the more we 
lose touch with reality. It’s not our fault. These virtual 
worlds are designed to keep us plugged in with strate-
gically timed dopamine hits. Doctors and mental health 
experts raise the alarm as they witness the side effects of 
digital addictions and overdose symptoms. Too many 
people are losing sleep, straining their bodies, and ne-
glecting loved ones. To combat the rising digital addiction 
epidemic, health care practitioners begin to prescribe dos-
es of reality. Once recorded in your digital health records, 
these reality prescriptions commandeer your devices. 
Restricted usage, diminished potency, and even full-on 
lockouts limit or prevent your time online. But addictions 
are hard to overcome, and some patients resort to contra-
band and DIY devices to get their fix. Reality rehab might 
be the only solution, but the digital dope keeps beckoning 
addicts away.
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KEY INSIGHT 

The attention economy, 
which spawned listicles 
and tweet roundups, 
isn’t as easily measured 
as previously thought. 
Measuring how con-
sumers allocate their 
attention depends on 
how you count—and 
who is counting.

EXAMPLES

Researchers estimate that more than half 
of web traffic is fake. Fraudulent traffic is 
generated by bots that can fake clicks and 
by click farms in which a single user can 
interact across scores of devices simulta-
neously. Nevertheless, vast portions of the 
digital economy are built around quanti-
fying how users consume media online. 

Beyond different ways of counting, 
there’s also outright fraud online. 
Schemes to manipulate metrics follow the 
money: MadHive, a digital TV advertis-
ing company, estimates that 20% of video 
ad requests are fake. This is a serious 
problem for both publishers that rely on 
ad revenue and for advertisers that need 
to satisfy client metrics.  

DISRUPTIVE IMPACT

As mainstream browsers increasingly 
block third-party tracking cookies by 
default, it will be harder to connect in-
dividuals to their actions across the web. 
Digital marketers and advertisers must 
find new ways to quantify the impact 
of their work—and to ensure that their 
partners trust their metrics.

EMERGING PLAYERS

•  Google Analytics

•  Chartbeat

•  Facebook

•  Interactive Advertising Bureau

Brand safety and ad fraud protection will be top 
advertiser priorities in 2021.
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Digital frailty is when 
digital assets are imper-
manent or easily com-
promised by technical 
glitches.

EXAMPLES

Digital frailty is evolving from a flaw 
into a feature: This trend emerged as 
media was erased from the web because 
old sites were no longer maintained. It’s 
still problematic when information with 
archival value is lost, but more systems 
are being designed to encode imperma-
nence as users adapt ephemeral tools like 
Instagram stories or messages that expire 
within a set time frame. There’s also risk 
when organizations turn to external tools 
or services to manage their prominent 
programming. Storify was a popular tool 
for aggregating social media posts around 
a major news event. A team of journalists 
working for Reported.ly, a now defunct 
experiment run by First Look Media, 
won a 2015 Online Journalism Award for 
reporting on the shooting at Charlie Heb-
do magazine in real time. All that report-
ing lived on Storify but was lost when the 
platform shut down in 2018.

DISRUPTIVE IMPACT

Sometimes new technology obviates the 
old before anyone has had a chance to 
convert files or develop archives. The 
Internet Archive and others try to create 
snapshots in time, but the services can 
struggle with dynamic sites that heavily 
rely on JavaScript. While there’s archival 
value to the files we post online, users are 
increasingly choosing ephemeral formats 
to share via Instagram Stories and Snap. 
How will future societies learn from the 
past if they cannot study the first draft 
of our present history? Do we have an 
obligation to preserve the digital con-
versations shaping society? Should we 
be working harder to ensure that digital 
archives aren’t lost?

As we develop expectations for what 
should be archived, we must consider 
the risks of creating an indelible record: 
What should happen to posts shared by 
minors to social networks or student 
assignments posted to a school’s digital 
portal? Do young people have the right 
to a blank slate when they reach adult-
hood, or should they be held accountable 
for ideas they try on for size on the way 
to maturity? 

EMERGING PLAYERS

•  Internet Archive

•  Amazon Web Services

•  Microsoft Azure

•  Google Cloud

Patrick Soon-Shiong bought the Los Angeles Times 
in 2018. The Wall Street Journal reported that 
Soon-Shiong was trying to sell the company in 
February 2021.
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Sensitive content warn-
ings now appear regu-
larly, as a way signaling 
that the information 
about to be conveyed 
may upset or aggravate 
certain readers, view-
ers, or listeners. 

EXAMPLES

Several companies, including Disney 
and Dr. Seuss Enterprises, are assessing 
archival content for representations of 
culture, religion, gender, and ethnicity. 
As of February 2021, several Dr. Seuss 
books, which depict racist imagery will 
no longer be published. A 2019 survey of 
Seuss’ works found that just 2% of human 
characters were people of color, they nev-
er had dialogue, and they were likened to 
servants or animals. Dr. Seuss Enterprises 
said that the books—published in the 
1930s to the late 1970s—“portray people 
in ways that are hurtful and wrong.” On 
the Disney+ streaming service, several 
episodes of “The Muppet Show” now 
include warnings that episodes contain 
outdated cultural depictions. Similar dis-
claimers precede streams of “Lady and the 
Tramp,” “The Jungle Book,” “The Aris-
tocats,” “Dumbo,” “Peter Pan,” and “Swiss 
Family Robinson.” 

DISRUPTIVE IMPACT

Signposting sensitive content, or remov-
ing it completely, will continue this year, 
sparking controversy and debate about 
cancel culture. A cultural shift is under-
way in the U.S. that will result in perma-
nent changes.

EMERGING PLAYERS

•  American Association of University 
Professors

•  Modern Language Association

•  National Coalition Against Censorship

Some episodes of “The Muppet Show” now come 
with sensitive content warnings.
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Most people still find 
the majority of infor-
mation they consume 
through search, and 
indexing new content 
types for wearable and 
spoken interfaces is 
proving challenging.

EXAMPLES

The line between old-fashioned web-
pages and new forms of content—from 
Instagram chats to Alexa conversations 
to mixed reality characters—is blurring. 
Companies like Trint help publishers 
transcribe audio to make it more search-
able by traditional crawlers, while other 
startups like Audioburst are trying to use 
technology to actually “listen” to data pre-
viously locked into a waveform and make 
these units of audio more navigable. Au-
dioburst’s technology ingests and analyzes 
audio and uses natural language process-
ing to understand its contents, contextu-
alize it, and make it all searchable.

DISRUPTIVE IMPACT

It will be a while before we have a uni-
versal search agent that crawls through 
conversations, games, and mixed reality 
content for the information we seek. 
Until then, voice search optimization 
(VSO) will emerge as a way of surfacing 
relevant content on spoken interfaces. 
Spatial computing is in its infancy today, 
but soon consumers might expect to 
be served only stories relevant to what 
they are viewing through smart glasses. 
Searches based on conversation or what 
a user is looking at will be highly contex-
tual, requiring sophisticated algorithms 
to anticipate the intent of a query and the 
relevancy of results. 

EMERGING PLAYERS

•  Trint

•  SpokenLayer

•  Audioburst

•  Listen Notes

•  Snap

Audioburst wants to be the Google of radio.
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New Horizons in 
Book Publishing

Maja Thomas

Chief Innovation Officer,  
Hachette Livre

My team is always asking how the 
Hachette Group, an international 
publisher, can become the most 
innovative provider of reading 
and learning. We research how 
new technologies, partnerships, or 
business models could expand our 
reach in an increasingly competi-
tive attention economy.

For most of our proof of concepts, 
we work with partners large and 
small to create new experiences 
and test them with readers.  Al-
ternately, we will build our own 

technology, such a proprietary 
trend detection tool for identifying 
various signals on the internet that 
we use to spot talent and to inform 
demand-driven book creation. 

Our company, Hachette, has widely 
gained expertise by bringing start-
ups in house and learning from 
them. We’ve welcomed entrepre-
neurs specializing in digital-first 
publishing, the creation of board 
games and mobile games, brain 
training applications, and educa-
tional games.  

Today, as we look forward in 2021, 
we identified several strategic pub-
lishing opportunities. One of them: 
the chance to reach and engage 
younger readers, who have come 
to expect some level of interactivity 
and agency from entertainment 
activities. TikTok, Roblox, and Fort-
nite has shown how people love to 
shape and share their experiences 
with friends and co-creators. 
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We’ve harnessed augmented 
reality to give readers the ability 
to scan the front and back covers 
of Orbit science fiction books and 
magically animate the covers or 
unlock a special video in which 
authors seem to speak directly to 
them. Similarly, our educational 
publishers created ways for stu-
dents to manipulate 3D objects in a 
textbook, and our travel guide divi-
sions created an augmented reality 
treasure hunt among monuments 
in Paris that leverages the content 
and expertise usually locked in a 
book while the consumer is out “in 
the wild.” 

We’ve incubated startups that offer 
new forms of content creation, 
such as a collaborative writing 
platform that allowed authors to 
react together to pandemic isola-
tion and provided a writing contest 
for high school students to connect 
while they were socially distanced.

We also strive to connect to read-
ers on the platforms they haunt: 
creating chatbots of characters 
on social media platforms, teas-
ing new book titles on TikTok, or 
promoting paid newsletters from 
authors to their most avid fans who 
opted in to receive exclusive offers.

We also believe that consumers will 
increasingly adopt the audio inter-
face, and that it is leading the way 
to ambient commuting. By adapt-
ing books that have already been 
published, we’ve re-imagined sto-
ries that can work on smart speak-
ers by using voice activations to let 
a child choose their own adventure, 
just by speaking a wish out loud. 

Hodder Studio has created audio 
originals—also known as active 
audiobooks—that encourage 
listeners to garden or cook as they 
listen. They’ve published Seeds 
from Scratch and Breaking Eggs 
for people that want expert audio 

companions guiding them along as 
they learn.

Many of Hachette imprints have 
also created podcasts to promote 
books, genres, imprints, and au-
thors. The early enthusiasm around 
Clubhouse, the audio chat social 
network, shows that the connec-
tions that can be made using the 
human voice are just starting to be 
more fully explored.

We believe that data aggregation 
and analysis, as well as AI, will con-
tinue to play a big role in publishing 
in the near future. 

Data is key to understanding who 
our readers are and what they 
enjoy and what they want. Reader 
analytics, then, has been the focus 
of many of our efforts. We’ve set up 
online communities where we can 
A/B test covers, titles, and descrip-
tions, and measure engagement 
by time spent reading, completion 
rates, and qualitative surveys. 
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We’ve designed experiments that 
analyze visual “heat maps” show-
ing where the human eye goes on 
covers and marketing materials, 
and data aggregation (and AI) to 
identify cover trends in upcoming 
publishing seasons.

Even fine-grained data about what 
is in our books is also sometimes 
surprisingly hard to access. That 
has led us to create a “tagging 
factory” in France to enhance 
the metadata around titles, word 
clouds extracted from full texts in 
the U.S., and book recommenda-
tions created using “verbal DNA” 
patterns in books. 

We should soon be able to use AI to 
alert a publicity team to focus on 
a book from Hachette’s enormous 
backlist that is newly relevant due 
to a news event. 

In the future, artificial intelligence 
will push publishing to evolve even 
further.

GPT-3 has just begun to show us 
how autogenerated text may be 
able to extend story worlds and 
allow personalization or customiza-
tion at scale. Although AI and data 
will never replace the creativity of 
writers or the expertise of publish-
ers, they can be used as powerful 
tools by those that understand their 
capabilities.

As sales continue to move online 
and digital formats gain traction, 
new platforms will arise to support 
authors, independent booksellers, 
and publishers—and to entice new 
readers.

All-you-can-eat subscription mod-
els, we think, make no sense for 
books—a long format with deep 
engagement and commitment that 
isn’t usually bingeable. However, 
expert curation, early access, and 
exclusive content can distinguish 
subscription services offered by 
publishers. One example is the 

Feminist book box being offered by 
Hachette UK, which curates books 
from across 10 different imprints.  

As the transformation of our 
business and our lives continues, 
Hachette will continue to bring 
delightful stories and useful infor-
mation to people in formats both 
traditional and new.

** 

Hachette Livre is an international 
publisher with a huge variety of 
publishing segments, and as the 
director of the Hachette Innovation 
Program Maja Thomas works to 
accelerate the company’s digi-
tal transformation by testing and 
applying experimental concepts, 
prototyping new solutions, and 
spreading a culture of innovation.  
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On the fringes, news or-
ganizations are begin-
ning to provide journal-
ism as a service, rather 
than as traditional news 
products. This model 
could help develop new 
funding streams for 
cash strapped media 
companies—but with-
out care, it could also 
erode trust in an organi-
zation’s core reporting.

EXAMPLES

“Journalism as a service” lets news 
organizations sell on-demand access 
to the components of their reporting, 
rather than just the finished product. 
The clearest example to date comes from 
ProPublica, which launched a platform 
for selling data. Journalists compiled and 
processed the records for their reporting, 
but the information has uses in oth-
er domains. The Markup, a nonprofit 
journalism outlet reporting on the tech 
industry, has concentrated on building 
tools like Blacklight, which lets users see 
how websites track them, and Simple 
Search, which shows how paid advertise-
ments influence Google search results. 
While those tools are distributed for free, 
they show how journalism could re-ori-
ent toward product development. In 
January, Rolling Stone showed how this 
trend might go wrong, announcing that it 
would let “thought leaders” pay $2,000 for 
the privilege of writing for the magazine’s 
website.

DISRUPTIVE IMPACT

The practice of journalism is more than 
the published report: The best reporters 
create an enormous corpus of data as they 
work. Finding ways to realize additional 
value from that work could benefit every-
one working in the knowledge econ-
omy—universities, legal startups, data 
science companies, businesses, hospitals, 
and even tech giants. Because journalists 
are trained to seek out information that 
challenges their assumptions, the datasets 
they assemble might help correct for the 
bias that exists in machine learning today. 
News deployed as a service includes 
different kinds of artifacts: news stories; 
APIs; databases; calendar plug-ins for 
upcoming news events; systems that can 
automatically generate reports using the 
news org’s archives, and more. As those 
tools are transferred from the newsroom 
to the business side, however, there is 
the risk that journalistic ethics are lost, 
threatening to tarnish an entire organiza-
tion’s reputation.

EMERGING PLAYERS

•  PRX

•  The Information

•  MIT Media Lab

•  ProPublica

•  The Markup

•  Rolling Stone

In January, Rolling Stone announced that it would 
let “thought leaders” pay $2,000 for the privilege 
of writing for the magazine’s website.
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Technology is lowering 
the barrier for creators 
to build a direct connec-
tion to their audience. 
Low-cost tools to pro-
duce newsletters, pod-
casts, and niche experi-
ences allow individuals 
to create personal me-
dia brands. One-to-few 
networks, however, can 
be a powerful vector 
for disinformation and 
misinformation because 
they lack the editorial 
safeguards that protect 
traditional media.

EXAMPLES

Online publishing platform Substack 
lured big names like tech journalist Casey 
Newton and political columnists Matt 
Taibbi and Andrew Sullivan away from 
traditional gigs last year. Substack also 
gave Glenn Greenwald an outlet when he 
quit The Intercept, the national security 
journalism outlet he helped build, in an 
act of anti-censorship protest. (According 
to his editors, he was trying to publish 
without evidence.) Greenwald has the 
name recognition to thrive on Substack, 
but he has a track record of grandiose 
claims, and is now free to publish without 
oversight. Not all niche networks are 
high-tech: Last year, Wired reported on 
anti-vax propaganda spreading through-
out insular ultra-Orthodox Jewish com-
munities in Brooklyn via conference calls. 
WhatsApp encountered a similar prob-
lem in 2018, when rumors about child 
kidnapping spread quickly across rural 
India leading to a series of mob lynchings, 
and more recently with the spread of 
COVID-19 misinformation.

DISRUPTIVE IMPACT

It’s easier than ever for influencers to get 
paid for their work—and there’s growing 
evidence that consumers will pay creators 
directly. Services like Substack and Revue 
offer tools to launch a subscription news-
letter, and Twitch can turn a video game 
habit into a streaming video business. 
These platforms are also broadening the 
definition of what influencers can get 
paid for: Patreon has been used to fund 
community organizing and anti-racism 
projects, while OnlyFans enables creators 
to monetize their influence through soft-
core pornography. Some streamers can 
make a meaningful income, but only by 
streaming nearly constantly throughout 
the day, without any time off. Unless the 
influencer economy evolves to provide 
paid time off or other benefits, it will be 
hard for creators to participate in a sus-
tainable manner. Ultimately, all informal 
networks satisfy a basic human need to 
connect, but they can also isolate niche 
communities by amplifying unverified 
ideas within the group.

EMERGING PLAYERS

•  Substack

•  OnlyFans

•  Twitch

•  Zello

•  Patreon

OnlyFans expanded the range of monetization 
for influencers, letting them profit from exclusive 
experiences and other offerings.
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KEY INSIGHT 

Consolidation continues 
as media companies try 
to overcome shrinking 
margins on ad-support-
ed media. This trend 
is now spreading from 
legacy media giants 
to digital upstarts that 
need to justify years-old 
investments that fueled 
their growth. Concen-
tration of ownership 
into the hands of a small 
group of conglomer-
ates threatens diversity 
in the press and on the 
airwaves.

EXAMPLES

Media consolidation is coming for digital 
upstarts. After several years of increasing 
consolidation among legacy publishers, 
2020 saw a handful of landmark deals 
in news media. BuzzFeed and HuffPost 
merged in November, bringing together 
two of the biggest names in digital pub-
lishing. Like similar deals in legacy media, 
the tie-up aimed to generate efficiencies 
and a bigger scale for selling advertis-
ing. The concentration of legacy news 
publishers continued as McClatchy, a 
163-year-old newspaper chain, emerged 
from bankruptcy under the ownership of 
hedge fund Chatham Asset Management, 
which owns one of Canada’s largest news-
paper companies as well as the publisher 
of The National Enquirer. Chatham beat 
out Alden Global Capital, another hedge 
fund. Both funds have a track record for 
cutbacks at the newspapers they own—one 
of the reasons that media consolidation 
is generally associated with weaker local 
news coverage. 

DISRUPTIVE IMPACT

The U.S. Federal Communications 
Commission’s policy of deregulation 
under Chair Ajit Pai accelerated the 
pace—and benefits—of consolidation for 
legacy companies. But Pai left the FCC 
on January 20, 2021, and President Joe 
Biden will appoint a Democratic majority 
to the panel. Watch for major swings on 
key regulations like net neutrality, and for 
disruptions to news coverage in regions 
with recently consolidated newspapers. 
Because nearly every major newspaper 
chain in the United States has seen some 
consolidation in the last year, this trend 
will likely impact your region if you live 
in the U.S. 

EMERGING PLAYERS

•  Vox Media

•  BuzzFeed

•  Chatham Asset Management

•  Alden Global Capital

•  Sinclair Broadcast Group

•  Center for Innovation and Sustainabil-
ity In Local Media at the University of 
North Carolina, Chapel Hill

Chatham Asset Management, a hedge fund with 
extensive publishing interests, acquired newspa-
per chain McClatchy out of bankruptcy. 
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KEY INSIGHT 

The best journalism 
reveals hidden truths 
and keeps those in 
power accountable to 
the public. Increasingly, 
that means unpacking 
how algorithms and big 
data shape our world. 
News organizations 
need specialized re-
porters with the techni-
cal skills to understand 
how technology oper-
ates in the world, and to 
explain it to a nontech-
nical audience.

EXAMPLES

The Markup, a news website focused 
on the societal impacts of big tech and 
algorithms, began publishing in 2020. 
The startup distinguished itself with pub-
lishing tools like Blacklight, a real-time 
privacy inspector, and Simple Search, a 
browser add-on that removes sponsored 
search results. Like the Online Political 
Ads Transparency Project, a New York 
University initiative that aims to expose 
how political Facebook ads targeted 
different users, The Markup’s tools are 
meant to make it easier for laypeople to 
see how they are tracked and targeted 
online. The New York Times Visual 
Investigations unit made a splash in Jan-
uary 2020, using crowdsourced video to 
re-create the exact moment that an Irani-
an missile shot down a Ukranian airplane. 
That report required fusing multiple 
disciplines to synthesize a conclusion that 
undercut the Iranian Air Force’s original 
narrative about what had happened.

DISRUPTIVE IMPACT

News organizations need reporters who 
can work collaboratively in teams with 
diverse skills, from explaining technical 
concepts and reverse engineering code 
to developing sources and processing 
geospatial information. As technology 
advances, it is harder for laypeople to 
understand how systems function—even 
as those systems become more deeply 
embedded in the fabric of our society. 
Understanding where information comes 
from, how it spreads, and the impact it 
has—not to mention explaining the out-
comes of algorithmic decision-making—
are central responsibilities for journalists 
who wish to hold powerful systems 
accountable. Investigating algorithms 
has never been more important than it 
is now.

EMERGING PLAYERS

•  The Markup

•  Bellingcat

•  Washington Post computational  
journalism team

•  New York Times visual  
investigations team

•  Tow Center for Digital Journalism  
at Columbia University

•  Computational Journalism Lab  
at Northwestern University

•  Online Political Ads Transparency 
Project at New York University

The Markup built a browser extension called 
Simple Search that helps users differentiate 
between “traditional” search results and ads or 
other results.
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KEY INSIGHT 

A proliferation of con-
tent competes for audi-
ences’ time and money, 
opening new opportu-
nities for media compa-
nies while also risking 
that the abundance of 
subscription options 
could overwhelm con-
sumers’ willingness (or 
ability) to pay. Without 
entrepreneurial thinking 
and business model in-
novation, news organi-
zations may not keep up 
with emerging media.

EXAMPLES

Whether it’s subscriptions, member-
ships, or donations, we’re living in the 
age of audience revenue. But the sub-
scription economy is bigger than news 
paywalls, streaming video services, and 
direct-to-consumer offerings: Soon, 
more consumers will be asked to pay 
for virtual fashion, XR experiences, and 
gaming. Software-as-a-service companies 
like Piano and Pelcro make launching a 
subscription or membership program 
relatively easy. Keeping subscribers is 
harder: Subscription service platform 
Zuora reports that media businesses have 
an average annualized churn rate of near-
ly 34%, the highest of any sector studied, 
and on-demand streaming services face 
even higher rates of subscriber loss than 
news media, according to The Informa-
tion. Meanwhile we’re living through the 
first major recession since the launch of 
most digital subscription programs, with 
consumer spending on “other services” 
such as subscriptions dropping 17% in the 
second quarter of 2020, and remaining far 
below pre-pandemic levels into 2021. 

DISRUPTIVE IMPACT

Every subscription business has a broad 
set of competitors. Local newspapers, for 
example, aren’t just competing against 
The Washington Post and The New York 
Times—they’re competing for time and 
share of wallet with every other audi-
ence-funded business. To track the future 
of subscriptions, watch gaming platforms 
like Fortnite, which is free but boasts 
an ecosystem of in-game purchases that 
successfully entices users to spend—how 
many news subscriptions can honestly say 
the same? The growth of the subscription 
economy also raises important questions 
around access and equity. As Heather 
Bryant, a respected journalist, observed on 
Twitter during the U.S. presidential elec-
tion: “Arguably one of the most critical 
events in the modern history of this coun-
try is happening with the election right 
now and most of the contextual analysis 
is behind registration boxes and paywalls 
while all the misinformation and conspir-
acies are a free, easily accessed buffet.”

EMERGING PLAYERS

•  Fortnite

•  Roblox

•  The Membership Puzzle Project

•  Scroll

Video games like Fortnite create an ecosystem of 
rewards that entices users to spend.
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KEY INSIGHT 

The spread of misinfor-
mation will continue un-
til platforms and news 
organizations adopt 
norms and standards 
for accountability and 
trust. 

EXAMPLES

A healthy dose of skepticism makes for a 
strong electorate. But deepfakes, inten-
tionally misleading stories, and salacious 
content posted by political operatives, 
hackers, and foreign governments have 
led to increased calls for new methods to 
rebuild our trust in the media. In Febru-
ary 2021, Twitter said that it would apply 
labels to tweets containing misleading 
information about COVID-19 vaccines, 
and while Facebook said that it would 
ban vaccine misinformation, the platform 
struggled to manage a deluge of fake 
health data and conspiracy theories. 

DISRUPTIVE IMPACT

Edelman’s annual trust barometer re-
vealed a sobering reality in America: for 
the first time, trust in traditional media 
dropped below 50%. Trust in social 
media hit an all-time low of 27%. The 
study found that 58% of Americans think 
that “most news organizations are more 
concerned with supporting an ideology 
or political position than with informing 
the public.” When Edelman re-polled 
Americans after the 2021 inauguration of 
President Biden, the numbers had deteri-
orated further: only 18% of Republicans 
said that they trust traditional media. As 
platforms come under increased scrutiny 
this year for issues related to antitrust, we 
expect to see demands for transparency 
and traceability.  

EMERGING PLAYERS

•  Google

•  Facebook

•  Twitter

Trust in media is at an all time low.
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KEY INSIGHT 

The First Amendment 
shapes how platforms 
and publishers think 
about the design, 
development, and 
implications of con-
tent distribution. First 
Amendment legal pro-
tections are broad in 
scope but limited in ge-
ography; they only ap-
ply in the United States.

EXAMPLES

Constitutional law often lags behind 
technology, taking time to adapt and 
evolve as historic concepts are applied to 
new situations. In the past year, plat-
forms have removed individual posts 
and in some cases deleted the accounts 
of people posting hate speech, intention-
ally misleading information, or calls for 
violent attacks. In 2021, Amazon Web 
Services removed far-right social net-
work Parler from the cloud in the wake 
of the attack on the U.S. Capitol. Social 
media sites aren’t modern-day public 
squares: Tech companies set the rules 
and shut off megaphones. While the First 
Amendment’s protections in the U.S. are 
generally broad, its scope is limited in an 
interconnected world. 

DISRUPTIVE IMPACT

This year, First Amendment rights and 
protections from Section 230 of the Com-
munications Decency Act will be debated, 
though we may not see any concrete 
decisions. Brands, news organizations, 
political movements, and big tech compa-
nies will continue to face challenges.

EMERGING PLAYERS

•  American Civil Liberties Union

•  Electronic Frontier Foundation

•  U.S. Federal Communications  
Commission

•  Knight First Amendment  
Institute at Columbia University

Federal courts are divided on how the First 
Amendment applies to social media.
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AutoINcorrecting History

Near-future catastrophic scenario    

We marvel at how simplistic the deepfakes of 2021 were. 
What began as a curiosity to see our ancestors move 
and speak quickly morphed into a new breed of decep-
tive technology designed to cancel cancel culture. We’ve 
resurrected people and put words in their mouths, edited 
their personalities, our relationships with them, and ulti-
mately clouded our memories of the lives they lived. We 
are told that politicians caused great harm—but now, we 
can’t remember what it was, or why people were so mad 
at the time. With their digital extensions scrubbed, they 
all seem like rational, likable people.
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INNOVATION R & D

Synthetic media and content can be 
used for new product ideation, to test 
designs, and to help anticipate what’s 
on the horizon. Given the complexity of 
new media technologies, chief innova-
tion officers must consider alternative 
uses of what their teams develop: Once 
a product hits the marketplace, it could 
be used to spread misinformation or 
cause harm. 

Synthetic media can be additive to the 
traditional R&D process. Teams making 
use of digital twins, experimental digi-
tal extensions, and other forms of new 
media can accelerate vital research, es-
pecially in urban planning, mobility, and 
health-related fields. For those working 
in creative industries, a transformation 
is underway, which will unlock new busi-
ness opportunities and shape the future 
of media and entertainment.

We are entering a new, and very compli-
cated, field of intellectual property law. 
This leads to thorny questions about an 
organization’s legal rights to the content 
it builds and licenses. Chief risk officers 
should explore dimensions of intellec-
tual property in an age of augmented 
media. There are longer-range implica-
tions to consider, including brand safety 
and consumer trust. 

Application

The multiverse, along with shifts in 
content distribution, will eventually 
affect an organization’s reputation, its 
messaging, and some of the regulatory 
protections under which it operates. 
Chief strategy officers should engage 
more closely with others in the C-suite, 
especially chief technology officers, 
chief marketing officers, and chief 
innovation officers to develop a lon-
ger-term strategy and vision for the 
organization.  

RISKSTRATEGY
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How will new media 
technologies improve our 
operations? 

Our manufacturing 
processes? 

Our product lines?

What aspects of our 
business could be 
disrupted by synthetic 
media or shifting news 
models? 

Are we adequately 
planning for the longer 
term? 

What assumptions must 
hold true for our current 
strategy to succeed? 

How will our employees 
and customers find 
information in the 
future? 

How might new 
paradigms be used 
to our organization’s 
advantage, or to our 
detriment?

?
1 2 3

We recommend using this report to support your strategic 
foresight activity in the coming year. Every executive team should 
begin by asking these questions:

Key Questions
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https://themarkup.org/google-the-gi-
ant/2020/11/10/introducing-sim-
ple-search
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